International Journal For Advanced Research
In Science & Technology

ISSN: 2457-0362

FAKE NEWS DETECTION : USING MACHINE LEARNING

1234 Shaik Kulsum Sultana, Mudavath Rithika, Gujjeti Chanakya, Suragouni Amulya

Goud,*Subhasis Mishra

1234 Ug scholars, MallaReddy college Of Engineering , Hyderabad - 500100
5 Assistant Professor, MallaReddy college Of Engineering , Hyderabad - 500100

ABSTRACT

In recent years, due to

the booming
development of online social networks, fake
news for various commercial and political
purposes has been appearing in large numbers
and widespread in the online world. With
deceptive words, online social network users
can get infected by these online fake news
easily, which has brought about tremendous
effects on the offline society already. An
important  goal in  improving the
trustworthiness of information in online social
networks is to identify the fake news timely.
This paper aims at investigating the principles,
methodologies and algorithms for detecting
fake news articles, creators and subjects from
online social networks and evaluating the
corresponding  performance.  Information
preciseness on Internet, especially on social
media, is an increasingly important concern,
but web-scale data hampers, ability to identify,
evaluate and correct such data, or so called

"fake news," present in these platforms.
CHAPTER -1
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INTRODUCTION

1.1 INTRODUCTION

These days™ fake news is creating
different issues from sarcastic
articles to a fabricated news and
plan government propaganda in
some outlets. Fake news and lack
of trust in the media are growing
problems with huge ramifications
in our society. Obviously, a
purposely misleading story is
“fake news “ but lately blathering
social media®s discourse is
changing its definition. Some of
them now use the term to dismiss
the facts counter to their preferred

viewpoints.

1.2 OBJECTIVE

We will be training and testing the
data, when we use supervised
learning it means we are labeling

the data. By getting the testing and
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training data and labels we can
perform different machine
learning algorithms but before
performing the predictions and
accuracies, the data is need to be
preprocessing i.e. the null values
which are not readable are required
to be removed from the data set
and the data is required to be
converted into  vectors by
normalizing and tokening the data
so that it could be understood by
the machine. Next step is by using
this data, getting the visual reports,
which we will get by using the Mat
Plot Library of Python and Sickit
Learn. This library helps us in
getting the results in the form of
histograms, pie charts or bar

charts.
CHAPTER -2

LITERATURE SURVEY

2.1 LITERATURE
SURVEY

A literature survey, often

referred to as a literature
review, is a critical and
comprehensive analysis of

existing published research
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and relevant sources on a
specific topic or research
question. The purpose of a
literature survey is to provide
an overview of the current
state of knowledge in the
field and to identify gaps,
trends, and key findings in
the existing body of work. In
the context of a project, a
literature survey is typically
conducted to understand
what research and
methodologies have been
used by others in similar
areas, and it helps project
planners or researchers make
informed decisions
regarding the  project's
objectives, methods, and

contributions.

CHAPTER -3

SYSTEM ANALYSIS

3.1 EXISTING SYSTEM

There exists a large body of
research on the topic of machine
learning methods for deception
detection, most of it has been
focusing on classifying online

reviews and publicly available
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social media posts. Particularly
since late 2016 during the
American Presidential election,
the question of determining ‘fake
news' has also been the subject of
particular attention within the
literature. Conroy, Rubin, and
Chen outlines several approaches
that seem promising towards the
aim of perfectly classify the
misleading articles. They note that
simple content-related n-grams
and shallow parts-of-speech
tagging have proven insufficient
for the classification task, often
failing to account for important
context information. Rather, these
methods have been shown useful
only in tandem with more complex
methods of analysis. Deep Syntax
analysis  using  Probabilistic
Context Free Grammars have been
shown to be particularly valuable
in combination with n-gram
methods. Feng, Banerjee, and Choi
are able to achieve 85%-91%
accuracy in deception related
classification tasks using online

review corpora.

3.2 DRAWBACKS
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1. Bias

One of the significant disadvantages of using
machine learning algorithms is the potential
for bias. If the training data contains any bias,
it can be reflected in the algorithm's decision-
making process. This can result in the
algorithm incorrectly identifying news as fake
or failing to detect false news. It is important
to ensure that the training data is as unbiased
as possible to mitigate this risk.

3.3 PROPOSED SYSTEM

In this paper a model is build based on the
count vectorizer or a tfidf matrix ( i.e ) word
tallies relatives to how often they are used in
other artices in your dataset ) can help . Since
this problem is a kind of text classification,
Implementing a Naive Bayes classifier will be
best as this is standard for text-based
processing. The actual goal is in developing a
model which was the text transformation
(count vectorizer vs tfidf vectorizer) and
choosing which type of text to use (headlines
vs full text). Now the next step is to extract the
most optimal features for countvectorizer or
tfidf-vectorizer, this is done by using a n-
number of the most used words, and/or

phrases, lower casing

3.4 ADVANTAGES

1. Scalability
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ML algorithms can analyze vast data and
identify patterns to detect false news. They can
handle large datasets in real time, which is
essential for monitoring news feeds and social
media platforms where new content is
generated continuously. This scalability allows
the algorithm to keep up with the pace of
information production and identify false news
as soon as it appears.

2. Speed

Speed is critical when it comes to detecting
online fake news. ML algorithms can process
a vast amount of data quickly, enabling the
system to immediately detect false news. The
quicker the automatic detection is, the less
harm the false news can cause. The algorithm
can also be trained to prioritize certain types of
true and false news online, enabling it to focus

on the most relevant information.
3.5 SYSTEM REQUIREMENTS

HARDWARE REQUIREMENTS :
¢ PROCESSOR
Ryzen 5.
e RAM
16GB
e HARD DISK
476 GB

AMD

SOFTWARE REQUIREMENTS:
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e LANGUAGE
Python Scripting
¢ PYTHON VERSION
Python 3.9.x and above
e OPERATING SYSTEM
WINDOWS 10
¢ IDE
JUPYTER Notebook
CHAPTER -4
SYSTEM DESIGN

4.1 SYSTEM ARCHITECTURE

/"
\_/ - -
=
{1 waing | ‘ Supervised Learning
o~ Text - festure
CANTVENTS.
Vectors
mages,
el = i —
SNV | & :*'\ / N
. ’ 2 machine
oy | warning
| \ Algorithm
1 tahets 'S
[ 1 s [ D N 4
r < b d
Foat &
Now Tous. | vecs A
Document. — - Avadetive™, —— Expector
mage - ! VK e L V' L Labet
e ‘ T

Fig 4.2.1: System Architecture of fake news detection using mad

4.2 MODULES
1. Dataset
2. Preprocessing
DATASET:

A dataset is a collection of text samples

that have been labeled or annotated to
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indicate whether each sample contains
hate speech or not. These datasets are

used to train, test, and evaluate

machine learning models algorithms
PREPROCESSING:

The data set used is split
into a training set and a
testing set containing in
Dataset 1 -3256 training
data and 814 testing data
and in Dataset IlI- 1882
training data and 471
testing data respectively.
Cleaning the data is always
the first step. In this, those
words are removed from
the dataset. That helps in
mining the useful
information. Whenever we
collect data online, it
sometimes contains the
undesirable characters like
stop words, digits etc.

4.3 UML DIAGRAMS

CLASS DIAGRAM:

In software engineering, a class
diagram in the Unified Modeling Language
(UML) is a type of static structure diagram that
describes the structure of a system by showing
the system’s classes, their attributes,
operations (or methods), and the relationships
among the classes. It explains which class

contains information.

Feature Engineering
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Fig4.3.1. Class diagram

CHAPTER -5

SYSTEM IMPLEMENTATION

5.1 SOURCE CODE

from PyQt5 import QtCore, QtGui, QtWidgets
from Admin import Ui_Admin import pandas
as pd class Ui_Dialog(object): def self.admn =
QtWidgets.QDialog()
Ui_Admin(self.admn)
self.ui.setupUi(self.admn) self.admn.show()

self.ui =

def setupUi(self, Dialog):
Dialog.setObjectName("Dialog™)

Dialog.resize(702, 435)
Dialog.setStyleSheet

("background-color:

rgb(0, 85, 127);")

self.label =
QtWidgets.QLabel(

Dialog)
self.label.setGeometry(QtCore.Q
Rect(60, 60, 601, 41))
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self.label.setStyleSheet("color:

rgh(255, 255, 255):\n"

75 18pt \"Tahoma\";")
self.label.setObjectName(*label™)
self.label_2 =
QtWidgets.QLabel(Dialog)
self.label_2.setGeometry(QtCore.QRect(200,
150, 261, 181))
self.label_2.setStyleSheet("image:  url(../N-

font;

Grams/images/admin.png);")
self.label_2.setText("")
self.label_2.setObject
Name("label_2")
self.label_2.mousePre
ssEvent = self.admin

self.retranslateUi(Dialog)
QtCore.QMetaObject.connectSlot
sByName(Dialog)

def retranslateUi(self, Dialog):

_translate =
QtCore.QCoreApplication. translat
e

Dialog.setWindowTitle(_translate
("Dialog", "Online Fake News"))

self.label.setText(_translate("Dial
og", "Detection of Online Fake
News Using N-

Gram Analysis")) if
_name_==" _main__
import sys app =
QtWidgets.QApplication(sys.argv
) Dialog = QtWidgets.QDialog() ui
= Ui_Dialog() ui.setupUi(Dialog)
Dialog.show()
ys.exit(app.exec_())
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CHAPTER -6
TESTING

6.1 TESTING

Testing is a critical phase in the development
of a hate speech detection system using
machine learning. It ensures that the system
functions as intended, meets performance
criteria, and is free from critical issues. Here
are some key aspects of testing in this context:

Unit Testing:

Test individual components or functions
in isolation to verify their correctness.
Examples include testing the data
preprocessing methods, feature extraction,
and machine learning model training
functions.

Integration Testing:

Test the interaction between different
modules and components within the
system.

Ensure that data flows smoothly between
data preprocessing, feature extraction, and
the machine learning model.

CHAPTER -7

RESULTS
7.1 SCREEN SHORTS

V‘

¢

4
0

ﬁ'g'g B

-

Fig:5.1 AdminPage

Volume 13, Issue 12, Dec 2023

ISSN 2457-0362

Page 178



International Journal For Advanced Research
In Science & Technology

ISSIN: 2457-0362

innovative model for fake news
detection using machine learning
algorithms has been presented.

This model takes news events as an

input and based on twitter reviews
and classification algorithms it

predicts the percentage of news

being fake or real.
CHAPTER -9
FUTURE ENHANCEMENTS

9.1 FUTURE ENHANCEMENTS

The focal point of our research lies in
differentiating and detecting fake news and
original or real news. The goal of this study is
to determine and comprehend the impact of
fake news on the government and society. This
research aims in helping society from the
spread of fake news, making people aware of
the fake news propagators and their expansion
in today’s world. As a result, the spread of fake
news has been a hot topic for quite some time.
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