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ABSTRACT:

With improvement of on-line social networks, many crook suspects use social community to
speak with every other. In order to achieve treasured crook clues, full-size lookup works have
been finished to analyze crook suspects’ social data. However, most of them did no longer pay
tons interest on privacy-preserving problems, which might also leak some touchy records in the
evaluation process. To resolve this problem, we advocate a novel evaluation method of crook
suspects through exploiting social records and crime records that are gathered through social
community and police records systems. We allow the social cloud server and public protection
cloud server to change social facts of crook suspects and user’s public statistics in a
privacypreserving way. Specifically, we recommend a privacy-preserving statistics retrieving
approach based totally on oblivious switch to assurance that solely the licensed entities can
operate queries on suspects’ social data, whilst the social cloud server can't infer something at
some point of the query. Moreover, various constructing blocks, such as encrypted records
comparing, impervious classification and regression tree (CART) mannequin are additionally
proposed. Based on these constructing blocks, we designed a privacy-preserving crook suspects
sensing scheme. Finally, we exhibit a overall performance assessment which indicates that our
scheme can decorate evaluation of crook suspects except privateness leakage, whilst with low
overhead.

1.INTRODUCTION numerous suspects in advance, and manually
screen and gather facts of particular suspects

WITH the non-stop improvement of the to find out different associated crook suspects
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Internet, on-line social networks have
emerged rapidly, such as WeChat, Facebook,
and Twitter, which has substantially modified
the way human beings communicate,
improved people’s social circle, and
abstracted people’s situation on social
community evaluation and mining. At the
identical time, crook conduct is additionally
rising closer to gang and organizational
development. From a psychological and
sociological factor of view, human beings
with robust social members of the family and
comparable spatial trajectories (such as,
normal get right of entry to in the identical net
cafe) are viable to be of the equal group. One
typical strategy of gang crook suspects’
investigation is to decide the unique goal of
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or crook gangs that are intently associated to.
In such a scenario, the police wants to equip
sufficient human and fabric resources, which
most likely will increase labor costs, cloth and
monetary expenses, and even motives
anxiousness or panic of the society. To get to
the bottom of such problem, a cloud server
related with crime evaluation was once
mounted by using the police to always
accumulate data associated with public
security, i.e., location, crook records, and
credibility in photograph and text format. The
server makes use of these records to analyze
the doable connections amongst the suspects
and supply clues for excavating crook gangs,
and aside from undiscovered suspects [1].
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Moreover, it helps to analyze whether or not
the consumer is a suspect. However, it is the
lack of enough social facts to infer whether or
not there are any viable suspects in their
private social circle [2]. Considerable
functions in social networks have been
proposed to analyze the wuser’s social
information for the duration of their social
interplay [3]. For example, the drift of dollars
from banks and the buy documents of e-
commerce can help alert crimes; face
cognizance technological know-how can
assist hit upon suspects thru on-line image
identification. The mixture of these social
records and monitored non-public records can
reinforce the evaluation of crook suspects.
Suppose Eve is a precise suspect arrested by
using the police, and offers the police the get
entry to authorization, and if police finds that
Alice often contacts with Eve, who has
numerous crook documents before, thus,
Alice has excessive opportunity to be in a
doable suspected crime. Personal data, i.e.,
crook records, location, credibility, and social
data, i.e., contact duration, contact frequency,
are normally accrued and saved by using one
of a kind provider providers, such as police’s
cloud server and social community provider
vendors (Twitter). To defend information
privacy, information sharing amongst these
events turns into very essential for the
evaluation of plausible crook suspects [4], [5].
Meanwhile, each private information and
social data, such as crook archives and contact
information, are touchy [4], [6]. For a unique
crook suspect ui, the police can gain the ui’s
social records from provider providers. The
evaluation provider company (ASP) hosts a
discovered model, and gives suspects
evaluation carrier for the police to use such a
mannequin remotely. In such a scenario, the
private and social records are personal to the
suspects which must be included towards the
carrier providers, whilst the mannequin is a
treasured asset to classifier owner, which need
to no longer be disclosed to untrusted party,
and evaluation records and classification
effects are additionally personal to the police.
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To remedy such a problem, private and social
records are encrypted and saved in carrier
providers, and thru statistics sharing, police
can securely acquire the plaintext of private
and social data. Moreover, the evaluation
statistics have to additionally be in ciphertext
structure when the police submits it to the
ASP for analysis. However, such approach
may also restriction the information
processing capability of the ASPs [7].
Therefore, it is a serious undertaking to whole
the facts evaluation whilst defending
privateness of workable crook suspects. In
addition, the question goal and effects are
precious property to the police, which may
additionally  incorporate  some  touchy
statistics about unique suspects and unknown
suspects, such as identity, which ought to
additionally be blanketed in opposition to
provider providers. Therefore, get entry to
sample safety is additionally a difficult
project when the use of social information to
make stronger the evaluation of plausible
suspects.

2.LITERATURE SURVEY

[1] H. Arshad, A. Jantan, and E. Omolara,
“Evidence collection and forensics on social
networks:  Research challenges and
directions,” Digit. Invest., vol. 28, pp. 126-
138, Mar. 2018.

Social Media (SM) evidence is a new and
rapidly emerging frontier in digital forensics.
The trail of digital information on social
media, if explored correctly, can offer
remarkable support in criminal investigations.
However, exploring social media for potential
evidence and presenting these proofs in court
is not a straightforward task. Social media
evidence must be collected by a legally and
scientifically appropriate forensic process and
also coincide with the privacy rights of
individuals. Following the legal process is a
challenging task for legal practitioners and
investigators due to the highly dynamic and
heterogeneous nature of social media.
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Forensic investigators can conduct effective
investigations and collect legally sound
evidence efficiently if they are provided with
sophisticated tools to manage the diversity
and size of social media content. This article
explains the current state of evidence
acquisition, admissibility, and jurisdiction in
social media forensics. It also describes the
immediate challenges for the collection,
analysis, presentation, and validation of social
media evidence in legal proceedings.
Furthermore, the research gaps in the domain
and few research objectives with potential
research directions are presented.

[2] S. Seo et al., “Partially generative
neural networks for gang crime
classification with partial information,” in
Proc. AAAI/ACM Conf. Al, Ethics, Soc.,
New York, NY, USA, 2018, pp. 257-263,
doi: 10.1145/3278721.3278758.

More than 1 million homicides, robberies, and
aggravated assaults occur in the United States
each year. These crimes are often further
classified into different types based on the
circumstances surrounding the crime (e.g.,
domestic violence, gang-related). Despite
recent technological advances in Al and
machine learning, these additional
classification tasks are still done manually by
specially trained police officers. In this paper,
we provide the first attempt to develop a more
automatic system for classifying crimes. In
particular, we study the question of
classifying whether a given violent crime is
gang-related. We introduce a novel Partially
Generative Neural Networks (PGNN) that is
able to accurately classify gang-related crimes
both when full information is available and
when there is only partial information. Our
PGNN is the first generative-classification
model that enables to work when some
features of the test examples are missing.
Using a crime event dataset from Los Angeles
covering 2014-2016, we experimentally show
that our PGNN outperforms all other typically

ISSN 2457-0362

International Journal For Advanced Research
In Science & Technology

ISSN: 2457-0362

used classifiers for the problem of classifying
gangrelated violent crimes.

3.PROPOSED SYSTEM

In this project we are identifying criminals by
analysing social networks communication as
criminals will use social network post to
communicate with each other and all existing
technologies were identifying criminals just
by adding noise to dataset and this technique
is not completely secure. To enhance data
security author is  proposing privacy
preserving data retrieval technique to identify
criminals from social networks. To implement
this project author has explained following
modules.

1) Identify suspected criminals: In this
module author analysing social networks post
to extract suspected criminal details such as
criminal record, location and contact duration.
But due to security reason no social network
will expose location and contact duration in
dataset so we are identifying username from
social network post data.

2) PPDR (Privacy Preserving Data
Retrieval) Module: using this module police
can send privacy query to cloud server and
then cloud server will search or predict
privacy (encrypted) query on privacy dataset
to get privacy preserving data retrieval. In this
module author using PROXY Encryption
such as HOMOMORPHIC encryption to
encrypt dataset and then this encrypted dataset
will be publish or outsource on cloud server
by ASP. While querying police will send
encrypted query to cloud server and then
cloud server has to execute encrypted query
on encrypted dataset and due to this reason
cloud server cannot know or steal anything
from query or result and thus privacy data
retrieval will be achieved.

3) Classifier: Using this module ASP
will outsource encrypted dataset to cloud
server and then cloud owner or classifier will
classify given query on encrypted dataset to
get classification result and this classification
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result will be obtained using CART ASP: This user will upload dataset and then
algorithm. apply HOMOMORPHIC encryption on

dataset and then outsource this dataset to

3.1 Function implemented in this project cloud for storage and to process query

CloudServer: This application accept
encrypted query from police and then execute
query on encrypted dataset to get
classification result and then sent this result to
police

Police User: This wuser will login to
application by using username as ‘police’ and

password as ‘police’ and then send query to cloud server and get query result.

4.RESULTS AND DISCUSSIONS

%] Cloud Server - x

Cloud server Started

| Classifier Owner Outscurce Encrypted Tweets to ASD |

Now in above screen click on ‘Classifier Owner Outsource Encrypted Tweets to ASP’ button to
upload dataset and to encrypt it
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Cloud Server Started

(£ open *
Look in: Dataset o #eem-

rime.c:

=
Recent Items

Deskiop

Documents

L

This PC

=

e N T - Cancel

‘ Classifier Owner Outscurce Encrypted Tweets to ASP ‘

In above screen selecting and uploading ‘Crime.csv’ file and then click on ‘Open’ button to load
dataset and to encrypt dataset and to get below screen

[£] Cloud Server - X

1498554027552668815219634448062942683186430532214496870191%0211231731728651704047768656829389263387456696511597062350284127893042176081857:
195935%60549783720711306488%194891513035715762072336839740210016028427975688689443578%641966605872610452913564394373397698956701937699373¢
216688936965083655802619320275946771417144595281368195334019568511094516044564692974297833549764421868646635771726741711590261524912535¢
10918694858621153880223964160678189729154040924856512804272539962162193095039188820292119948038135603975514883207979781343916538338440¢
39872396424808538104244273586770953379238071651212084123790773104049621025329570215660075944688532514700475518458201044457255945361191¢
22460338354476065204418176263495591052418256089770426470170323472033673966037259175437248347706413868913627612204318560337911155532254345¢
26643527644967350689196682116895404040224660808370486533594048731075504158457650284287470337602118009945115751964147752446130187543485783¢
170568687022871768118596224450157489405%34506462092701911653672999853369003241246304476%76088625811791401968123382486526727356963685812805182:
2257225247139106172754147100172433301295466997120228697477579704639927459639024690428147143681783730413942820968157236837894433979861087:
24345341690923915776119965232647156309110708093135000900320381996749971048028627121846844276078454254504862710585475052351240508818817¢
132247096525056573002290973839145304292178472523504951498643307062754622367089362972537899991131841234684337902991887168342665877294384(
69113227378860867462925010205405991117462061935887262324019402408755637696621869748430158761445868200951482356613445785472052816393521%¢
185381231235859511569136785346321131265309459258205354%1500165759955755412355%33352094662614036255897455454388438154352965078772%78006016:
138738575448221288506565374156701161674224073496684307459380166438%%71945688876896%310707069874465221985728056522866130746875979%23787186¢
19740474983982069013416857203352576831363996362846929100767268561746670951870605593148060170812327568417441628819586099716835157768777022¢
11018847122308064372234192314249897220418339047241118610662328032014425934364505062544451515683461780471018684931673821717948353799265¢
23147128927375050398173219662287190222298325559929867172065046485721842868094592093401159433487928837151614965238173618210023962208088¢
26869421330753304376594411729715604831866839416035533292717462345456701909455232637914976686278496682973393944829083671752392544110105°
235443751747432658533047750893892282177751230068363806678845268263828500458534250812813512573065147321014332423255636346792583918453127:
13425411323128%681267601256204247925798019445069510937917573583662656530022669419130779436803192492%0733%68778501276061650164807774724¢
104819%694552708197247166225248202033679667450033111644759428468775958675417722162337725774876855259633912001714319447485302971680405499728:
2337777216592529433278752959292085865680444868841528950465493092654754354077449310820953361047749638296738553233973732013767941768043571(
261693743740366063052121645573326256862419577898765592881782331424653143758557602817779083856028581361867250143960206622391829384314350¢
14357823461209170511720712229133982582361380377780527607100759962229290664672186123579895979149313458293836109320715335656539336677625(
614120279299137819560826672939475064079382942558142276519945485036608405030863182877265149529726066995256181780143351871437247541131481¢
23377772165925294332787529592%20858656804440868684152895046549309265475435407744931082095336104774%63829673855323357373201376794178043571¢(
1608170641873663749%200670387650266506216414126828770525169344713818677892576872320738800612352353947661674737723673494268393951937807631
170441649520085900556247623248383737488067564483935846216142260199384832167768672642856195346431558497904591765643633063261270695880941:
69113227378868674629250102054059911174620619398872623240194024087556376966918697484301587614498682009514823566134497854720528163935219¢
4479192840517980021291%407162542676125007512277230756705550685209452687238643057544693097450926391639472288139113804568195776255745676¢
20501512114712551571813217222560614330153491014064805536359617110222580947523981564810125770532378521819314762636220525837649253335616¢

| classifier Owner Outscurce Encrypted Tweets to ASD |

H 0 Type here to search

In above screen entire dataset encrypted in numeric format and from above dataset cloud server
cannot steal or know anything from above encrypted dataset. Now double click on ‘run.bat’ file
from ‘PoliceUser’ folder to get below screen
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| £ Cloud User Screen - O .
POLICE USER LOGIN FOR PRIVACY DATA RETRIEVAL
Username police
Password sessee
Login Exit

In above screen enter username and password as ‘police’ and ‘police’ and then click on ‘Login’
button to get below screen
- X

£ Cloud User Screen
PRIVACY PRESERVING DATA RETRIEVAL SCREEN

Logout

| Submit Query ‘

Input Query |\

S I EE R - |

06-03-2021

H 0 Type here to search

In above screen police will enter some query and then click on ‘Submit Query’ button to get

below screen
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=
14985540275526881521963444606254268318643053221449870191902112317317286517040477865829389263387456696511597062350284127893042176081857:
1959359605497837207113064889194891513035715762072338397402100160268427975688894435789641966605872610452913564394373397698956701937699373(
21668893696508365580261932027594677141714459529136819533401958511094516044564692974297633549764421868646635771726741711590261524912535¢
10918694955862115388022396416067816897291540409249565128042725399621621930950391585202921199480368135603975514883207979751343916539338440¢
398723964248085381042442735§52200 GEEEE an asnsocnin acaa anacoasacoo anans C4CEAALALAMET)55945361191¢
2266030035447 60652044101T 20 B Cesteetenn 0 smosis
2664352764496735066919882114 e T Bt i e 0187543465783¢
170588702287178118596224450 63856812805182:%
225722524713910617275414710 4433979861087:
243453416909239157761199652 1240508818817¢
132247096525056573002290973 2E65877294384(
6911322737686867462925010205 IPut Query [parassment ‘ ‘ UL RS ‘ ‘ e ‘ 52816393521 9¢
1853812312358951156913678534 B772978006016:
1387385754482212688506565374 5979923767186¢
197404749839820690134168972 5157768777022¢
110185471223080643722341923 7948353799265¢
231471289273750503981732196 023962208088+
2686942133075330437659441174 £392544110105"
235443751747432658533047750 £583918453127:
13425411323128966812676012563 1648077747248
1048196949527081972471662252 [7180405499728:
233777721659252943327875295 6794178043571
261693743740366063052121645 1929384314350
1435782346120917051172071221 6539336677625(
614120279298137819560826672 7247541131481¢
233777721659252943327875295 6794178043571
160817064187366374920067038 ©395193780763]
17044164952008590055624762312 L270695880941:
£91132273788686746292501020 52816393521 9¢
447919294051798002129134071 5776255745676¢
2050151211471255157161321724 7649253335616¢
v

< >

H 0 Type here to search

In above screen police enter query as ‘harassment’ and then submit this query to cloud to get all
tweets which are using word ‘harassment’

- x

158 p1733522301725401342372216%0715
Total res 3 & result to police

[£] Cloud User Screen - ] X

PRIVACY PRESERVING DATA RETRIEVAL SCREEN

Input Query harassment ‘ ‘ Submit Query ‘ Logout

Given Query details predicted in below tweets

Tweet Text : " @Reuters: Two years after a sexual harassment scandal roiled Hollywood

Tweet Text : File a sexual harassment suit on Jeff Zucker and #CorruptCNN The gquy2\x80\x99s a real bastard. He2\

x801\x99s no better than Weinstei2\x806 https://t.co/x6ufuNbdPK"'

Tweet Text : " @LBBOnline: #timeTo reveals on sexual ha in the UK i y and reveals new plan

s
< >

H O Type here to search

In above screen cloud server receive query in encrypted format and then execute that query on
dataset to get query result at front side screen. Now try other query
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Total result found for given guery is : 2 & result to police

Received query from police : 149395262855471641147591291316937746916288763740175559849050684031821629898712172801865402385375134765110061

| Cloud User Sereen

DPRIVACY PRESERVING DATA RETRIEVAL SCREEN

Input Query [punches ‘

‘ Submit Query ‘

‘ Logout

Given Query details predicted in below tweets

kAway #WeBuildTheWall #KAG #KAG2020 #2\x806'

Tweet Text : Btba2012: Trump was pulling punches and being kind #MeToo #MeTocMovement #samich #MAGA #Blexit #Wal

uildTheWall #KAG2\x806 https://t.co/dJJ9ZdnGzw’

Tweet Text : Trump was pulling punches and being kind #MeToo #MeTooMovement #samich #MAGA #Blexit #Walkhway #WeB)

<
H O Type here to search

Similarly send any query to cloud server and get result. So in above result we are using tweets
dataset with privacy preserving data retrieval technique

5.CONCLUSION

In this article, we have proposed a criminal
suspects analysis approach by utilizing social
data and crime data to enhance crime analysis
without privacy leakage. In our scheme,
nothing of personal and social data is leaked
to either of the service providers. Moreover,
the access pattern is protected and CART
model has been trained, encrypted, and
outsourced to the ASP to provide criminal
suspects analysis. During the analysis phase,
any untrusted party can deduce nothing from
the classification model, the police station’s
inputs, and analysis results. Besides, in our
scheme, the police station does not need to
take part in the analysis, i.e., they just send a
query and wait for the results. The
experiments evaluation results show that our
approach can achieve good analysis results
with the acceptable overhead. For the future
work, we plan to extend our work to support
CO offline
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