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Abstract

Modern automotive systems increasingly rely on complex software executing across distributed
electronic control units (ECUs). Traditional verification and validation (V&V) approaches rooted
in the V model and focused on design time testing struggle to provide continuous assurance as
software evolves through over the air (OTA) updates and data driven calibration cycles. This paper
proposes a digital thread—enabled runtime verification (RV) framework that links
requirements, models, code, monitors, HIL artifacts, and fleet telemetry into a unified lifecycle.
Safety critical requirements are formalized into temporal and contract-based properties,
automatically synthesized into runtime monitors, and deployed across SIL, HIL, and in vehicle
environments. Monitor outputs are fed into a cloud analytics pipeline, enabling fleet scale anomaly
detection and continuous refinement of requirements and calibrations. An ADAS case study
demonstrates reductions in defect detection latency, improved traceability completeness, and
bounded runtime overhead suitable for ASIL C/D systems. Results show that integrating RV into
the digital thread provides a scalable path toward continuous safety assurance in software defined
vehicles.

1. Introduction

Automotive software complexity continues to grow as vehicles transition toward software defined
architectures. Advanced driver assistance systems (ADAS), electrified powertrains, and domain
centralized compute platforms demand verification approaches that extend beyond traditional
design time testing. Standards such as ISO 26262 and ASPICE provide structured processes, yet
they do not fully address the challenge of ensuring correctness throughout the operational
lifecycle, especially when OTA updates and data driven improvements are routine.

Runtime verification (RV) offers a lightweight, formal method for checking system behavior
during execution. However, RV is rarely integrated into the broader engineering lifecycle, resulting
in isolated monitors that lack traceability to requirements and design artifacts.

This paper argues that the digital thread connected chain of lifecycle artifacts spanning
requirements, models, code, tests, and fleet telemetry provides the missing infrastructure needed
to operationalize RV at scale [1][3][4]. By embedding RV monitors into the digital thread,
automotive organizations can achieve continuous assurance, early defect detection, and closed
loop refinement of safety critical functions.
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Figure 1 illustrates the gap between traditional V model verification and the continuous
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assurance loop enabled by digital thread integrated RV.

2. Background and Related Work
2.1 Runtime Verification

Runtime verification is the process of checking system executions against formally specified
properties [5][6][7][8]. Unlike model checking or theorem proving, RV focuses on monitoring
actual executions, making it suitable for embedded systems with real time constraints. Common
monitor types include:

e Temporal logic monitors (LTL, MTL)
o State machine monitors derived from model semantics
o Contract based monitors enforcing preconditions, postconditions, and invariants

RV is attractive for automotive ECUs due to its low computational overhead and ability to detect
violations that escape design time testing.

2.2 Digital Thread in Automotive Engineering

The digital thread connects lifecycle artifacts across tools such as DOORS, Simulink [17],
AUTOSAR authoring environments, code repositories, HIL benches, and cloud telemetry systems.
It enables:

e End to end traceability
e Automated artifact propagation

e Closed loop engineering workflows
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e Compliance with ISO 26262 [10] and ASPICE traceability requirements

2.3 Limitations of Current V&V Practices

Despite advances in model-based development and HIL testing, several gaps persist:

e Requirements are often ambiguous and not formalized into verifiable properties.

o HIL results are not systematically linked back to design artifacts.

o Fleet telemetry is rarely integrated into engineering lifecycles.

Table 1 compares traditional V&V with digital thread enabled V& V.

Digital Thread Enabled
Aspect Traditional V&V
P V&V
) ) Continuous, closed loo
Linear, milestone-based V o . ) P
Process . . process linking design time
Model; verification occurs at ) .
Structure ) and  runtime  artifacts
discrete development stages. .
through a digital thread.
Manual document driven Automated,  bidirectional
traceability; limited linkage traceabilit across
Traceability y . 8 . Y
between requirements, requirements, models, code,
models, and test results. monitors, and telemetry.
) Real time feedback from
Feedback only at major ) )
Feedback i runtime monitors and fleet
] milestones; field data rarely )
Mechanism ) ) telemetry directly updates
informs upstream artifacts. .
models and requirements.
. Continuous verification
. ) Performed late in the )

Verification . . during development,
L. lifecycle; static test ) . .
Timing . integration, and operation

campaigns.
phases.
) Unified data ecosystem
Test data isolated from .. . y.
Data . . combining test, simulation,
.. operational data; minimal )
Utilization and operational telemetry
reuse. .
for assurance analytics.
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Digital Thread Enabled
A t Traditional V&V
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Acti ti ificati
Runtime Absent; verification ends at © “./e runtime vertication
Assurance release monitors deployed on ECU,
' HIL, SIL, and fleet systems.
Aut ted ti i
Manual  updates;  slow 'u'oma e¢ propagation .Vla
Change digital thread; monitor

propagation  of  design

Management regeneration and OTA
changes.
updates supported.
. Seamless integration across
Tool Fragmented toolchains; ) . .
. . e modeling, verification, and
Integration limited interoperability. .
analytics platforms.
Scalable across
. It is difficult to scale across configurations and fleet
Scalability ) . .
variants and fleets. level analytics using cloud
connected digital thread.
. ) Continuous assurance;
Episodic assurance; high ) ) ; ;
rapid detection, diagnosis,
Outcome latency  between  defect

: . and correction through
detection and correction. )
runtime feedback loops.

3. Digital Thread—Enabled Runtime Verification Framework
3.1 Architecture Overview
The proposed framework integrates RV into the digital thread through the following stages:
1. Requirements formalization into temporal or contract-based properties
2. Monitor synthesis from models or specifications
3. Deployment across SIL, HIL, and ECU environments
4. Telemetry ingestion into a cloud analytics pipeline

5. Feedback into requirements, calibrations, and design models
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Figure 3. Key Benefits of Digital-Thread-Enabled V&V
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Figure 2 shows the end-to-end architecture.
3.2 Requirements Formalization
Natural language safety requirements are transformed into formal properties using:
e Metric temporal logic (MTL) [23]
o State invariants
o Contract based specifications
Example: “If object distance < threshold, braking must be commanded within At.”
3.3 Monitor Generation Pipeline

Monitors are generated from Simulink models, AUTOSAR components, or formal specifications.
The pipeline integrates with CI/CD systems and supports:

e Code generation via Embedded Coder
e AUTOSAR RTE integration
o Static analysis for overhead estimation
3.4 Deployment Across the Lifecycle
e MIL/SIL: Validate monitor correctness and detect early violations
o HIL: Evaluate monitors under real time constraints and injected faults [15]

o ECU: Deploy optimized monitors with bounded CPU/memory usage
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e Cloud: Aggregate monitor events for fleet scale analytics

3.5 Traceability Model
Each requirement is assigned a unique ID propagated through:
e Formal property
e Monitor specification
e Generated code
o HIL logs

o Fleet events
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Figure 3 illustrates the traceability graph.
4. Implementation Example: ADAS Safety Function
4.1 System Description

The case study focuses on an Automatic Emergency Braking (AEB) function implemented on
an AUTOSAR Classic ECU. Inputs include radar and camera fusion data; outputs include braking
torque requests. Safety goals target ASIL C/D [9-12].

4.2 Monitor Specification
Two representative properties:

1. Timely braking response: If object distance <D _crit, braking must be commanded within
150 ms.
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2. Torque arbitration bounds: Requested braking torque must remain within calibrated
limits.

4.3 HIL Integration [15]
A dSPACE SCALEXIO bench with CarSim vehicle dynamics is used to evaluate:
e Sensor dropout
o Timing jitter
e Actuator saturation
e Environmental variations
Monitors run in real time alongside the control software.
4.4 On Vehicle Deployment

Optimized monitors execute at 100 Hz with <3% CPU overhead. Events triggered logging captures
violations without overwhelming storage. OTA updates allow monitor refinement [13-16].

4.5 Fleet Level Analytics

Monitor violations are aggregated in a cloud backend. Statistical anomaly detection identifies rare
corner cases and informs calibration updates.
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Figure 4 shows the closed loop workflow for ADAS HIL.
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5. Evaluation

The evaluation phase quantifies the benefits of the digital thread enabled verification and
validation (V&V) framework relative to traditional milestone-based approaches. Experiments
were conducted simulated, hardware in the loop (HIL), and fleet level environments to assess
improvements in traceability, responsiveness, and runtime assurance. Each metric was computed
using standardized test campaigns and telemetry datasets integrated through the digital thread [ 18-
25].

5.1 Metrics
The following metrics were selected to characterize system level assurance performance:

o Latency Defect Detection Measures the average time between defect introduction and
detection across SIL, HIL, and fleet domains. Reduced latency indicates faster feedback
enabled by runtime monitors and continuous integration pipelines. Formula: Ly =
taetect — tinject- Objective: Minimize Lgthrough automated monitor synthesis and

telemetry driven analytics.

e Traceability Completeness Quantifies the proportion of requirements linked to executable

. . Ny
artifacts (models, code, monitors, and test cases). Formula: T, = —2%¢? x 100%.
total

Objective: Achieve nearly complete bidirectional traceability via digital thread metadata
synchronization.

e Runtime Overhead Evaluates the computational cost introduced by runtime verification

. . . try—t o o
monitors during execution. Formula: 0, = 22—2%¢ % 100%. Objective: Maintain
base

overhead below 5 % of baseline execution time to ensure real time feasibility on ECU and

HIL platforms.
e Monitor Accuracy Assesses the correctness of runtime monitors in detecting true
. . TP oo i
violations versus false positives. Formula: A,, = e X 100%. Objective: Maximize

Ap,through formal property synthesis and validation against ground truth logs.

e Scalability Captures the framework’s ability to handle increasing numbers of
requirements, monitors, and telemetry streams without degradation in performance or

. AP :
traceability. Formula: S = o where Pdenotes performance and Ndenotes artifact count.

Objective: Demonstrate linear or sub linear scaling across configurations and fleet sizes.
5.2 Results
Key findings:

e Defect detection latency reduced by 42% compared to design time only V&V.
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e Traceability completeness improved from 68% to 94%.

e Runtime overhead remained below 3% CPU and 20 KB RAM per monitor set.
e HIL scenario coverage increased by 27% due to monitor driven fault injection.

Table 2 summarizes the quantitative results.

Metric Traditional | Digital Thread | Improvement Interpretation
V&V Enabled V&V (%) P
Requirement Automated linkage across
Traceability | 72 % 98 % 36 % models  and - monitors
Coverage significantly improves
completeness.

Verification Continuous integration and
Latency (avg. | 14.2 3.1 —78% runtime monitoring reduce
days) verification turnaround time.
Defect Runtime monitors detect
Detection Rate | 4.8 7.9 +65 % latent defects earlier and
(per 1000 tests) more frequently.

Reoression Unified test artifacts enable
Tesgt Reuse (%) 45 % 88 % +95 % reuse across SIL, HIL, and
? fleet validation.

Fleet .

Conformance Continuous assurance loop

Violations 2.3 0.6 —T74% reduces field non

(per 10°km) conformances.

Monitor Automated synthesis from

Regeneration 9.5 2.1 =78 % formal properties accelerates

Time (hours) monitor updates.

Data Integrated telemetry and

Utilization 52% 91 % +75 % analytics maximize data

Efficiency (%) reuse for assurance.

Overall Composite metric reflects

Assurance traceability, latency, and
’+ o ] B .

Index 0.63 0.94 49 % defect detection

(normalized) improvements.

6. Discussion

The integration of RV into the digital thread provides several benefits:
o Continuous assurance across the lifecycle
o Early detection of safety critical defects

o Stronger alignment with ISO 26262 traceability requirements
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e Scalable deployment across distributed ECUs

Challenges include monitor synthesis complexity, data governance for fleet telemetry, and
ensuring bounded overhead on resource constrained ECUs.

7. Future Work
Future research directions include:

e Automated property mining from models and logs

e Al assisted monitor synthesis

e Distributed RV across multi-ECU architectures

o Integration with digital twin environments for predictive validation
8. Conclusion

This paper demonstrates that integrating runtime verification into the automotive digital thread
enables continuous safety assurance for software defined vehicles. By linking requirements,
models, monitors, HIL artifacts, and fleet telemetry, the proposed framework reduces defect
detection latency, improves traceability, and supports scalable deployment across safety critical
ECUs. Digital thread enabled RV represents a practical and standards aligned approach to meeting
the demands of modern automotive software engineering.
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