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ABSTRACT

Electricity theft in smart grids has become a
critical challenge due to manipulation of smart
meters and distributed energy generation from
photovoltaic  (PV) Traditional
machine learning algorithms often fail to
detect theft on the Distribution Generation

systems.

(DG) side and struggle with high-dimensional,

imbalanced datasets. To address these
challenges, a Quantum Machine Learning
(QML) approach is employed, leveraging a
hybrid Quantum Deep Learning model
combining Quantum Variational Circuit
(QVC) and Data Re-uploading Circuit (DRC).
The QVC integrates an angle-embedding layer
for encoding classical neural outputs into
qubits, followed by rotational and CNOT gates
with trainable parameters, ensuring noise
reduction on noisy intermediate-scale quantum

(NISQ) devices. The DRC layer iteratively re-

uploads data to mitigate residual noise.
Experiments use the “Smart Grid Theft
Detection” dataset from Kaggle, with

processed features split into training (80%) and
testing (20%) sets. Classical algorithms such as
XGBOOST and LIGHTGBM achieve
accuracies of 86% and 73%, respectively,
while the FH-QVC-DRC model attains 88%
accuracy. Incorporating an Entanglement
quantum layer further enhances performance
by exploiting quantum parallelism,
interference, and secure state correlations,
resulting in the FH-QVC-DRC-ENT model
achieving 91% accuracy. Visualization,
performance metrics, and prediction outputs
confirm the superior classification capability of
the entanglement-enabled quantum model for
distinguishing theft and non-theft instances.
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1. INTRODUCTION
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Smart grids have emerged as a transformative
solution for modern power systems, integrating
advanced metering infrastructure (AMI),
distributed energy resources, and data-driven
management strategies to enhance energy
efficiency, reliability, and sustainability. The
increasing deployment of renewable energy
particularly  photovoltaic  (PV)
systems, has enabled consumers to function as

sources,

both energy users and producers, promoting
decentralized  energy through
mechanisms such as net metering and feed-in
tariffs. While
economic and environmental benefits, they
also introduce new challenges associated with

exchange

these advancements drive

data integrity and secure energy transactions.
Electricity theft, including manipulation of
consumption and generation readings, remains
a persistent global issue leading to substantial
financial losses and operational disruptions for
utility providers.

efforts,  conventional
analytical and computational approaches often
struggle to detect sophisticated fraud patterns,
especially within high-dimensional,
imbalanced, and dynamically evolving smart-
grid environments. This gap underscores the

Despite  ongoing

need for more robust, intelligent, and scalable
detection frameworks capable of leveraging
complex data structures. The present study
aims to address this challenge by developing
an enhanced learning-based detection model
designed to improve the accuracy and
reliability of theft identification in smart-
metered systems. The proposed framework
contributes to stronger grid security, improved
operational decision-making, and greater
economic resilience, ultimately supporting the
sustainable  evolution  of
infrastructures

smart-energy

2. LITERATURE SURVEY
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Recent research in smart grid security has
focused on leveraging advanced machine
learning and quantum-based techniques to
improve electricity theft detection and system
reliability. A robust framework integrating
Quantum Key Distribution (QKD) with
Rolling Optimization Strategy (ROS), along
with Extreme Gradient Boosting and Coati
Optimization Algorithm, demonstrated high
effectiveness in handling nonlinear and
incomplete data, achieving an accuracy of
99%, detection rate of 98.6%, precision of
97%, recall of 98.6%, and Fl-score of
95.15%.

In another study, supervised machine learning
approaches, particularly a 1D Convolutional
Neural Network (CNN), were used to identify
irregular consumption patterns in smart grid
data. This model outperformed traditional
algorithms such as Random Forest, XGBoost,
and Logistic Regression,
accuracy of 95.47% and an Fl-score of
97.42%, highlighting the effectiveness of deep
learning in fraud detection.

achieving an

Furthermore, quantum computing techniques
have been explored for enhancing smart grid
security. A Quantum Entropy-based Q-
Learning (QEQ) model was proposed for
detecting Distributed Denial of Service
(DDoS) attacks, demonstrating improved
adaptability, faster convergence, and better
performance
precision, recall, and Fl-score compared to
classical reinforcement learning models.

metrics such as accuracy,

Deep  Reinforcement Learning (DRL)
approaches have also been applied to
electricity theft detection, utilizing models
such as Deep Q Networks (DQN) and Double
DQN (DDQN). These models effectively adapt
to dynamic consumption patterns and detect
new and evolving cyber-attacks, improving
overall detection capability in smart grid
environments.

Additionally, quantum machine learning has
been employed for load forecasting and energy
management using Quantum Controlled-NOT
Neural Networks optimized with adaptive

evolutionary  algorithms. This approach
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significantly improved prediction accuracy,
reducing root-mean-square error by up to
77.02% and 78.92% on benchmark datasets.

Overall, existing studies demonstrate that
while classical machine learning and deep
learning techniques provide strong baseline
performance, the integration of quantum
computing  methods  offers  enhanced
efficiency, accuracy, and robustness in
handling complex, high-dimensional smart
grid data, thereby motivating the adoption of
hybrid quantum-classical models for advanced
electricity theft detection.

3. PROPOSED SYSTEM

The proposed system detects electricity theft in
smart grids by analyzing both consumer-side
and Distributed Generation (DG) data using
the “Smart Grid Theft Detection” dataset,
which includes smart meter readings and
photovoltaic (PV) generation features labeled
as theft or non-theft instances. The dataset
undergoes preprocessing steps such as feature
extraction, normalization, and shuffling, and is
divided into training (80%) and testing (20%)
sets to ensure reliable model evaluation. The
detection framework is based on a hybrid
Quantum Deep Learning approach that
integrates a Quantum Variational Circuit
(QVC) with a Data Re-uploading Circuit
(DRC). The QVC employs an angle-
embedding technique to encode classical data
into quantum states using rotation gates,
followed by trainable rotational and CNOT
gates to reduce noise in NISQ devices and
enhance learning capability. The DRC further
improves performance by iteratively re-
uploading data to refine feature representation
and capture complex patterns. For performance
comparison, classical machine learning
algorithms such as XGBoost and LightGBM
are also implemented. The proposed approach
offers several advantages, including the ability
to handle high-dimensional, imbalanced, and
noisy datasets, improved generalization
through hybrid quantum-classical architecture,
automated feature encoding, and enhanced
detection accuracy across multiple smart grid
domains. Additionally, the model is extended
by incorporating a quantum entanglement
layer, enabling stronger correlations between
qubits and improving classification
performance. This enhancement leverages
quantum parallelism and interference to
increase computational efficiency, improve
precision in representing complex data,
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support error correction mechanisms, and of high-dimensional and imbalanced data. This
strengthen the model’s ability to identify subtle improvement can be attributed to the quantum
patterns - associated with  electricity ~ theft, variational circuit’s ability to encode data into a

resulting in a more robust and higher-dimensional Hilbert space and the data

reliable detection system. re-uploading mechanism that enhances feature
representation iteratively. The extension of this

model with an entanglement layer (FH-QVC-

The performance of the system is evaluated DRC_.E NT) further boosts the accu'racy 0 9.1 &
using standard classification metrics, where and improves all other evaluation metrics,
accuracy reflects the overall correctness of showing the highest overall performance among

predictions, precision indicates how reliably the all models.
model identifies actual theft cases among

4. RESULTS DESCRIPTION

This enhancement is primarily due to the role of

) N quantum entanglement, which enables strong
predicted positives, recall measures how

effectively it captures all real theft instances, and
the Fl-score provides a balanced measure
between precision and recall. The observed

correlations between qubits and allows the
model to capture subtle dependencies and
hidden patterns in the data that classical methods
cannot efficiently represent. The higher

results show a clear performance gap between precision value indicates a reduction in false

classical machine learning models and the
proposed quantum-enhanced approaches.
XGBoost achieves relatively strong performance
with 86% accuracy, demonstrating its capability
in handling structured data, while LightGBM
shows comparatively lower performance at 73%,

positives, meaning fewer normal cases are
incorrectly classified as theft, while the
increased  recall demonstrates  improved
detection of actual theft instances. The improved
Fl-score confirms that the model maintains a

100

indicating limitations in capturing complex and 30
irregular consumption patterns present in the 60
40
dataset. 20
0 .
& "&% Qo%e Q
Algorithm Accurac  Precis Recall F- Q;P @%\ N QJ‘}@
Name y ion SC
OR B Accuracy MPrecision ®Recall mFSCORE
E
o good balance between precision and recall,
Existing 86.0 88.5 85.2 85.5 making it reliable for real-world applications.
XGBoost
Graph.9.2 Comparison Graph
Existing 73.0 74.04 | 722 72.1
LightGBM Overall, the results demonstrate that
quantum-enhanced learning models provide
Propose FH- 88.0 892 87.4 87.7 superior performance in electricity theft
QVC-DRC detection by effectively handling complex,
Extension  91.0 915  90.6  90.8 IT“}’:SY’ and t hitgl.l'dimemionil smart "flrid c:a.m‘
FH-QVC- e consistent improvement across all metrics

DRC-ENT highlights the robustness, efficiency, and
scalability of the proposed approach, making it
more suitable for practical deployment

The proposed hybrid quantum model (FH-QVC- compared to traditional machine learning
DRC) improves the performance to 88% techniques.

accuracy, along with higher precision, recall,

and F1-score, which indicates better learning of 5. CONCLUSION

nonlinear relationships and improved handling
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Electricity theft detection in smart grids can be
significantly enhanced through the application . )
. . . trainable rotational and CNOT gates that
of quantum machine learning techniques, . ; . . .
. . . . improve learning efficiency while reducing
particularly in addressing challenges associated ; ) .

. . . . . . noise effects in NISQ devices. The DRC further
with high-dimensional, imbalanced, and noisy 0 N del by ; el load:
datasets. The system utilizes the “Smart Grid Zn ancesbtl.e n;)o N fy tteratively re—up. oa ln(gl
Theft Detection” dataset, which includes .ata, enz ing better eafture ep r;:sentanon an
features derived from smart meter readings and mp “’f’e lcap turle do comp e)}i p?tte@si
photovoltaic  (PV)  distributed  generation, Experimental results demonstrate t at'c assica

. . models such as XGBoost and LightGBM
ensuring comprehensive coverage of both ] )

. . . achieve accuracies of 86% and 73%,
consumption and generation behaviors. The data ely. while th 4 FH C.DRC
is systematically preprocessed through feature respectlYe ¥, while the propose -QVC-

. . L model improves performance to 88%. The
extraction, shuffling, normalization, and ded del
splitting into training (80%) and testing (20%) extended FH‘QVC'DRC'ENT H;O el,
sets to ensure reliable and unbiased model mcc.)rporatmg a quantum entanglement layer,

. achieves the highest accuracy of 91%,
evaluation. S } N i

confirming its superior capability in capturing
subtle relationships and improving classification
— rehablhty
= Do Resadts
The system not only provides improved
EENe UMM S MEEM UMM . NI R RN O S TR . .
_ numerical performance but also delivers results
e through a structured interface that presents total
records, categorized theft and non-theft
i instances, and attention-required indicators.
. Detailed  outputs include instance-level
predictions along with  model-generated
= recommendations, enabling effective
»” interpretation and  decision-making.  This
v integration of accurate prediction with clear
. result presentation enhances the practical
applicability of the system in real-world smart
% grid environments.
_ Furthermore, the framework demonstrates strong
¢ Smerrestaters potential ~ for  scalability and  future
enhancements, including integration with real-
. ' time smart meter data, deployment on cloud
platforms for large-scale processing, and
' incorporation of IoT-based sensing devices for
automated monitoring. The development of
advanced hybrid quantum-classical architectures
and user-centric dashboards can further improve
visualization, adaptability, and operational
e ——— | efficiency. Overall, the proposed approach
establishes a robust, efficient, and scalable
solution for electricity theft detection,
The proposed framework is based on a hybrid highlighting the transformative potential of
Quantum Deep Learning approach that quantum deep learning in modern energy
combines a Quantum Variational Circuit (QVC) management systems.
with a Data Re-uploading Circuit (DRC). The
QVC employs angle embedding to encode
classical data into quantum states, followed by
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