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Abstract

Currently, many companies and institutions use centralized or distributed databases to store massive
amounts of data. However, the use of un trusted centralized third-party auditors can result in security
issues because these auditors may be malicious and tamper with or delete user data. This poses a
significant challenge for ensuring the reliability of the data verification results. Although introducing a
third-party auditor can help address this issue, it may also be untrustworthy and collude with the
database service provider to forge false data verification results. In this study, we propose a data
integrity verification scheme using smart contracts (DIV-SC) to address this challenge in a centralized
database environment. Our approach utilizes block chain technology as a decentralized third-party
auditor, ensuring that the information stored on the block chain is immutable and cannot be tampered
with maliciously. In addition, smart contracts deployed on the block chain can ensure that the
verification procedures are correct and are not affected by any malicious party. We also leverage game
theory to improve the reliability of multiple verifications, reduce verification time and improve overall
performance. Our proposed scheme reduces the total verification time consumption by up to 53.44%
while increasing the number of verifiable times by nearly 3.8 times, compared to conventional data
integrity verification schemes.
I INTRODUCTION This issue presents numerous challenges that
must be addressed. Centralized databases are

Since the introduction of centralized

. heavil centralized with a system
databases, data security has been a y y

N . architecture composed of a processor,
significant concern that cannot be ignored.
associated data storage device, and other

peripheral devices. Data management within
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the system is under the central control of the
service provider. However, centralization
creates a major security problem as it cannot
guarantee the reliability of the data integrity
verification results. For instance, in pursuit
of greater benefits, the service provider
managing the database may engage in
malicious tampering behaviour with user-
delete data that users
their

stored data or
to conserve

the

infrequently  access

resources.  Subsequently, service
provider can deceive the user by returning
the false data integrity verification results.
Users lack evidence to prove that the
verification results are forged, as direct
access to the database’s contents is not
possible owing to data security concerns.
Database is a database system spread across
multiple locations or nodes, with each node
responsible for a portion of the database.
The data were stored on multiple computers,
with each computer able to access and
retrieve the data. However, despite the
decentralization characteristics of distributed
databases, each node or computer in the
physical network is a centralized service
provider that controls a part of the database,
which makes it susceptible to the same data
integrity verification problems as centralized
databases. Block chain technology has

gained significant attention owing to its
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potential to create secure and decentralized
systems. At its core, a block chain is a
distributed ledger that records transactions
securely and transparently. This makes it
possible to create tamper-proof records that
can be, verified without the need for central
authority. An important component of block
chain technology is the smart contract. A
smart contract is a self-executing agreement
written in code and stored on the block
chain. It can automatically execute and
enforce terms of agreement between two or
more parties without the need for
intermediaries. Smart contracts are secure
and transparent, and can reduce costs and
by
intermediaries and automating processes.

increase efficiency removing
Block chain technology and smart contracts
have the potential to transform various
industries and revolutionize the way data are
secured. After establishing a decentralized
third-party verification platform with block
chain, the method of ensuring the reliability
of each verification is very simple: generate
a corresponding data digest for the data that
needs to be verified later and store the digest
in the smart contract on the block chain.
When verification is required, the database
service provider generates a corresponding
digest based on the data stored by itself, and

then sends the digest to the smart contract

Volume 14, Issue 05, May 2024

ISSN 2457-0362

Page 826



for comparison. If the digest sent by the
service provider is consistent with the digest
stored in the smart contract, the service
provider has not tampered with or deleted
the data. However, after the first
verification, the service provider can save
the digest and delete the original data. In the
subsequent verification, the saved digest is
sent directly to the smart contract to deceive
the  verification  result. The  most
straightforward solution is to regenerate a
new digest for the data after each
verification is completed; however, this will
greatly increase the time required for
verification, which is not conducive to the
verification of large volume files and large-
batch files. Therefore, it is necessary to
design a new verification method that can
ensure  the reliability of  multiple
verifications without degrading verification
performance. Game theory is a mathematical
model that studies the strategic interaction
between rational decision-makers, and is a
method for studying the phenomena of a
struggle or competition nature. Games are
usually composed of the following elements:
players, strategy, payoff, information, and
rationality. Interdependence is the essence of
game theory methods, that is, each party’s
payoff depends not only on its strategy, but

also on the strategies of other players. The
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goal of game theory research is how to reach
an equilibrium state because changes in the
strategies of the players in the game will
cause changes in income, so each player will
adjust their strategies to maximize their
income. In such cases, a ‘‘stable’’ strategy
option is worth investigating. After each
player chooses their strategy, there is no
motivation to change the current strategy,
and a stable state is formed. This stable state

is called ‘“Nash equilibrium’
Il LITERATURE SURVEY

An attribute based controlled collaborative
access control scheme for public cloud storage
AUTHOR!Y. Xue, K. Xue, N. Gai, J. Hong, D.
S. Wei, and P. Hong

In public cloud storage services, data are
outsourced to semi-trusted cloud servers
which are outside of data owners' trusted
domain. To prevent untrustworthy service
providers from accessing data owners'
sensitive data, outsourced data are often
encrypted. In this scenario, conducting
access control over these data becomes a
challenging issue. Attribute-based
encryption (ABE) has been proved to be a
powerful cryptographic tool to express
access policies over attributes, which can
provide a fine-grained, flexible, and secure

access control over outsourced data.
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However, the existing ABE-based access
control schemes do not support users to gain
access permission by collaboration. In this
paper, we explore a special attribute-based
access control scenario where multiple users
having different attribute sets can
collaborate to gain access permission if the
data owner allows their collaboration in the
access policy. Meanwhile, the collaboration
that is not designated in the access policy
should be regarded as a collusion and the
access request will be denied. We propose
an attribute-based controlled collaborative
access control scheme through designating
translation nodes in the access structure.
Security analysis shows that our proposed
scheme can guarantee data confidentiality
and has many other critical security
properties. Extensive performance analysis
shows that our proposed scheme is efficient

in terms of storage and computation

overhead.

Methodologies for data quality assessment
and improvement.
AUTHOR:C. Batini, C.

Francalanci, and A. Maurino.

Cappiello, C.

The literature provides a wide range of
techniques to assess and improve the quality of
data. Due to the diversity and complexity of
these techniques, research has recently focused

on defining methodologies that help the
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selection, customization, and application of data
quality assessment and improvement techniques.
The goal of this article is to provide a systematic
and comparative  description of  such
methodologies. Methodologies are compared
along several dimensions, including the
methodological phases and steps, the strategies
and techniques, the data quality dimensions, the
types of data, and, finally, the types of
information  systems addressed by each
methodology. The article concludes with a

summary description of each methodology.

Block chain for supply chain traceability: Bus.
Requirements and critical success factors.

AUTHOR:G. M. Hastig and M. S. Sodhi

We seek to guide operations management
(OM) research on the implementation of
supply chain traceability systems by
identifying business requirements and the
factors critical to successful implementation.
We first motivate the need for implementing
traceability systems in two very different
industries—cobalt mining and
pharmaceuticals—and  present  business
requirements and critical success factors for
implementation. Next, we describe how we
carried out thematic analysis of practitioner
and scholarly articles on implementing
block chain for supply chain traceability.
Finally, we present our results pertaining to

the needs of different stakeholders such as
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suppliers, consumers, and regulators. The
business  requirements for traceability
systems are curbing illegal practices;
improving  sustainability  performance;
increasing operational efficiency; enhancing
supply-chain  coordination; and sensing
market trends. Critical success factors for
implementation are companies’ capabilities;
collaboration; technology maturity; supply
chain practices; leadership; and governance
of the traceability efforts. These findings
provide a nascent measurement model for
empirical work and a foundation for
descriptive and normative research on block
chain applications for supply chain

traceability.
11 EXISTING SYSTEM

Block chain technology has gained significant
attention owing to its potential to create secure
and decentralized systems. At its core, a block
chain is a distributed ledger that records
transactions securely and transparently. This
makes it possible to create tamper-proof records
that can be verified without the need for central
authority. An important component of block
chain technology is the smart contract. A smart
contract is a self-executing agreement written in
code and stored on the block chain. It can
automatically execute and enforce terms of
agreement between two or more parties without

the need for intermediaries. Smart contracts are
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secure and transparent, and can reduce costs and
increase efficiency by removing intermediaries
and automating processes. Block chain
technology and smart contracts have the
potential to transform various industries and

revolutionize the way data are secured.

Disadvantages:

. Security risks
. Collection and storage
. Operational costs

IV PROBLEM STATEMENT

The use of block chain technology has opened
up new possibilities for resolving the challenges
mentioned earlier. Block chain is a decentralized
digital ledger that stores authorized data that has
been hashed and protected. The data ledger is
unchangeable; each error or update is traced
back to the source. Decentralization, tamper-
evident information, and information
transparency are all fundamental features of
block chain. As a result, a block chain system
enables the creation of a transparent, open, safe,
and reliable data exchange environment for
connecting big data from many disciplines.
Creating decentralized big data storage with
consensus model is very difficult one. Since for
every data transfer operation the system needs to
verify its validation through PoW or PoS.We

implemented a public consensus mechanism for
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big data storage to overcome the communication

cost and energy consumption.

V PROPOSED SYSTEM

we propose a data integrity verification
scheme using smart contracts (DIV-SC) to
address this challenge in a centralized
database environment. Our approach utilizes
block chain technology as a decentralized
third-party auditor, ensuring that the
information stored on the block chain is
immutable and cannot be tampered with
maliciously. In addition, smart contracts
deployed on the block chain can ensure that
the verification procedures are correct and
are not affected by any malicious party. We
also leverage game theory to improve the
reliability of multiple verifications, reduce
verification time and improve overall
performance. Our proposed scheme reduces
the total verification time consumption by
up to 53.44% while increasing the number
of verifiable times by nearly 3.8 times,
compared to conventional data integrity

verification schemes.

ADVANTAGES
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Advertising, clinicians,
transportation, fraud detection and
tourism marketing.

Systems are difficult due to the
challenges in processing.

VI ALGORITHM USED
Conventional Scheme

To demonstrate that our designed
scheme can reduce the total
verification time consumption, we
compared the total verification time
consumption between DIV-SC and
the conventional scheme without
applying the proposed game theory-
based verification mechanism. In the
conventional scheme, the user
generates only one seed for the
update result and not multiple seeds.
When verifying, the user will choose
to use this seed for verification, reset
the seed and calculate the
corresponding hash value again after
the verification is completed. In the
conventional method, this problem
can be solved by resetting the seed
and recalculating the corresponding
hash value after each verification;
however, this will increase the total
verification time, and data can only
be validated once before resetting the

seed. DIV-SC solves this problem by
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introducing a new verification otherwise show error message and redirect
mechanism based on game theory to the data owner login page.

while further reducing the total

verification time and increasing the

total number of verifications before » Security
resetting the seed Input  : Enter the Cloud Server name and
password

VIIIMPLEMENTATION Output: If valid Cloud Server name and

> User Interface Design password then directly open the Cloud
Server home page otherwise show error
Input : Enter Login name and Password .
message and redirect to the cloud Server
Output : If valid user name and password login page.

then directly open the home page otherwise

show error message and redirect to the
registration page. VIII RESULTS

» User

Welcome Agmin

Input : Data User Login name and

Password

Output: If valid user name and password
then directly open the Data user home page
otherwise show error message and redirect

to the data user login page.

» Admin
Input : Enter the owner name and

password

Output : If valid owner name and password

then directly open the data owner home page
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— VIII CONCLUSION

Welcome Adimin

The security and privacy of big data storage
Ve -t ﬂ network is affected by third parties control
architecture and it’s required more attention. We
discussed significant issues with the big data
storage platforms and suggested an effective
way to solve them by implementing a safe
framework. To ensure secure and safe data
storage in big data contexts, our main goal is to
build a reliable and complete architecture based
on a block chain. We set up a virtual block chain
on the distributed storage network to test the
effectiveness of the proposed approach. We
combined the block chain with the adaptable
finality consensus mechanism to achieve
decentralized data storage. We used a consensus
mechanism based on the highway protocol for
building blocks in the big data storage
architecture. We improved the security and
privacy of massive data storage by using
adjustable finality conditions to secure the
security of new blocks. To demonstrate the high
scalability and mobility of our framework and
reduce traffic overheads, we employed baseline
models to assess the security requirements of the
new user device. We conducted a performance
of our suggested framework to confirm its
effectiveness and identify areas that require

improvement in subsequent studies. In future we

plan to develop -energy-efficient consensus
mechanism for edge computing data transfer in

the context of big data
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