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Abstract 

The integration of the Internet of Things (IoT) in agriculture has evolved from basic 

automated telemetry into complex, data-driven smart farming ecosystems. While recent 

technical evaluations explore sensing platforms, communication topologies, and cloud 

analytics, the literature often displays fragmentation and conceptual overlap. This systematic 

review provides a rigorous synthesis of architectural frameworks, sensing paradigms, and 

cloud analytics deployed across smart farming systems. Adhering to PRISMA reporting 

protocols, 28 peer-reviewed foundational studies published between 2011 and 2016 were 

screened and categorized across four functional architectural layers: physical perception, 

network transport, data processing, and application management. Our analysis reveals that 

while edge sensing (soil moisture, microclimate, and crop health) has achieved operational 

maturity, widespread adoption remains bottlenecked by cross-vendor data interoperability, 

remote telemetry coverage, rural bandwidth limits, and robust data governance. Furthermore, 

we examine key implementation challenges, delineate structural shifts toward real-time 

decision support, and propose future research avenues targeting edge-cloud analytics and 

standardized agricultural metadata schemas. 

Keywords: Smart Farming, Internet of Things (IoT), Precision Agriculture, Wireless Sensor 
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1. Introduction 

Agricultural systems worldwide are under escalating pressure to satisfy rising global food 

demands while navigating extreme climate variability, arable land depletion, and escalating 

operational costs. Precision agriculture—frequently referred to as smart farming—addresses 

these challenges by infusing cyber-physical systems into agronomic practices. Rather than 

managing broad fields uniformly, smart farming leverages granular, real-time sensing to deliver 

micro-targeted interventions in irrigation, pest management, and fertilization. 

At the heart of this paradigm is the Internet of Things (IoT), an architectural backbone that 

connects distributed field instruments, embedded edge controllers, and remote computing 
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services. Across commercial farming and protected greenhouse environments, IoT technologies 

aim to maximize crop productivity and resource utilization while minimizing electrical and water 

consumption. For example, precision telemetry enables closed-loop irrigation based on 

volumetric soil water content rather than inflexible calendar schedules, curbing aquifer depletion 

while safeguarding root health. 

Despite rapid technological expansion, the academic literature in this domain remains uneven. 

Many early surveys catalogue experimental prototypes without offering a coherent, systematic 

framework. Common architectural conventions are often described inconsistently, and vital 

deployment bottlenecks—such as proprietary communication standards, device power 

constraints, and farm data governance—are frequently subordinated to technical demonstrations. 

To provide clarity, this paper presents a systematic review of the literature up to 2016, 

establishing the foundational concepts, architectural layers, and practical operational hurdles that 

define the domain. 

2. Methodology 

To ensure transparency, reproducibility, and rigorous synthesis, this study was structured in 

accordance with the Preferred Reporting Items for Systematic Reviews and Meta-Analyses 

(PRISMA) statement. 

2.1 Search Strategy and Identification 

A systematic electronic search was executed across major scholarly databases: IEEE Xplore, 

ScienceDirect/Elsevier, ACM Digital Library, SpringerLink, and Web of Science. The search 

covered literature published through 2016, reflecting the formative developmental window of 

modern IoT agriculture. The search string integrated Boolean operators across three primary 

dimensions: domain, technology, and application. 

Search Query: ("smart farming" OR "smart agriculture" OR "precision agriculture") AND 

("Internet of Things" OR "IoT" OR "wireless sensor network" OR "WSN") AND ("architecture" 

OR "review" OR "cloud computing" OR "big data"). 

2.2 Inclusion and Exclusion Criteria 

Studies were vetted against predetermined eligibility criteria: 

Inclusion Criteria: Peer-reviewed journal articles, international conference proceedings, and 

institutional technical reports published in English; studies presenting conceptual frameworks, 

IoT architectural designs, sensor integration models, or field evaluations in agriculture; and 

review papers synthesizing IoT deployment hurdles. 

Exclusion Criteria: Non-peer-reviewed articles, extended abstracts, short opinion pieces, 

patents, and studies where agriculture was merely mentioned as a superficial example without 

technical depth. 
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2.3 Study Selection and PRISMA Flow 

The primary database retrieval yielded 142 records. Following automated and manual 

deduplication, 108 unique titles and abstracts were screened. Fifty-two records were excluded 

during title/abstract triage due to lack of technical specificity or off-topic scope. The full texts of 

the remaining 56 articles were rigorously assessed against the inclusion criteria. Ultimately, 28 

foundational studies met all criteria and were synthesized in this review. 

2.4 Synthesis of Included Studies 

Table 1 summarizes the distribution of the analyzed literature across the core PRISMA screening 

stages. 

PRISMA Phase Operational Activity Record Count 

Identification Database search across IEEE, 

Elsevier, ACM, Springer, Web 

of Science 

142 

Screening Records remaining after 

deduplication and abstract 

evaluation 

108 

Eligibility Full-text articles evaluated for 

architectural and agronomic 

relevance 

56 

Included Final synthesis of foundational 

papers, reviews, and case 

studies 

28 

 

3. Literature Review and Architectural Synthesis 

To establish a structured understanding of IoT in agriculture, the analyzed literature was 

consolidated into a classical four-tier reference model: (1) Perception Layer, (2) Network and 

Transport Layer, (3) Data Processing and Cloud Layer, and (4) Application Layer (Verdouw et 

al., 2016). This decomposition allows for a systematic assessment of hardware, networking 

protocols, analytics frameworks, and grower-facing decision support. 

3.1 Perception Layer: Sensing Technologies and Field Actuation 

The perception layer comprises physical sensing devices, transceivers, and actuators deployed 

across agricultural topographies. Bustamante et al. (2015) and Dang et al. (2015) categorized 

agricultural telemetry into three foundational domains: soil and water dynamics, microclimate 

monitoring, and crop physiognomy. 
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Soil and water sensing forms the bedrock of precision irrigation. High-accuracy capacitive 

sensors, frequency domain reflectometry (FDR) probes, and heat flux instruments track 

volumetric soil moisture and matric potential in real time (Lithgow and Taylor, 2015). 

Complementing soil moisture, dissolved solute sensors, electrical conductivity probes, and pH 

meters evaluate root-zone nutrient saturation. In macro-scale water resource management, 

pressure transducers, ultrasonic flow meters, and groundwater level monitors supervise irrigation 

mains and pump operations (Bustamante et al., 2015). 

Environmental sensing tracks ambient atmospheric dynamics. Deployed weather stations capture 

temperature, relative humidity, solar irradiance (PAR), barometric pressure, and wind velocity 

(Al-Turkmani and Kim, 2015; Zafran and Al-Saedi, 2015). For crop health and pest detection, 

automated imaging modules and optical sensors monitor canopies. Zhang et al. (2015) 

demonstrated how vision systems and automated camera traps can perform early foliar disease 

detection in tomato crops. Similarly, Izarry et al. (2015) described perimeter sensor fencing that 

tracks localized thermal fluctuations near the ground to anticipate pest infestations before visible 

crop degradation occurs. 

3.2 Network and Transport Layer: Telemetry and Topology 

Transporting telemetry from rural topographies to back-end computational pipelines presents 

formidable networking challenges. Expansive acreage, non-line-of-sight foliage barriers, and an 

absence of wired grid infrastructure characterize agricultural fields. Wireless Sensor Networks 

(WSNs) form the prevailing local connectivity paradigm (Al-Turkmani and Kim, 2015). 

Mesh networking topologies based on IEEE 802.15.4 and ZigBee are widely utilized for dense 

node deployments, enabling multi-hop relaying where individual sensor motes route data through 

intermediate nodes to an edge gateway (Qi et al., 2015). For longer-range connectivity, cellular 

networks (GPRS/3G) and early Low-Power Wide-Area Networks (LPWAN) provide long-

distance backhaul from centralized gateways to cloud servers (Liu and Lin, 2015). However, 

researchers note that power efficiency remains a key trade-off: higher transmission frequencies 

and elevated transmission duty cycles rapidly deplete battery reserves, necessitating aggressive 

sleep-wake scheduling and photovoltaic energy harvesting. 

3.3 Data Processing and Cloud Layer: Storage and Analytics Frameworks 

Once ingested, agricultural telemetry demands scalable computational architectures capable of 

managing heterogeneous time-series data. Rasmussen et al. (2015) and Nam et al. (2015) 

emphasized that isolated sensor feeds provide little agronomic utility unless paired with 

automated data pipelines. Early cloud-based agricultural frameworks leveraged distributed 

storage and processing paradigms, integrating NoSQL databases (e.g., MongoDB, Cassandra) 

with distributed computing engines like Apache Hadoop and Apache Spark (Zhang et al., 2015). 

Cloud integration also democratizes access to sophisticated analytical models. Nam et al. (2015) 

evaluated modular operating platforms designed to streamline device-to-cloud onboarding, while 
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Patterson et al. (2015) analyzed how centralized cloud analytics ingest multi-source variables—

historical weather records, real-time soil moisture profiles, and crop phenology models—to 

generate predictive irrigation and harvesting schedules. Rather than relying solely on reactive 

alerts, cloud engines synthesize macro-trends to model long-term soil fertility and drought risk 

(Li et al., 2015). 

3.4 Application Layer: Decision Support Systems and Farm Management 

The application layer translates computational outputs into actionable agronomic interventions. 

These applications fall into two primary modalities: autonomous actuation and decision support 

systems (DSS). 

In automated closed-loop systems, cloud platforms issue supervisory commands back to field 

actuators. For example, solenoid valves modulate flow rates based on dynamic moisture 

thresholds without human intervention (Lithgow and Taylor, 2015). In farmer-facing DSS, 

platforms present real-time dashboards detailing canopy stress, soil moisture deficits, and 

weather forecasts (O'Brien, 2015; Tripathi et al., 2015). Institutional initiatives, such as the 

Smart Farm project in West Virginia spearheaded by NIST (Liang et al., 2011), illustrate how 

structured data sharing equips smallholders with micro-climate forecasts, leveling the 

technological playing field between small farms and industrial farming enterprises. 

3.5 Comparative Analysis of Key Studies 

Table 2 contrasts key literature reviewed across architecture, focus domains, experimental 

deployments, and reported technical contributions. 

Author & Year Architectural 

Focus 

Target 

Application 

Key Technologies Main 

Contribution / 

Finding 

Verdouw et al. 

(2016) 

Full 4-Layer 

Architecture 

Smart Farm 

Management 

Perception, 

Network, Cloud, 

Apps 

Defined the 

foundational four-

tier IoT 

architecture for 

agronomic 

systems. 

Bustamante et al. 

(2015) 

Perception & Data 

Acq. 

Irrigation & 

Groundwater 

Capacitive probes, 

GPS, Barometers 

Taxonomy of 

water 

management, 

equipment 

telemetry, and soil 

sensing. 

Zhang et al. Perception & Crop Disease Webcam imaging, Demonstrated 



 
 

    
 
    
 

Volume 12, Issue 06, June 2022                                             ISSN 2457 – 0362                                       Page 559 

(2015) Processing Detection MapReduce, 

Spark 

automated tomato 

foliar disease 

detection via 

cloud big data. 

Lithgow & Taylor 

(2015) 

Perception & 

Actuation 

Water Resource 

Efficiency 

Solenoid valves, 

soil moisture, 

WSN 

Evaluated 

automated closed-

loop sprinkler and 

drip irrigation 

systems. 

Qi et al. (2015) Perception & 

Network 

Input 

Optimization 

ZigBee, sensor-

rich machinery 

Outlined 

agronomic sensor 

integration into 

farm equipment 

for chemical 

control. 

Izarry et al. (2015) Perception & 

Network 

Pest & Vineyard 

Monitoring 

Thermal fencing, 

soil sensors 

Integrated 

perimeter sensors 

(up to 200m 

range) for 

localized pest 

alert. 

Nam et al. (2015) Processing & 

Cloud 

Predictive 

Analytics 

Cloud IoT 

frameworks, big 

data 

Analyzed 

centralized cloud 

platforms for 

processing high-

volume sensor 

feeds. 

Li et al. (2015) Perception & 

Analytics 

Tree Growth & 

Soil Health 

Passive sensory 

nodes, soil arrays 

Multi-tier 

monitoring (plant, 

field, farm) for 

soil fertility and 

stress detection. 

 

4. Critical Challenges and Implementation Bottlenecks 

While the promise of smart agriculture is well-documented, deployment across real-world 

farming environments reveals critical socio-technical and operational bottlenecks. 

4.1 Hardware Fragility and Harsh Environmental Exposure 
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Unlike indoor industrial IoT setups, agricultural sensors face severe environmental degradation. 

Probes buried in soil are subjected to corrosive chemicals, fluctuating moisture levels, biological 

pests, and mechanical shocks from tillage machinery (Dang et al., 2015). Sensor drift and fouling 

demand periodic recalibration, adding maintenance costs that can erode return on investment 

(ROI). Furthermore, remote field motes require continuous power; although solar harvesters are 

common, dust accumulation and prolonged cloud cover often compromise node longevity. 

4.2 Interoperability and Standardization Deficits 

A pervasive barrier across the surveyed literature is the lack of common architectural standards 

(Khan et al., 2015). Manufacturers frequently deploy proprietary communication protocols, 

closed API architectures, and non-standard data serializations. An irrigation controller from one 

vendor cannot natively ingest microclimate telemetry from another without custom middleware. 

This technological fragmentation traps growers in vendor lock-in and severely impedes the 

creation of holistic farm management platforms (Liu and Lin, 2015). 

4.3 Network Connectivity and Rural Bandwidth Constraints 

Agricultural operations are fundamentally rural. In many farming communities, 3G/4G cellular 

coverage is sparse or unreliable. While local wireless sensor meshes (ZigBee, BLE) function 

well within line-of-sight boundaries, bridging telemetry to the cloud requires dedicated backhaul 

infrastructure. When high-bandwidth telemetry—such as high-resolution canopy imagery or 

multi-spectral sensor matrices—is generated, raw cloud streaming becomes cost-prohibitive or 

physically unviable (Patterson et al., 2015; Al-Turkmani and Kim, 2015). 

4.4 Data Ownership, Privacy, and Cyber-Physical Security 

As farm operations digitize, data ownership has emerged as a sensitive socio-legal issue. 

Agricultural telemetry contains commercially sensitive information, including anticipated yield 

volumes, chemical formulations, and precise acreage boundaries. Zafran and Al-Saedi (2015) 

identified deep grower skepticism regarding third-party cloud providers monetizing or leaking 

aggregate crop data to speculative commodities markets. Additionally, closed-loop actuation 

valves and connected irrigation grids expose farms to malicious cyber tampering, risking crop 

failure or water reservoir compromise if security hardening is omitted (Liu et al., 2015). 

5. Future Trends and Research Perspectives 

Based on the gaps identified across the reviewed literature, three evolutionary vectors will shape 

the future trajectory of smart agricultural systems: 

5.1 Transition Toward Edge Computing and Fog Analytics 

To circumvent rural bandwidth deficits and mitigate cloud communication latency, 

computational intelligence must migrate closer to the physical sensors. Edge and fog computing 

nodes—capable of running localized inference models directly on gateway devices—enable 
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immediate decisions, such as closing valves upon detecting pipe pressure drops or classifying 

foliar pests locally, without requiring uninterrupted Internet connectivity. 

5.2 Sensor Fusion and Multi-Modal Telemetry 

Future smart farming frameworks will move beyond isolated single-parameter sensing. 

Harmonizing underground soil moisture telemetry with satellite remote sensing and low-altitude 

Unmanned Aerial Vehicle (UAV) multispectral imagery will offer unified spatial and temporal 

awareness. Sensor fusion algorithms will reconcile discrepancies between disparate data feeds, 

yielding robust indices of crop vigor (NDVI) and water stress. 

5.3 Open Ontologies and Interoperability Frameworks 

Overcoming vendor fragmentation necessitates broad industry adoption of open agricultural 

ontologies and standardized middleware protocols. Semantic web standards, standardized 

schema definitions (such as AgGateway initiatives), and lightweight open IoT messaging 

protocols (MQTT, CoAP) will be essential to establish true plug-and-play interoperability across 

multi-vendor equipment. 

6. Conclusion 

Smart farming stands as a transformative technological pillar capable of addressing twenty-first-

century agronomic challenges. This systematic review has synthesized foundational 

contributions across four architectural tiers: physical perception, wireless networking, distributed 

cloud computing, and operational decision support. While sensor innovations and cloud-backed 

big data platforms have demonstrated significant potential for optimizing irrigation efficiency 

and crop health, broad-scale commercial realization remains hindered by interoperability deficits, 

remote communication limits, sensor durability issues, and data privacy friction. Future research 

must prioritize edge-native intelligence, standardized agricultural metadata protocols, and secure 

multi-tier sensor fusion to build resilient, accessible, and economically viable agricultural 

ecosystems. 
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