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ABSTRACT--Phishing attack is a simplest way to obtain sensitive information from innocent
users. Aim of the phishers is to acquire critical information like username, password and bank
account details. Cyber security persons are now looking for trustworthy and steady detection
techniques for phishing websites detection. This paper deals with machine learning technology
for detection of phishing URLs by extracting and analyzing various features of legitimate and
phishing URLs. Decision Tree, random forest and Support vector machine algorithms are used to
detect phishing websites. Aim of the paper is to detect phishing URLs as well as using light gbm
and svm algorithm.
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1. INTRODUCTION Individualizes and associations have lost a
In the once decades, the operation of internet huge sum of plutocrat and private
has been increased extensively and makes information  through ~ Phishing  attacks.
our live simple, easy and transforms our Detecting the phishing attack proves to be a
lives. It plays a major part in areas of challenging task. Tis attack may take a
communication,  education,  business sophisticated form and fool even the
conditioning and commerce. A lot of useful savviest users: such as substituting a few
data, information and data can be attained characters of the URL with alike unicode
from the internet for  particular, characters. By cons, it can come in sloppy
organizational,  profitable and  social forms, as the use of an IP address instead of
development. The internet makes it easy to the domain name. Nonetheless, in the
give numerous services through online and literature, several works tackled the phishing
enables us to pierce colorful information at attack detection challenge while using
any time, from anywhere around the world. artifcial intelligence and data mining
Phishing is the act of transferring a techniques [5-9] achieving some satisfying
indistinguishable dispatch, dispatches or recognition rate peaking at 99.62%.
vicious websites to trick the philanthropist / However those systems are not optimal to
internet druggies into discovering delicate smartphones and other embed devices
particular information similar as personal because of their complex computing and
identification number (PIN) and word of their high battery usage, since they require
bank account, credit card information, date as entry complete HTML pages or at least
of birth or social security figures. Phishing HTML links, tags and webpage JavaScript
assaults affect hundreds of thousands of elements some of those systems uses image
internet  druggies across the globe. processing to achieve the recognition.
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Opposite to our recognition system since it
is a less greedy in terms of CPU and
memory unlike other proposed systems as it
needs only six features completely extracted
from the URL as input. In this paper, after a
summary of this feld key researches, we will
detail the characteristics of the URL that our
system uses to do the recognition. Otherwise
we will describe our recognition system,
next in the practical part we will test the
proposed system while presenting the results
obtained. Last but not least we will
enumerate the implications and advantages
that our system brings as a solution to the
phishing attack.

2. OBJECTIVE OF THE

PROJECT
Aim of the phishers is to acquire critical
information like username, password and
bank account details. Cyber security persons
are now looking for trustworthy and steady
detection techniques for phishing websites
detection. This paper deals with machine
learning technology for detection of
phishing URLs by extracting and analyzing
various features of legitimate and phishing
URLs. Decision Tree, random forest and
Support vector machine algorithms are used
to detect phishing websites. Aim of the
paper is to detect phishing URLs as well as
narrow down to best machine learning
algorithm by comparing accuracy rate, false
positive and false negative rate of each
algorithm.
3. RELATED WORK

[1] Andrei Butnaru et al., used a supervised
Machine Learning algorithm to block
phishing attacks, based on novel mixture
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phishing attacks and compare with Google
Safe browsers.

[2] Valid Shahrivari et al., proposed a one of
the most successful techniques for
identifying these malicious works is
Machine Learning. It is because of most
Phishing attacks have same features which
can be noticed by Machine learning
techniques. In this many machine learning-
based classifiers are used for forecasting the
phishing websites. The main advantage of
machine learning is the ability to create
flexible models for specific tasks like
phishing detection. Since phishing is a
classification problem, Machine learning
models can be used as a forceful tool.

[3] Ammara Zamir et al.,, proposed a
framework for identifying phishing websites
using heaping model. Information gain, gain
ratio, Relief-F, and recursive feature
elimination (RFE) are some of the feature
selection algorithms that can be used to
analyse  Phishing characteristics. The
greatest and weakest traits are combined to
create two features. Bagging is used in
principal component analysis using several
Machine learning algorithms, including
random forest [RF] and neural network
[NN].  Two heaping representations
heapingl (RF + NN + Bagging) and
heaping2 (kNN + RF + Bagging) are applied
by merging highest scoring classifiers to
progress classification accuracy.

[4] Nguyet Quang Do, Ali Selamat et al.,
conducted a study on phishing detection and
proposed a four different deep learning
technique, includes deep neural network
(DNN), convolution neural networks
(CNN), Long Short-term memory (LSTM),

Volume 13, Issue 07, July 2023

ISSN 2457-0362

Page 1192



IJARST

and gated recurrent unit (GRU). To analyse
behaviour of these deep learning
architectures, extensive experiments were
carried out to examine the impact of
parameter tuning on the performance
accuracy of the deep learning models. In
which  each model shows different
accuracies from different models.

[5] Ashit Kumar Dutta proposed a URL
detection procedure based on Machine
Learning methods. An RNN is used for
identifying the phishing URL. It is evaluated
with 7900 malicious and 5800 genuine sites,
respectively. The outcome of this method
shows a good concert compare to recent
tactics.

4. EXISTING SYSTEM
Phishing is an internet scam in which an
attacker sends out fake messages that look to
come from a trusted source. A URL or file
will be included in the mail, which when
clicked will steal personal information or
infect a computer with a virus. Traditionally,
phishing attempts were carried out through
wide-scale spam campaigns that targeted
broad groups of people indiscriminately.
The goal was to get as many people to click
on a link or open an infected file as possible.
There are various approaches to detect this
type of attack. One of the approaches is
machine learning. The URL’s received by
the user will be given input to the machine
learning model then the algorithm will
process the input and display the output
whether it is phishing or legitimate. There
are various ML algorithms like SVM,
Neural Networks, Random Forest, Decision
Tree, XG boost etc. that can be used to
classify these URLSs. The proposed approach
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deals with the Random Forest, Decision
Tree classifiers.

5. PROPOSED SYSTEM
Phishing attacks have evolved in terms of
sophistication and have increased in sheer
number in recent years. This has led to
corresponding developments in the methods
used to evade the detection of phishing
attacks, which pose daunting challenges to
the privacy and security of the users of smart
systems. This study uses LightGBM and
features of the domain name to propose a
machine-learning-based method to identify
phishing websites and maintain the security
of smart systems. Domain name features,
often known as symmetry, are the property
wherein  multiple domain-name-generation
algorithms remain constant. The proposed
model of detection is first used to extract
features of the domain name of the given
website, including character-level features
and information on the domain name. The
features are filtered to improve the model’s
accuracy and are subsequently used for
classification. The results of experimental
comparisons showed that the proposed
model of detection, which integrates two
types of features for training, significantly
outperforms the model that uses a single
type of feature. The proposed method also
has a higher detection accuracy than other
methods and is suitable for the real-time
detection of many phishing websites.
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Fig.1. Phishing website process.
6. CONCLUSION

This paper aims to enhance detection
method to detect phishing websites using
machine learning technology. We achieved
97.14% detection accuracy using random
forest algorithm with lowest false positive
rate. Also result shows that classifiers give
better performance when we used more data
as training data. In future hybrid technology
will be implemented to detect phishing
websites more accurately, for which random
forest algorithm of machine learning
technology and blacklist method will be
used.

Feature Analysis

The features of the domain name used here
can be obtained only by using known strings
of domain names without obtaining
information related to user privacy, such as
traffic in the network. Features of the
domain name can be divided into two
categories according to the acquisition
method: features of the characters used in
the domain name and features of
information on the domain name. The
features of information on the domain name
can be obtained through the corresponding
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website or other query websites to this end,
whereas the features of the characters used
in the domain name can be obtained through
a local feature-extraction algorithm without
visiting the website.
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