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Abstract:

Online Social Network (OSN) is a network hub where people with similar interests or real
world relationships interact. As the popularity of OSN is increasing, the security and privacy
issues related to it are also rising. Fake and Clone profiles are creating dangerous security
problems to social network users. Cloning of user profiles is one serious threat, where already
existing users details are stolen to create duplicate profiles and then it is misused for
damagingthe identity of original profile owner. They can even launch threats like phishing,
stalking, spamming etc. Fake profile is the creation of profile in the name of a person or a
company which does not really exist in social media, to carry out malicious activities. In this
paper, a detection method has been proposed which can detect Fake and Clone profiles in
Twitter. Fake profiles are detected based on set of rules that can effectively classify fake and
genuine profiles. For Profile Cloning detection two methods are used. One using Similarity
Measures and the other using C4.5 decision tree algorithm. In Similarity Measures, two types
of similarities are considered — Similarity of Attributes and Similarity of Network
relationships. C4.5 detects clones by building decision tree by taking information gain into
consideration. A comparison is made to check how well these two methods help in detecting

clone profiles.

INTRODUCTION : phishing, stalking, spamming etc. Fake
Fake and Clone profiles are creating profile is the creation of profile in the
dangerous security problems to social name of a person or a company which does
network users. Cloning of user profiles is not really exist in social media, to carry
one serious threat, where already existing out malicious activities. In this paper, a
user’s details are stolen to create duplicate detection method has been proposed which
profiles and then it is misused for can detect Fake and Clone profiles in
damaging the identity of original profile Twitter. Fake profiles are detected based
owner. They can even launch threats like on set of rules that can effectively classify
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fake and genuine profiles. For Profile
Cloning detection two methods are used.
1.1 Problem Statement Social networks are
an essential part of our life. Social
networks are used for social, business
purposes through Facebook, Twitter, or
Instagram. Twitter is considered one of the
largest social networks with a vast user
base. A vast user base comes with certain
drawbacks, Fake accounts. It becomes
challenging for twitter to manage the users
and detect fake profiles, andit still
manages to do so. However, fake profiles
are creating dangerous security problems
for social network users. Fake profiles are
created with credentials that do not exist in
the world. making them a hoax. These fake
accounts can also launch attacks on real
users. Sharing personal data without
reading privacy policies makes cyber-
attacks easy. Cloning user profilesis
another severe threat, where already
existing users' detalls are stolen to create
duplicate profiles. It is then misused for
damaging the identity of the original
profile owner. This paper proposes specific
methods to detect fake accounts on a social
media network like Twitter. Fake profiles
are detected on a set of rules which
classify Real and Fake accounts. This
paper will not limit ourselves to specific
algorithms, but we will use a couple of

classification algorithms like Using
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distance measure and classification
algorithm . Finally, a comparison is made
to check how these algorithms detect fake
accounts

OBJECTIVE :

Today, Fake and Clone profiles have
become a very serious threat in social
networks. So, a detection method is very
much necessary to find these frauds who
use people’s faith to gather private
information and create duplicate profiles.
Many authors have worked in this area and
have proposed methods to identify these
types of profiles in social networks.
IMPLEMENTATION OF FAKE
PROFILE DETECTION IN SOCIAL
MEDIA:

Information is extracted from the user
profile and a search is made in an online
social network to find profiles which
match to that of the user profile and a
similarity score is calculated through the
trained classifier. If the similarity score is

greater then the profile is termed as fake.

The feedback is used to train the classifier.
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Fig - 1: Fake Profile detection in Social
Media
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Fig - 2: Detection of Fake Accounts on
Social Media using Neural Network
PROPOSED SYSTEM:

Objective of proposed model Fake and
clone profiles have become a major social
issue. Because information such as phone
numbers, email addresses, school or
college names, corporate names, and
locations are publicly available on social
media sites, hackers can easily use this
data to construct bogus or clone identities.
They then attempt to perpetrate various
attacks such as phishing, spamming, cyber
bullying, and so on. They even go so far as
to try to discredit the legitimate owner or
organization. So, in order to make users
social lives more secure, a detection
approach has been presented that can
detect both fake and clone profiles. 3.2
Algorithms Used for Proposed Model
3.2.1 Support Vector Machine Algorithm
SVM or Support Vector Machine is a

linear model for classification and
regression problems. It can solve linear
and non-linear problems and work well for
many practical problems. The idea of
SVM is simple: The algorithm creates a
line or a hyper plane which separates the

data into classes
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Fig - 3: Support Vector Machine Algorithm
The goal of the SVM algorithm is to create
the best line or decision boundary that can
segregate n-dimensional space into classes
so that we can easily put the new data
point in the correct category in the future.
This best decision boundary is called a
hyper plane.SVM chooses the extreme
points/vectors that help in creating the
hyper plane.

Designing System Architectural Design:

Architecture Diagram

Fig:-4
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RESULTS:

Performance Metrics Precision, is a
measure of fraction of positive predictions,
that are actually positive. Higher precision
implies that this model is better to identify
the needy people for help. The evaluation
metrics considered are

1. Accuracy which gives the ratio of
number of correct results to the total
number of inputs

2. Precision which gives the proportion of
positive detection that was actually correct
3. Recall which gives the proportion of
actual positives that was detected correctly
4. F1 Score which takes into account both
precision and recall to compute the score.
F1- score is given by harmonic mean of
precision and recall. If Fl-score is 1, then

1t 1s best value and worst is 0.
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CONCLUSION :
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Fake and clone profiles have become a
very serious problem in online social
networks. We hear some or the other
threats caused by these profiles in
everyday life. So a detection method has
been proposed which can find both fake
and clone Twitter profiles. For fake
detection, a set of rules were used which
when applied can classify fake and
genuine profiles. In future, weare intrigued
to expand the work with some profound
learning models.

FUTURE ENHANCEMENT:

Clone detection was carried out using
Similarity Measures and C4.5 algorithm
and a comparison was made to check the
performance. Clone detection using
Similarity Measures worked better than
C4.5 and was able to detect most of the
clones which were fed into the system. In
this work we have considered only the
profile attributes for fake and clone
detection. In future this work can be
extended by taking tweets also into
consideration by applying some NLP
techniques
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