
 

Volume 13, Issue 08, Aug 2023                           ISSN 2457-0362 Page 177 
 

 Detection of dropped Packets Forgery Attack via AODV with 

Location Based Hierarchy in Wireless Sensor Networks 
 

M SYAMALA SAISREE 
ASSISTANT PROFESSOR 

DEPT OF  INFORMATION TECHNOLOGY 

MRECW 

EMAIL:syamalamallubhotla71@gmail.com 

 
Abstract: Data collection via intermediate nodes and transmission in wireless sensor networks is a comprehensive 

task that need to be streamed with aggressive data. The malicious no desin a mobile sensor network increase the 

possibility of  packet loss during the data communication across the nodes. Light weight approach is to decrease 

packet-loss  attacks in wireless communication based on Bloom-filter for data storage, maintenance with encoding 

operations. Adhoc on Demand Distance Vector with Dynamic Source Routing acknowledgement-based prototype 

extending Light weight approach provides adequate data delivery sequences in wireless sensor communication is 

proposed in this paper. The ACK helps in identifying the malicious nodes in the Wireless Sensor Network for 

excluding it in the routing sequences which helps in identification of proper routing sequences ensuring efficient 

packet delivery. The proposed work is to reduce the routing overhead, that improves packet delivery ratio in wireless 

sensor network with mobility . 

Keywords: Wireless sensor networks, Packet drop attacks,Dynamic Source Routing, Bloom Filter, Light Schema 

and Acknowledgement. 

 

Introduction. 

Wireless sensor network (WSN) is a 

combination of specially-designed transmitters 

that mimic architecture-based communication in 

monitoring and collecting rules from different 

sensors found at designated sites. Essentially, 

WSN consists of the followings parameters such 

as, temperature, pressure, human speed, intensity 

and body functions in real time communications. 

In many types of applications like architecture-

based approaches, power consumption 

architectures and for monitoring environmental 

operational applications, mainly wireless sensors 

are used. In these types of application 

frameworks, normally a sensor generates large 

amounts of data from a source node which is 

then processed with intermediate on-hops 

communication on the way of the base station 

with decision support operations. Data storage 

accessed in sink node accessibility and the 

collection of information from sensor based on 

target within a web- based internet service is 

shown in fig 1. 
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Figure 1: Multi application data sharing in wireless 

sensor network communication. 

As shown in the above figure, we have built a 

sensor network with sink node analysis that is 

based on generated data in communication. Data 

prominence is a method to provide 

trustworthiness on intermediate nodes data 

collection, based on decision process. In 

intermediate nodes data transmission, we find 

the problem of privacy-oriented data provenance 

transmission while processing data in sensor 

networks to detect packet loss or drop attack 

sequences by misbehavior in sensor nodes. For 

individual data provenance, sever tracks the 

source and destination with packet forwarding in 

individual packet data transmission. To examine 

these procedures in wireless communication, 

along with a number of existing approaches, 

algorithms were proposed to process data 

provenance multi-channel access problem. Light 

weight   schema is an effective approach to 

detect packet drop attacks with respect to 

sequential data forwarding that takes place 

between intermediate nodes. Bloom filters are 

used for message authentication in data 

forwarding, where as bloom filter is a fixed data 

size that is designed to employ the details of 

nodes stored in sequential presentation. To 

improve the accuracy related to data 

transmission that reduces packet loss in multi 

co-operative, consecutive malicious sensor 

nodes are used in wireless sensor network 

communication. In order to mitigate the greed 

for privacy while the router routes the 

communication, it is important to detect 

misbehaving nodes for usual communication. In 

this paper, we propose DSR-based 

acknowledgement approach that extends light 

weight schema to provide adequate data delivery 

sequences for dynamic data transmission in 

wireless sensor network communication. The 

basic rationale behind ACK prototype is that 

after the source node forwards data successfully 

to destination node, then destination node of 

neighbor node link sends automatic 

acknowledgement, called 2AACK for 

confirmation to receive and extract information 

from a reliable network server. Our approach 

seeks to reduce the routing overhead in 

sequential data transmission between nodes that 

result in effective communication in wireless 

sensor networks. 

Related work. 

Notoriety [6] gets authenticity for 

program bundles that track packages in a 

sequential pattern while it passes hubs and 

operations that control it. In any case, this 

arrangement is definitely not practical in marker 

methods. ExSPAN [7] clarifies the history and 
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deductions of program express that result from 

the execution of an allotted technique.  

Background Approach. 

In this section, we discuss about secure 

prominence of nodes centralized with different 

encode and decode procedures in wireless sensor 

network communication aligned with the 

notation of Bloom filter that deals with storage 

and maintenance in packet data transmission. 

Here, each packet is given an individual id 

number as well as data values that support data 

prominence. In an aggregative architecture, 

secure data prominence can be used to obtain 

secure data transmission with preferable data 

binding packet provenance verification along 

with dynamic packet data transmission.  

Data Prominence Encoding:In each data 

packet, encoding prefers to generate vertices-

based graph to insert and append data relevance 

and import them into in-packet data 

transmission. For a given packet, data can be 

stored in an encoding format that is based on 

vertex id as follows: 

( , ) ( )
iid i KV generateVID n seq E seq   

While E is a cipher encryption procedure to 

access and use services by using AES, the 

design of the in packet in bloom filter is shown 

in the following figure as a sequential design. 

 

Figure 2: Encoding data provenance representation 

with sequence number and presentation. 

When the bundle gets to the BS, the iBF 

acquires the provenance information of all nodes 

in the direction i.e. the full provenance. We 

signify this in last history as ibf. 

Provenance verification: At a point where the 

BS gets transformed into a data package it 

results in a provenance affirmation system, 

which communicates  to the BS what the course 

of data transmission needs to be and also lets the 

iBF to confirm whether the best heading has 

been followed or not. In fact, directly after the 

execution of the framework, and the changes in 

topology (e.g., because of hub disappointment), 

the way a package is sent by an asset may not be 

known to the BS. In such a circumstance, a 

provenance choice technique is considered 

essential as it recovers provenance from the 

acquired iBF and subsequently, the BS 

comprehends the data class from an asset hub. 

After a while, after getting a package, the BS 

confirms its data of provenance with the one 

secured in the bundle. 
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After provenance verification is done with the 

generated AES key, bloom filter specifications 

in real time wireless communication helps detect 

all in attacks. After verifying combined data and 

detecting packet drop attacks, it uses the 

following architecture to define operations as 

shown in fig 3 

 

Figure 3: Packet drop attack sequence detection using 

node id and other parameters in wireless 

communication. 

As shown in the above figure, node id is used to 

detect data packet dropper in wireless 

communication. For efficient decrease of packet 

loss data transmission, the next section extends 

our application to acknowledgement with 

dynamic source routing sequence in data 

transmission. 

Proposed Methodology 

After implementing many approaches that seek 

to increase packet delivery ratio in wireless 

sensor networks, nodes in dynamic simulation 

have effective maintenance preferably in real 

time communication. The misbehaving nodes in 

communication having different nodes in 

different routes can be identified if link failures 

between different clients affect packet data 

transmission. After analyzing a number of 

approaches, we seek to propose the DSR-based 

double acknowledgement sequence (2ACK) 

approach in this paper. 

 

Figure 4: ACK approach representation to data 

transmission. 

Fig 4 shows the capacity of the 2ACK 

arrangement. Assume that N1, N2, and N3 are 

three progressive hubs (triplet) along a way. The 

way from a starting point hub, S, to an area hub, 

D, is created in the Route Finding phase of the 

DSR strategy. At the point when N1 conveys a 

data package to N2 and N2 conveys it to N3, it 

is indeterminate to N1 whether N3 gets the data 

package effectively or not. Such an uncertainty 

even wins irrespective of the presence of 

misbehaving hubs. The issue looks a lot more 

genuine in the early WSNs that have some 

planned misbehaving hubs. 

The ACK framework needs an exact proposal to 

be sent by N3 to inform N1 of  its compelling 

rationale for a learning parcel: when hub N3 gets 

the data package effectively, it sends out an 

ACK package that is more than two outings to 

N1 (i.e., the other of the steering way as 
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appeared), with the ID of the comparing data 

package.  

 

Figure 5: Data structure maintenance to share data to 

intermediate nodes. 

The triplet [N1 ! N2 ! N3] is derived from the 

path of the primary data traffic. Such a triplet is 

utilized by N1 to watch the interface between 

N2 and N3. For clarity of purpose, we show N1 

in the triplet [N1 ! N2 ! N3] as the ACK package 

beneficiary or the observing hub and N3 as the 

ACK package sender. Such an ACK 

transmission occurs in each arrangement of 

triplets in the course. In this manner, the first 

remote switch from the start won't give us an 

ACK package sender. Even the last switch just 

before the area and also the area won't give us 

ACK devices. To recognize this undesirable 

conduct, the ACK package sender keeps a 

record of IDs of data bundles that have been 

transmitted even though they have been 

unexpected. For instance, after N1 conveys a 

learning parcel on a specific course, say, [N1 ! 

N2 ! N3] in Fig. 4, it contributes the data ID to 

LIST (allude to Fig. 5, which shows the data 

system oversaw by the observing hub), i.e., on 

its list comparing to N2 ! N3. A switch of 

submitted data bundles, Cpkts, is augmented at 

the same time. 

After collecting node information, the ACK 

manages to fabricate with digital signature 

generated between nodes as shown in figure 4 

and achieve a unique verification that helps to 

identify forgery node from the overall node data 

representation. 

Experimental results 

For efficient simulation process in real time 

wireless sensor network communications, we 

have used NS-3 implementation to construct 

network topology with a preferable set up 

environment. Here, we modified the already 

developed applications in order to replace them 

with dynamic source routing procedure that 

provides efficient data communication. The 

simulator parameters for implementing the 

application framework are shown in table 1 

given below. 

Table 1: Network simulation parameters to wireless 

communication 

Simulation 

Member 

Design Value 

Simulator NS3 

Simulation 

Duration 

600 Sec 

Area 3500 meter for 

processing  

No. of Nodes 1000 

Maximum 

Segment Node 

1024 

Routing Protocol DSR 
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Interface 

processes or  

802.16 Standard 

Version of WSNs 

 

As shown in table 1, we constructed a network 

topology that is based on standard version and 

area prescribed by standard versions to process 

interface statistics, by using predefined packages 

with defined classes with respect to continuous 

data transmission.  

This behavior will show the following sequence 

representation that attacks wireless 

communication with feasible data 

representation: 

 

Figure 6: Performance of DSR with ACK to a 

hidden-based passive attack sequence 

This representation follows a hidden-based 

passive attack detection that is based on false 

report emanating from the source or destination 

in communication. 

 

Figure 7: Packet drop attack sequence in passive data 

simulation. 

This figure shows an efficient packet drop 

sequence attacker detection in the real time 

communication of multi user data 

representations in different formations. 

 

Figure 8: Packet delivery ratio analysis in ACK 

method representation. 

We used the following parameters i.e. the 

metrics that have aligned DSR with 

acknowledgement in data transmission analysis 

in TCP (Transfer Control Protocol) as given in 

the following lines: 

Packet Delivery Ratio: It is calculated by the 

number of packets sensed from the source and 
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the number of packets received to acknowledge 

the services. 

 

 

Figure 9: Throughput results. 

Routing Procedure Overhead: These are based 

on general message request sequences like 

RREP, RERR, RREQ to transmit data from 

different sources in terms of bytes. 

Detection procedure: These are based on some 

real time application frames allocated in 

semantic data representation request 

misbehaving behavior. 

As shown in figure 9, throughput sequences with 

respect to light weight schema representation is 

compared with the proposed approach in 

different node formations. Finally, ACK+DSR 

gives better communication results in terms of 

throughput and packet delivery ratio in dynamic 

data transmission done in wireless sensor 

network communication. 

Conclusion 

In this paper, we identified the problem as a 

decrease in performance due to the selfish or 

forgery type of nodes that are present in wireless 

sensor networks. For that we formulated a 

DSR+ACK approach to mitigate and identify the 

misbehaving nature formulation based on 

routing sequences. Our proposed approach is 

mainly based on 2 or 3 hop routing sequences in 

data transmission that is sent back to the next 

hop of the receiver in wireless communication.  
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