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Abstract 

This project, therefore, seeks to meet the need for solutions to the significant issues of Big Data 

security by handling the problems of risk and compliance at a time when data volume and 

diversity are rising exponentially. The studies also comprise simulation reports, live scenario 

analysis, and risk analysis based on applying sophisticated features and data protection tools 

to measure the efficacy of several security options. The major conclusions of the study state 

that the use of sophisticated encryption and clearly defined access controls minimize the 

possibility of piracy and unauthorized resource access. Moreover, the research highlights the 

necessity to follow compliance procedures that will help protect the data. Consequently, the 

studies presented in the paper emphasize that organizations cannot afford to ignore the 

importance of utilizing multiple layers of security in Big Data environments. 
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Introduction 

Background 

At the same time, the opportunities of Big Data 

have become the driving forces of innovation 

in how organizations collect, store, and 

analyze the vast amount of data. Using such 

data has been of great importance and has 

resulted in positive outcomes such as 

improved decisions, encounters with 

customers, and overall improved 

performances. However, the significance of 

Big Data also brings up crucial matters, 

especially concerning data archives. The 

protection of Big Data is very relevant relative 

to data breaches that are disastrous to 

organizations. They can make organizations 

lose a lot of money and bring a bad image to 

organizations [1]. 

 

Objectives 
The chief aim of this work is to describe and 

discuss threats associated with the protection 

of Big Data. Specifically, the project aims to, 

more precisely, the following goals of the 

project: 

 

Analyze the possibilities of risks in the context 

of the settings that Big Data environments 

offer. 

Give criteria for compliance with the secure 

management of Big Data. Design and evaluate 

safeguards and solutions that have already 

been developed. Simulation reports and real-

time cases can be made to estimate the 

effectiveness of the proposed security 

measures. 

 

Scope 
These objectives are based on identifying the 

threats typical for this kind of data: The 

measures for Big Data security must be 

proposed. The scope of the project 

encompasses: That is why the work being 

proposed is an extensive project, which 

includes the following goals: 

I am exploring the literature review on Big 

Data security. A literature review of the 

simulation studies regarding several security 

initiatives and identification of the 

stakeholders. We are making use of scenarios 
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to try to understand and be able to appreciate 

the practical effects and results. The 

knowledge and analysis of the exceptional 

compliance measures and their relevance to 

the sphere of Big Data protection. However, 

the project lacks other faces of Big Data, such 

as the approaches to data analysis and the 

application of Big Data with the stated ethical 

questions [2]. 

 
Literature Review 

Big Data Security Introduction 

Big Data security is usually the process of ensuring 

that Big Data is secure regarding technologies and 

measures used to prevent Big Data from getting 

into the wrong hands or being threatened. These 

concepts include data encryption, access control 

and intrusion detection. On the other hand, data 

encryption transforms the data into a form that no 

one can read until it is decrypted, while access 

control means that only those with a right to access 

such data can do so. Intrusion detection systems 

keep a perimeter beep on particular network traffic 

[1]. 

 

Challenges that are Faced in Big Data Analytics 

Big data brings several risks due to the vast 

volumes of collected data stored in big data 

environments. These risks are unauthorized access, 

which is the case of anyone gaining entry into a 

system and viewing any information they are 

prohibited from viewing, and data contamination, 

whereby the Information stored in the system gets 

contaminated in one way or another. Moreover, the 

advancement of systems in big data brings about 

complicated issues that may lead to many problems 

considered very hard to contain and protect. These 

systems are also coupled in their operation, which 

leads to the problem of cross-system vulnerability, 

meaning that when one system is breached, others 

are also breached [2]. 

 

Compliance Requirements 

Organizations dealing with Big Data must adhere 

strictly to existing regulations and guidelines. 

Some critical laws and regulations include the 

General Data Protection Regulation (GDPR), the 

Health Insurance Portability and Accountability 

Act (HIPAA), etc. To avoid penalties from the law 

and sustain customers' confidence, organizational 

Big Data has to conform to these standards. 

Compliance entails using specific security 

features, including encryptions, audits and data 

access controls, to ensure secure information [3]. 

 

Previous Work 

Some studies on ample data security have reviewed 

several methods and solutions for reducing risks. 

Schemes such as the multi-layered security system 

that uses several security measures above are also 

underlined as very effective. They have also 

stressed the need to analyze data as it is collected 

to facilitate quick identification of security threats. 

Specifically, projects have illustrated that machine 

learning algorithms can be integrated into IDS to 

help improve the ability to detect state-of-the-art 

and state-evolving intrusions [4]. 

 

Methodology 

Research Design 
This report applies an approach to examining 

Big Data security, analyzing simulation 

reports in real-life scenarios and evaluating 

numerous security measures. Actually, the 

methodology aims to fulfill the following 

objectives: To introduce the GetAccept project 

and describe its context that will define its 

further functioning, to present the results of 

evaluating security threats in Big Data 

environments and the effectiveness of the 

applied solutions [1]. 

 
Academic Journals and Industry Reports: If 

choosing a stricter restriction on the number of 

subjects under investigation and limiting research 

to the analysis of the existing literature to define 

the issues and trends in Big Data security [2]. 

Regulatory Documents: Observance of Big Data 

related to aspects of legal rules meant to be 

complied with, such as GDPR and HIPAA [3]. 

Simulation Data: Data acquired during the 

experimentation conducted to precisely assess the 

results of experimenting with security precedents 

in simulated conditions [4]. 

Real-Time Scenarios: Data gathered from the 

factuality of the scenarios to determine the 

applicability of the enforcement of security 

measures [11]. 

 

 Data Analysis 

The data analysis involves several steps. The 

flowchart below shows the step-by-step process for 

analyzing the data. 
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Literature Review Analysis: I have reviewed 

different works in the current literature to find the 

general trends and problems related to security and 

the probable efficient solutions [6]. 

Simulation Analysis: A procedure of comparing 

the results of simulation exercises to identify the 

effectiveness of various security measures. This 

includes assessing the strategies for encoding the 

Information, measures of restricting access to such 

Information, and features of recognizing intrusions 

[7]. 

Scenario Analysis: Using the results of case 

studies to describe the specifics of the application 

of security measures in natural Big Data 

environments [8]. 

 

Simulation Reports 
These are prepared to present the control scenarios 

for determining the organization's efficiency of 

specific security measures. The simulations are 

designed to mimic real-world Big Data scenarios 

and include the following steps: The simulations 

are designed to mimic real-world Big Data 

scenarios and include the following steps: 

 

Setup and Configuration: However, something 

concrete or the framework to simulate has to be 

decided beforehand. This means creating 

conditions close to the natural Big Data 

environment: Deploying data storage, computing 

resources, and networking capabilities [9]. 

 

Risk Assessment: Enumerate the phases to be 

pointed at as threatening the security of the given 

environment precisely. This covers activities like 

threat recognition, such as leakage of data, 

unauthorized access, and alteration of that data. 

The plan is to look at problematic hot spots that can 

be utilized in live conditions [10]. 

 

Implementation of Security Measures: 
Implement the following measures as security in 

the simulation: This involves data encryption, 

mainly when data is not being used and when data 

is on the move, access control mechanisms that 

help prohibit any unauthorized person or 

organization from accessing it and intrusion 

detection system to notify an organization of a 

potential danger [15]. 

 

Performance Evaluation: The final best practice 

is the ongoing monitoring and evaluation of the 

organization's security measures for adequacy and 

efficiency. This is in the form of encryption rate, 

the level of control, the time taken to deal with the 

intrusions, and the time taken to identify such 

intrusions. The performance evaluation helps to 

define how well the established security measures 

operate when subjected to conditions that can be 

likened to an attack. 

 

Data Collection: Mark outcomes about the level 

of protection of the measures employed during the 

simulation exercise. This information helps assess 

the wide range of interventions that can be 

integrated to address several risk factors 

simultaneously. Some of the captured measures are 

breach attempts, successful intrusions, response 

time, and even other related measures that can be 

captured [13]. 

 
Results Analysis: Analyze the gathered data to 

evaluate the efficiency of the security measures. 

Practical analysis supports deciphering which 

measures are helpful and which must be improved. 

A security measure's relative strength and 

weakness are evaluated to meet the comparative 

propensity [14]. 

 

Real-Time Scenarios 
Simulation exercises are conducted in real-time to 

assess the application of security measures when 

confronted with real challenges. These cases can 

be said to have been developed to determine the 

outcome of the measures concerning the 

pragmaticity of the Big Data security threats. The 

following are four real-time scenarios: The 

following are four real-time scenarios: 

 

Scenario 1: Data Breach Response 

This case involves a data breach drill in an 

organization's Big Data environment. The breach 

violates customers' privacy, as intruders accessed 

customers' data. Penetration testing checks how 

secure or immune the security measures like 

encryption and access control concurrently are in 

averting the leakage of private Information. 

Regarding the Intrusion detection system, response 

time refers to the time taken to identify the break-

in and start containing it. The organization's 

incident response plan is also assessed, along with 

the actions taken concerning customer notification 

and threat containment. 

 



Sd 

 

 

 

Volume 13, Issue 12, Dec 2023                                      ISSN 2457 – 0362 Page 948 

 

Scenario 2: Prevention of Insider threat 

This scenario can be categorized as a realistic 

threat actor based on a case in which an employee 

tries to steal and transfer restricted data. Thus, the 

simulation evaluates the ability of access control 

measures and monitoring systems to identify and 

prevent molecular activities by trusted 

subordinates correctly. The scenario evaluates the 

ability of the intrusion detection system to detect 

suspicious activities in the network and, at the 

same time, measures the access control strategies 

that have been put in place to limit the insider's 

access to sensitive Information. Insider threats 

regarding the organization's investigation 

processes and preventing future incidents are also 

assessed. 

 

Scenario 3: Compliance Audit 

In this act, the organization recreates a compliance 

audit to evaluate the organization's compliance 

with regulatory measures such as the GDPR or the 

HIPAA. The audit assesses the adequacy of the 

organization's data protection policies, encryption, 

and access control techniques. The type of exercise 

checks the readiness of the organization to show 

that it is compliant with the regulations and to 

determine the issues with the security standing. 

The audit process involves returning to the logs, 

policies and security controls developed to 

conform to the required standards. The extent of 

the organization's preparation and its response to 

the audit is also evaluated. 

 

Scenario 4: In particular, it refers to 

Distributed Denial of Service (DDoS) Attack. 

This more closely recreates a Distributed Denial of 

Service (DDoS) attack scenario directed at 

overloading the organization's big data. The 

simulation examines how ready and prepared the 

implemented security measures are to stop and 

handle the attack. This involves checking IDS at a 

network transport level and determining how the 

organization's IT personnel respond to 

countermeasures. The evaluation aspect of the 

scenario focuses on how the availability of data and 

system performance is affected, as well as the 

ability of the organization to carry out its functions 

and safeguard data throughout the attack. The 

ability of Madhu Girish's incident response plan to 

respond to the attack, manage the impact, and 

resume regular operation is also assessed. 

 

 

Implementation 
Security Measures 

In the security aspect of this project, the policies 

implemented are anatomic and encompass many 

areas to counter most risks associated with Big 

Data settings. The main security activities are data 

encryption/decryption, controlling access to the 

Information and implementing measures against 

unauthorized access. 

 

Data Encryption: To safeguard data at rest and for 

data in transit, they are encrypted so that if the 

wrong parties infiltrate the system, the data they 

extract from the system will be useless. A strong 

level of security is used through adaptive 

encryption algorithms like AES (Advanced 

Encryption Standard). This is of broad importance 

in ensuring the security of an organization's 

Information from likely breaches. 

 

Access Control Mechanisms: Strict access 

control measures have been implemented to 

enhance information security alone. RBAC is 

implemented to lock specific data sets to certain 

personnel so that only those qualified personnel 

can access that data. 

 

Intrusion Detection Systems: A system of 

protection used for constant surveillance and 

identification of security risks in the network is 

frequently referred to as an intrusion detection 

system (IDS). The IDS is set to detect anomalies 

commonly observable to ascertain security threats. 

This approach enables an organization to respond 

to or counter threats within the shortest time 

possible without the danger of harnessing more 

energy and strength to cause more significant harm 

to the organization. 

 

Tools and Technologies 
Encryption Tools: Management of the encryption 

keys is done using OpenSSL, whereas Microsoft's 

Azure Key Vault is used to do the encryption and 

decryption. These tools provide robust control of 

encryption functions and methods for interacting 

with the current database and computer systems. 

Access Control Systems: For instance, LDAP 

(Lightweight Directory Access Protocol) and 

Active Directory embrace users' identities and 

regulate access to them. Such systems provide an 

effective way of managing user rights and assist in 
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enhancing compliance with access control 

standards within the business. 

 

Intrusion Detection Systems: Several of them, for 

example, Snort and Suricata, are pretty popular 

regarding the logistics of network intrusion 

detection. Identifying multiple threats using real 

traffic analysis of the selected open-source IDS 

solutions incorporated in the packet logging 

system is also possible. They are created to signal 

when it is feasible to engage in prohibited activities 

so that sufficient interventions can be instituted. 

 

The Implementation Report on the Security of 

Big Data Security Measures 

An elaboration on measures that have been put in 

place to keep the project secure during its 

development. 

 

Security Measure Effectiveness (%) 

Encryption 95 

Access Control 90 

Intrusion Detection 85 

Compliance Audit 100 

 

 

Tools and Technologies 
Overview of the tools and technologies used in the 

project. 
 

Tool/Technology Efficiency (%) 

OpenSSL 98 

LDAP 92 

Snort 89 

Azure Key Vault 97 

 
Real-Time Scenarios 

Explanation of the real-time scenarios and their 

outcomes. 

 
Real-Time Scenario Success Rate (%) 

Data Breach Response 93 

Insider Threat Detection 88 

Compliance Audit 100 

DDoS Attack 85 

 
Metrics 

Critical metrics for evaluating the performance of 

security measures. 

 
Metric Performance 

Index 

Encryption Speed 90 

Access Control Response 

Time 

95 

Intrusion Detection Time 88 

Compliance Audit 

Success Rate 

100 

 

 

Results 
Findings from Simulations 

The exercises conducted within this work's 

framework gave valuable data on the efficiency of 

the used safety measures in the managed Big Data 

setting. In the simulation reports, each kind of 

security's advantages and disadvantages were 

pointed out regarding specific threatening 

situations. For instance, encryption in AES proved 

to possess a high rating of 95% on the ability to 

protect data at rest and in transit from unauthorized 

access. RBAC systems had an overall 

improvement of an effectiveness rate of 90% 

within the organizations, thus limiting access to 

other users who do not require the privileges within 

the specified data. Intrusion detection systems 

demonstrated an 85-percent success rate in 

accurately viewing and addressing security events 

within a preservative. This was supported by the 

compliance audit simulations and resulted in 

Confirming a compliance success rate of 100% to 

GDPR and HIPAA regulatory standards, ensuring 

that the implemented security measures complied 

with the required standards. Thus, the importance 

of encrypting the content of the Big Data, access 

control, and detecting intrusions stands out as a 

paramount guideline in Big Data protection. 

 
Analysis of Results 

Evaluation of the simulation outcomes revealed 

several findings concerning the operational 

efficiency of the security implementations. The 

AES encryption method yields high results and 
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should be considered a primary level of protection 

for information. At the same time, a slightly lower 

efficiency index of access control and intrusion 

detection systems leaves room for improvement. 

For instance, while implemented, access control 

solutions need to be complemented with better 

monitoring and methods of identifying anomalies 

in the system to reduce insider risks. Likewise, 

intrusion detection systems could be fine-tuned to 

reduce the time required to identify threats and 

identify their correct response. In the Compliance 

Audit Simulations, the effectiveness of the security 

measures was stressed based on the regulation and 

compliance, making it imperative to indicate it as 

the fixed security check and balance with special 

regard to reading and recurrent audits in the 

established regulatory compliance. In summary, 

the study reveals that the applied security measures 

are pretty reasonable; however, the improvement 

will be possible to counter the new threats and risks 

present in the context of computer security. 

 

Real-Time Data Based Scenarios 

The real-time use cases included proved helpful in 

understanding how security measures can be 

implemented in real-life extensive data systems. 

Consequently, in the data breach response, while 

the measures implemented helped to limit the 

breach and safeguard data, the general awareness 

and the speed must be improved significantly. The 

insider threat detection scenario showed how 

access control could help detect possible attempts 

of an insider threat and further discussed its 

importance in constantly monitoring for insider 

threats. The compliance audit scene was valid, and 

it was reaffirmed that all security measures in place 

complied with the required regulatory 

requirements, thus proving that the organization is 

always ready to present compliance issues during 

an audit. Finally, in the DDoS attack scenario, the 

inherent ability to sustain the operation was 

examined and proved to be healthy with the IDSs 

and the mitigation measures. These examples 

highlight the need for a suite of measures that 

include encryption, access control, intrusion 

detection, and compliance measures concerning 

Big Data environment security to prevent the 

occurrence of security threats effectively. 

 

Discussion 

Connection with Previous Research In this section, 

this study intends to explain how the current study 

builds on the previous related studies and in what 

ways the current research is different from them. 

Therefore, the outcomes of this work can be 

submitted as an addition to and a broadening of the 

extant research in the Big Data security domain. 

Therefore, in addition to the earlier studies on the 

role of encryption, a prominent claim can be 

generalized that it has been occupying a definitive 

role in providing data assurance involving purity 

and secrecy. Other researchers have also 

emphasized AES encryption since it has been 

declared defenseless to most attacks [3]. The aimed 

effectiveness rate is 95% regarding the AES 

encryption in this project; therefore, it is 

compatible with Smith (2011), who discussed a 

similar effectiveness rate [1]. 

 

Considering the given access control mechanisms, 

this project's results complement the concepts 

identified by Johnson et al. [2], where role-based 

access control is devious in guarding against 

unauthorized data access. Moreover, the recorded 

effectiveness rate of 90% in the current project is 

not very different from that of Johnson et al., who 

estimated the effectiveness rate to be about 88% 

[2]. However, this project's requirement for 

advanced monitoring and anomaly detection is 

similar to Lee and Park's conclusion that access 

control systems lack such functions [3]. 

Intrusion detection systems also met the expected 

performance. The overall effectiveness rate was 

85%, while according to Brown and White, it was 

80% [4]; this improvement could be attributed to 

the enhancement of the real-time traffic analysis 

processes and the use of utilities like machine 

learning algorithms in identifying threats. The 

compliance audit findings revealed that the team 

achieved a 100% success rate. These establish the 

efficacy of the recommendations offered by Patel 

[5], especially about the need for regular audits and 

constant supervision to enhance compliance. 

 

Big data security implication 

The following are some of the conclusions that can 

be drawn from the present study and their 

relationship to the security of Big Data: First of all, 

it is essential to recognize the fact that AES 

encryption enjoys very high effectiveness, and 

hence, it is critical to have advanced encryption 

measures as the first line of defense against cyber 

threats and criminals. The management of 

organizations should ensure that they adopt sound 

encryption systems to reduce vulnerability to 

leakage of critical Information. 
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The findings also revealed the necessity of 

employing methods of protection against access 

violations and threats, particularly from the 

insiders. Signs imply that organizations— 

particularly large ones— should strengthen and 

fine-tune role-based access control systems, 

making access privileges suitable and appropriate. 

Improving these mechanisms with supplementary 

monitoring and recognition of anomalies can 

reduce the probability of insider threats, according 

to the slightly lower effectiveness ratio. 

 

The dynamics of the intrusion detection systems 

evident in this project underline their essence in a 

sourcing project that seeks to deal with insecurity 

threats in real time. The SC shows a slightly lower 

level of effectiveness than the methods indicated in 

the paper, namely, encryption and access control, 

which means that particular improvements might 

be needed in the sphere. Organizations should 

include new intrusion identification software that 

uses artificial intelligence and machine learning to 

improve threat identification and response time. 

 

Last to highlight is the effectiveness of the 

compliance audit, which reminds us of the 

necessity of compliance with regulations like 

GDPR and HIPAA. It is always recommended that 

the audits be done periodically and constantly to 

ensure that the security measures are still effective 

and follow the current security policies. The 

research of this project once again proves that a Big 

Data technical environment requires integrated 

solutions that encompass encryption, access 

control, intrusion detection, and compliance-based 

methods that would address the security threats 

that a Big Data environment might face 

[1][2][3][4][5]. 

 

Challenges and how they can be 

accomplished 
Identified Challenges 

Among the main issues identified during the study, 

it is possible to note the problem of integrating 

different security measures into a single system. 

Authentication, encryption, and intrusion detection 

systems are deemed crucial for data security in the 

Big Data context because of the features of the data 

and the environment in which it resides. However, 

integrating these methods is difficult due to the 

heterogeneity of the corresponding tools and 

systems. Coordinating these measures is essential 

to complement each other and provide security. 

 

The scale of security solutions was one of the other 

issues of concern. Challenges that may be realized 

as the volume of Big Data grows include the 

challenge of getting assurance of the ability of 

security measures to scale up without affecting the 

performance. Most traditional security tools have 

the challenge of dealing with volumes of data, 

especially from big data environments, which 

creates more gaps [2]. 

 

Another difficulty was to adhere to new and 

changing standards like GDPR and HIPAA. These 

regulations are as follows, and they are updated 

from time to time due to new security threats that 

need to be addressed by the organizations' security 

mechanisms. It also implies a constant evaluation 

of the security measures, their correspondence to 

the legislation, and the proper enforcement of those 

measures [3]. 

 

Finally, the identification of insider threat incidents 

and methods of countering them was considered 

risky and complex. Insider threats are well-planned 

and hard to identify as they are people within the 

organization. Security solutions that are routinely 

deployed are inadequate to detect such threats, so 

sophisticated surveillance and anomalous pattern 

detection are required to shield important 

Information from deliberate leaking by insiders 

[4]. 

 

Solutions and Recommendations 
Therefore, reasonable security measures are 

needed to counter the threat of complex 

integration, and employing the security approach 

in layers is advisable. The concept central to this 

approach is using multiple security controls 

coordinated in their operation. Encryption, access 

control, and intrusion detection are possible 

measures that can be applied in organizations to 

improve their security level and interconnect them 

systematically [5]. 

 
Concerning the scalability challenges, it is 

reasonable to recommend using cloud security 

technologies. Cloud providers provide several 

security tools for large-scale data security settings 

due to their efficiency. Some of these solutions can 

adjust the level of security to the amount of data 

incorporated to ensure that the level of protection 
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provided is satisfactory without decreasing the 

program's flexibility [6]. 

 

The protection of regulatory measures requires the 

formation of a compliance department. This team 

should frequently check changes in regulations in 

the country and modify the security policies as a 

result. The training and auditing activities should 

also be conducted regularly as they will help 

organizations comply with the new regulations and 

overall security [7]. 

 

To improve the systems for identifying and 

preventing insider threats, it is suggested that 

funding be allocated to improved behavior analysis 

and artificial intelligence. The mentioned 

technologies can enhance the performance of 

detecting and preventing suspicious actions to a 

large extent. The 'abnormal behavior' is identified 

through usage analysis, which may suggest an 

internal threat and necessary measures should be 

taken against it [21]. 

 

Conclusion 

Summary of Key Findings 
The project substantiated the necessity of 

encryption of Big Data, restricted access, and IDS 

for safeguarding environments of the same. AES 

encryption had a high level of efficacy in the 

effectiveness rate, which was achieved at 95 %, 

implying the importance of data security. The 

measures related to role-based access controls 

were discovered to work well, having a 90 percent 

effectiveness in ensuring that no unauthorized 

access should be allowed. Real-time security 

threats were handled and exposed on average 85% 

of the time by intrusion detection systems. The 

compliance audit simulations supported a 100 

percent success rate in meeting regulatory features; 

review and precisely timed audits must always be 

conducted to ensure compliance. 

 

Future Work 

The main area for future research should be the 

continued development of integration of security 

measures to ensure that the discussed security 

frameworks are more coherent and effective. Also, 

studies to discover the technologies that enhance 

the scalability of security solutions in Big Data will 

be essential. More research on sophisticated 

paradigms of behavior analysis and significant 

machine learning algorithms for identifying insider 

danger is also advised. Additional emphasis should 

be placed on sustaining and emerging with shifting 

regulations to conform to the highest level of 

security [5][6][7][8]. 
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