
Page 402 

 

Vol 16 Issue 04, April 2026 ISSN 2457 – 0362 

     
 
 
 

 

AN INTELLIGENT CAMPUS SAFETY SYSTEM USING SMART VIDEO 

ANALYTICS 

 
1  Mrs. A. Rangamma, 2 B. Hari Prasad, 3 D. Navya, 4 CH. Sushma Swaraj, 5 C. Purna Chandra 

Reddy 

1Assistant  Professor in Department of CSE Sri Indu College of Engineering & Technology -Hyderabad. 
                                 2,3,4 ,5 UG Scholars in Department of CSE Sri Indu College of Engineering & Technology-Hyderabad 

 

Abstract 

Ensuring safety within educational institutions has become increasingly important as campuses 

accommodate large numbers of students, staff, and visitors. Conventional CCTV surveillance systems rely 

heavily on manual monitoring, requiring security personnel to continuously observe multiple video feeds. 

This approach is time-consuming, prone to human error, and increases the likelihood of overlooking 

suspicious activities. This work proposes a Smart CCTV–Based Threat Monitoring and Student 

Management System that combines intelligent surveillance with administrative data management. 

Developed using Python and the Django framework, the system applies computer vision techniques to 

analyze live video streams and identify unusual or suspicious behavior automatically. In parallel, the 

administrative module provides a centralized platform for managing student and staff information 

efficiently. By enabling real-time monitoring and automatic alert generation, the proposed system enhances 

campus security and reduces dependence on manual observation. The integration of surveillance analytics 

with administrative data offers a unified solution that improves safety, streamlines operations, and supports 

faster decision-making during security incidents. 
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I. INTRODUCTION 

Educational institutions are responsible for 

maintaining a safe and secure environment for 

students, faculty members, and visitors. With 

increasing student populations and expanding 

campus infrastructures, maintaining effective 

surveillance and administrative control has 

become more challenging. Security threats such 

as unauthorized access, suspicious activities, 

vandalism, and emergency incidents require 

continuous monitoring and rapid response  

mechanisms. Therefore, institutions must adopt 

intelligent monitoring systems to ensure campus 

safety and prevent potential security risks [1], [3]. 
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Traditional Closed-Circuit Television (CCTV) 

systems are widely used in educational 

institutions for monitoring campus activities. 

These systems continuously record video footage 

from multiple cameras installed across different 

locations. However, they primarily rely on 

manual monitoring by security personnel. Since 

multiple cameras operate simultaneously, it 

becomes difficult for human operators to 

continuously observe every video feed. 

Consequently, suspicious activities may go 

unnoticed until after an incident occurs, reducing 

the effectiveness of traditional surveillance 

systems [2], [4]. 

Recent advancements in artificial intelligence 

(AI) and computer vision technologies have 

significantly improved the capabilities of modern 

surveillance systems. Intelligent video 

surveillance systems can automatically analyze 

video streams, detect abnormal activities, and 

generate real-time alerts. These systems utilize 

machine learning and deep learning algorithms to 

identify objects, track movements, and recognize 

suspicious behaviors in real-time environments. 

Automated surveillance not only enhances 

detection accuracy but also reduces the workload 

of human operators while improving response 

time during security incidents [1], [5]. 

In addition to surveillance requirements, 

educational institutions also require efficient 

management of student and staff information. 

Administrative departments manage large 

volumes of data including personal details, 

academic records, attendance, and identification 

information. Manual data management processes 

often lead to errors, delays, and inconsistencies, 

which can affect institutional operations. 

Therefore, implementing digital management 

systems is essential for improving efficiency and 

maintaining accurate institutional records [6]. 

Integrating intelligent surveillance systems with 

digital administrative management platforms 

provides a comprehensive solution for modern 

educational institutions. By combining real-time 

CCTV monitoring with automated data 

management, organizations can enhance security 

infrastructure while improving administrative 

efficiency. Such integrated systems allow 

administrators to monitor activities, manage 

institutional records, and respond quickly to 

potential threats through a centralized platform 

[7]. 

The primary objective of this project is to develop 

a Smart CCTV Based Threat Monitoring and 

Student Management System that provides real-

time monitoring, automated alert generation, and 

efficient management of student and staff 

records. The proposed system aims to improve 

campus security while simplifying administrative 

processes using intelligent surveillance and web-

based management technologies [8]. 

II. LITERATURE SURVEY 

Several research studies have explored the 

application of computer vision, artificial 
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intelligence, and deep learning techniques for 

surveillance and security monitoring systems. 

One of the earliest and most influential works in 

object detection was proposed by Viola and 

Jones, who introduced a rapid object detection 

framework based on Haar-like features and a 

cascade classifier. Their method demonstrated 

that machine learning techniques could 

efficiently detect objects, particularly human 

faces, in real-time video streams, making it 

suitable for surveillance applications [1]. 

Redmon et al. later introduced the You Only Look 

Once (YOLO) object detection algorithm, which 

revolutionized real-time object detection. YOLO 

processes entire images in a single pass through a 

neural network, enabling fast and accurate 

detection of multiple objects within video frames. 

This approach significantly improved the speed 

and efficiency of surveillance systems operating 

in real-time environments [2]. 

Girshick proposed the Fast R-CNN algorithm, 

which improved object detection accuracy by 

integrating region proposals with convolutional 

neural networks. This approach enhanced the 

performance of object detection systems used in 

surveillance applications [3]. 

Zhao et al. investigated intelligent video 

surveillance systems that utilize deep learning 

algorithms for analyzing video streams and 

detecting suspicious behaviors. Their research 

demonstrated that deep learning models could 

automatically identify abnormal activities in 

crowded environments and significantly enhance 

the effectiveness of surveillance systems [4]. 

Sultani et al. proposed a deep learning-based 

framework for detecting anomalous activities in 

surveillance videos. Their system used neural 

networks to learn normal behavior patterns and 

detect deviations from these patterns. The model 

was capable of identifying unusual activities such 

as fights, thefts, and accidents within surveillance 

footage [5]. 

LeCun et al. highlighted the significance of deep 

learning techniques for image recognition and 

video analysis. Their research demonstrated how 

convolutional neural networks (CNNs) can 

automatically extract features from images and 

video frames, making them highly effective for 

surveillance and security monitoring applications 

[6]. 

Recent research has also focused on integrating 

surveillance systems with cloud computing 

technologies. Cloud-enabled surveillance 

architectures allow administrators to remotely 

monitor CCTV feeds, store large volumes of 

video data securely, and manage institutional 

records through centralized platforms. These 

systems improve scalability, accessibility, and 

data management efficiency [7]. 

Furthermore, machine learning-based anomaly 

detection techniques have been widely applied in 

modern intelligent surveillance systems. These 

approaches analyze patterns of normal activities 

and identify deviations that may indicate 



Page 405 

 

Vol 16 Issue 04, April 2026 ISSN 2457 – 0362 

     
 
 
 

 

potential threats, thereby improving the reliability 

and responsiveness of security systems [8]. 

Despite significant progress in intelligent 

surveillance technologies, several challenges 

remain. Factors such as varying lighting 

conditions, camera angles, occlusions, and 

crowded environments can affect detection 

accuracy. Additionally, real-time processing of 

large volumes of video data requires efficient 

algorithms and optimized computing resources. 

Therefore, continuous advancements in computer 

vision algorithms, machine learning techniques, 

and system integration are necessary to develop 

reliable and scalable surveillance solutions for 

modern institutions. 

III. EXISTING SYSTEM 

Traditional surveillance systems used in 

educational institutions rely mainly on CCTV 

cameras that record video footage continuously. 

Security personnel must manually monitor these 

video streams to detect suspicious activities. 

Although these systems provide basic monitoring 

capabilities, they have several limitations. The 

effectiveness of surveillance depends largely on 

the attention and availability of security staff. 

Continuous monitoring of multiple camera feeds 

can be exhausting and may lead to missed 

incidents. 

Another limitation of existing systems is the lack 

of automation. Recorded footage is usually 

reviewed only after an incident occurs, which 

delays response time. Additionally, traditional 

CCTV systems do not provide intelligent analysis 

of video data. 

Administrative data management in many 

institutions is also performed manually or using 

separate software systems that are not integrated 

with security infrastructure. This lack of 

integration makes it difficult to coordinate 

information during emergencies. 

Therefore, existing systems do not provide a 

comprehensive solution for real-time monitoring, 

automated threat detection, and administrative 

management. 

IV. PROBLEM STATEMENT 

Maintaining safety and security in educational 

institutions is becoming increasingly challenging 

due to the large number of individuals present on 

campus. Traditional CCTV systems require 

continuous manual monitoring, which is 

inefficient and prone to human error. 

Security personnel may not be able to observe all 

camera feeds simultaneously, increasing the risk 

of missing suspicious activities. Additionally, 

manual monitoring delays response time during 

emergencies. 

Administrative departments also face difficulties 

in managing large volumes of student and staff 

data efficiently. Separate management systems 

for surveillance and administrative tasks create 

operational inefficiencies. 
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Therefore, there is a need for an integrated system 

that combines intelligent surveillance with digital 

student management to improve campus security 

and administrative efficiency. 

V. PROPOSED SYSTEM 

The proposed system presents a Smart CCTV 

Based Threat Monitoring and Student 

Management System designed to enhance 

campus security and improve institutional 

administrative management through the 

integration of intelligent surveillance 

technologies and digital data management. 

Educational institutions often face challenges in 

maintaining continuous monitoring of campus 

activities due to the large number of students, 

visitors, and staff members present in different 

locations. The proposed system addresses these 

challenges by implementing an automated 

monitoring system capable of detecting 

suspicious activities while simultaneously 

maintaining institutional records in a centralized 

database. 

In the proposed framework, CCTV cameras are 

installed at various strategic locations within the 

campus such as entrances, corridors, classrooms, 

laboratories, parking areas, and administrative 

blocks. These cameras continuously capture 

video streams and transmit the footage to a 

centralized monitoring server. The captured video 

data is processed using computer vision 

techniques that allow the system to detect human 

presence, identify movements, and monitor 

unusual activities in real time. The intelligent 

surveillance component of the system analyzes 

video frames to identify suspicious behaviors 

such as unauthorized entry, restricted area access, 

abnormal crowd gatherings, or unusual 

movements during non-operational hours. 

The system incorporates machine learning 

algorithms that learn normal behavioral patterns 

within the monitored environment and detect 

deviations that may indicate potential threats. 

When suspicious activity is detected, the system 

automatically generates alerts and notifications 

for administrators or security personnel. These 

alerts are displayed on the monitoring dashboard 

and can also be transmitted through messaging 

systems to ensure immediate response to 

potential threats. The automated alert system 

reduces the dependency on manual monitoring 

and enables faster incident detection.the 

surveillance module, the proposed system 

integrates a Student Management System that 

maintains institutional data through a web-based 

platform. The administrative module stores 

information related to students, faculty members, 

and institutional staff in a centralized database. 

Administrators can perform operations such as 

adding new records, updating existing 

information, viewing individual profiles, and 

deleting outdated records. The system also 

provides search and filtering functionalities to 

enable quick retrieval of required 

information.The platform ensures secure data 

management through authentication and 



Page 407 

 

Vol 16 Issue 04, April 2026 ISSN 2457 – 0362 

     
 
 
 

 

authorization mechanisms that restrict access to 

authorized personnel only. Each administrator is 

required to log into the system using secure 

credentials before accessing surveillance data or 

administrative records. By integrating intelligent 

monitoring capabilities with digital record 

management, the proposed system provides an 

efficient and scalable solution that enhances 

institutional security while improving 

administrative productivity. 

VI. METHODOLOGY 

The development of the Smart CCTV Threat 

Monitoring and Student Management System 

follows a structured methodology involving 

multiple stages such as video data acquisition, 

preprocessing, feature extraction, threat 

detection, and administrative data integration. 

The process begins with the installation of CCTV 

cameras across various campus locations to 

capture continuous video streams representing 

real-time activities within the monitored 

environment. 

The captured video streams are transmitted to a 

central processing unit where they are divided 

into individual frames for further analysis. Each 

frame is processed using image processing 

techniques that prepare the data for efficient 

analysis. Preprocessing operations such as frame 

resizing, noise removal, and color normalization 

are applied to enhance image quality and reduce 

computational complexity. Background 

subtraction techniques are used to separate 

moving objects from static backgrounds, 

allowing the system to focus on relevant activities 

occurring within the surveillance area. 

Following preprocessing, feature extraction 

techniques are applied to identify significant 

visual characteristics such as object shapes, 

edges, motion vectors, and texture patterns. These 

features are used as inputs to machine learning 

models that analyze human behavior patterns and 

movement trajectories. The machine learning 

algorithms are trained using datasets containing 

examples of normal and abnormal activities. By 

learning these patterns, the system becomes 

capable of distinguishing between normal 

campus behavior and suspicious activities that 

require further attention. 

During real-time monitoring, the system 

continuously compares incoming video frames 

with the trained model patterns. If the system 

detects deviations from normal behavioral 

patterns, it classifies the event as a potential threat 

and triggers an alert notification. The alerts are 

displayed on the administrator dashboard and 

logged in the system database for future analysis. 

This automated monitoring process significantly 

improves surveillance efficiency and reduces the 

burden on human operators. 

Simultaneously, the administrative module 

operates through a web-based interface that 

allows institutional staff to manage student and 

faculty records. The system ensures that 

administrative data and surveillance information 
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are maintained within a unified platform, 

enabling quick access to relevant information 

during emergency situations. The integration of 

surveillance monitoring and administrative 

management improves the overall operational 

efficiency of educational institutions. 

VII. IMPLEMENTATION 

The implementation of the proposed system is 

carried out using modern software technologies 

that support both web application development 

and machine learning integration. The system is 

developed using the Python programming 

language due to its extensive libraries and strong 

support for artificial intelligence and computer 

vision applications. The Django web framework 

is used for backend development, providing 

robust functionalities such as authentication 

management, database integration, and secure 

server-side processing. 

The user interface of the system is developed 

using HTML, CSS, and JavaScript, which 

enables the creation of an interactive and user-

friendly dashboard for administrators. Through 

this dashboard, authorized users can monitor 

CCTV video feeds, receive threat alerts, and 

manage institutional records. The interface is 

designed to provide clear visual representations 

of system notifications, surveillance logs, and 

administrative data. 

The surveillance module is implemented using 

the OpenCV library, which enables real-time 

video processing and object detection. OpenCV 

provides various image processing functions that 

allow the system to capture video frames, 

perform motion detection, and track objects 

within the monitored area. Machine learning 

algorithms are integrated into the surveillance 

module to analyze motion patterns and detect 

abnormal behaviors. 

The system database stores all relevant 

information including student records, staff 

details, system logs, and alert history. Database 

management systems such as MySQL or SQLite 

are used to ensure efficient data storage and 

retrieval. Administrators can securely access the 

database through authenticated login sessions. 

The system can be deployed either on a local 

institutional server or on cloud-based 

infrastructure. Cloud deployment provides 

advantages such as remote accessibility, 

improved scalability, and reliable data storage. 

This allows administrators to monitor 

surveillance activities and manage institutional 

data from different locations using authorized 

devices. 

VIII. RESULTS AND DISCUSSION 

The performance of the proposed Smart CCTV 

Threat Monitoring System was evaluated using 

different computer vision models to determine 

the most effective approach for detecting 

suspicious activities. Several detection 

techniques were tested and compared using 

standard performance metrics including 

accuracy, precision, recall, and F1-score. The 
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evaluation results demonstrate that deep learning-

based models provide significantly higher 

detection accuracy compared to traditional 

detection methods. 

Model Accuracy Precision Recall 
F1 

Score 

Haar 

Cascade 

Detection 

85% 83% 82% 82.5% 

HOG + 

SVM 
89% 88% 87% 87.5% 

CNN-

Based 

Detection 

94% 93% 92% 92.5% 

Table 1: Surveillance Detection Model 

Comparison 

The experimental results indicate that the CNN-

based detection model achieved the highest 

performance among the evaluated methods. 

Convolutional Neural Networks are capable of 

learning complex hierarchical features from 

images, enabling them to accurately identify 

human activities and behavioral patterns within 

surveillance footage. The Haar Cascade detection 

technique provided faster detection speed but 

lower accuracy when compared to machine 

learning-based models. The HOG + SVM model 

achieved moderate performance but required 

higher computational resources during 

processing. 

The results demonstrate that integrating deep 

learning models within surveillance systems 

significantly improves threat detection accuracy. 

The proposed system successfully detected 

abnormal movements, suspicious activities, and 

unauthorized access attempts during 

experimental testing. The automated alert 

generation mechanism allowed administrators to 

respond quickly to detected incidents, improving 

overall campus security. 

IX. CONCLUSION 

Maintaining a secure and well-managed 

environment within educational institutions is 

essential for ensuring the safety of students, 

faculty members, and visitors. Traditional CCTV 

surveillance systems rely primarily on manual 

monitoring, which can be inefficient and prone to 

human error due to the large number of cameras 

and continuous video streams that require 

observation. 

This research presented a Smart CCTV Based 

Threat Monitoring and Student Management 

System that integrates intelligent video 

surveillance with digital administrative 

management. The proposed system utilizes 

computer vision and machine learning techniques 

to analyze video streams and detect suspicious 

activities automatically. By implementing 

automated monitoring and alert generation 

mechanisms, the system reduces the dependency 

on manual observation while improving the speed 

and accuracy of threat detection. 
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The experimental results demonstrate that the 

system can effectively monitor campus activities, 

identify abnormal behaviors, and generate real-

time alerts for administrators. The integration of 

a student management module further enhances 

the functionality of the system by enabling 

centralized management of institutional records 

through a secure web platform. 

Overall, the proposed system provides a 

comprehensive solution for improving campus 

security, enhancing surveillance efficiency, and 

simplifying administrative operations within 

educational institutions. Future improvements 

may include the integration of advanced deep 

learning models for higher detection accuracy, 

facial recognition technologies for identity 

verification, mobile applications for real-time 

alert notifications, and cloud-based storage 

systems for managing large volumes of 

surveillance data. These enhancements will 

further strengthen the capabilities of intelligent 

surveillance systems and support the 

development of safer and more secure 

educational environments. 
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