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Abstract 

Graphical password authentication systems signify a contemporary evolution in user 

verification, shifting away from traditional alphanumeric passwords towards image-based 

authentication. This novel method involves users engaging with an image grid, replacing the 

act of typing a password.  

The limitations of alphanumeric passwords, being either susceptible to hacking or challenging 

for users to memorize, have spurred the development of modern, more memorable secret phrase 

authentication systems. However, these newer methods come with their own vulnerabilities, 

susceptible to brute-force and phishing attacks. 

The conventional username-password authentication systems, while widely used, exhibit 

various weaknesses that render them susceptible to security breaches and attacks. The 

dichotomy between the vulnerability of alphanumeric passwords and the drawbacks of modern, 

easily memorable authentication methods underscores the ongoing pursuit of more robust and 

user-friendly authentication systems.  

1 .  INTRODUCTION 

  

1.1 PROBLEM STATEMENT 

Design a graphical password authentication system using images where users select and 

arrange a set of personalized images in a specific sequence to gain access, enhancing security 

and user engagement compared to traditional text-based passwords. 

 1.2 OBJECTIVES  

The objective of this project:  

   Develop a Robust Graphical Password Authentication System  

   Enhance User Experience and Usability  

   Mitigate Security Vulnerabilities 

 1.3 MOTIVATION  

The need to address the limitations of traditional alphanumeric passwords. Alphanumeric  

passwords are often challenging to remember and susceptible to various security risks. By 

exploring graphical password authentication, which leverages the human brain's ability to 
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recall images better than text, this project aims to create a more secure, user-friendly, and 

memorable authentication system. The goal is to enhance user experience, reduce security 

vulnerabilities, and promote a safer and engaging approach to user authentication in the digital 

age.  

 1.4 STRUCTURE 

The modern digital landscape demands a fundamental rethinking of user authentication 

methods, seeking a delicate balance between robust security measures and user-friendly 

experiences. This project serves as an expedition into the realm of graphical password 

authentication systems—an innovative departure from the conventional alphanumeric 

password paradigm. Amidst the vulnerabilities and limitations inherent in traditional password 

systems, the evolution towards graphical authentication signifies a paradigm shift, replacing 

the act of inputting passwords with the engagement of images within an interactive grid. This 

exploration aims to delve deeply into the evolution, strengths, vulnerabilities, and future 

trajectories of these novel authentication systems. 

Systems like conventional password systems such as wordbased password system, graphical 

system are commonly used for authentication. But these systems are susceptible to dictionary 

attack, shoulder surfing attack, accidental login. Hence the word-based Shoulder surfing 

resistant graphical password schemes have been proposed. The shoulder surfing attack is an 

attack where illegal user can get authorized user’s password by observing over his shoulder 

when he enters his password. Though, as most handlers are more aware with word-based 

passwords than graphical passwords.  

The existing word-based shoulder surfing resistant graphical password systems are not secured 

and effective enough Another vulnerability attack regarding textual password is keyloggers. In 

Keyloggers any key pressed by the user is monitored by unauthorized users. A keylogger can 

be either software or hardware. By using Keylogger a person can steal the victim’s personal 

information, transmission can be interrupted by hackers, it can prove very dangerous for people 

who are using online cash sites, or when they are typing their passwords. In various proposed 

system, the user can simply and efficiently login to the system without using any keyboard. It 

is very relaxed for the user to login. It has become very hard to guess the password because of 

text and color combination.  

The systems provide extra security. Most of the authentication system now-a-days uses a 

combination of username and password for authentication. Due to the restriction of human 

memory, most users incline to select short or simple passwords which are easy to recall. 

Graphical passwords use images rather than word-based passwords and are comparatively 
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inspired by the fact that users can recall pictures more simply than a string of characters. A 

graphical password is an validation method where the user have to pick from images, in a 

certain order, accessible in a graphical user interface. Graphical passwords may provide 

improved security than word-based passwords because various individuals, in an attempt to 

remember word-based passwords, use basic words. In various proposed systems one time 

passwords are used for security purpose. An OTP is a set of characters that can act as a form 

identity for one time only. Once the password is used, it cannot be used for any extra 

authentication. Even if the hacker gets the password, it is possible that it was previously used 

once, as it was being conveyed, therefore unusable to the hacker. Another way used for 

providing increased security is session passwords. Session passwords are passwords that are 

used only once. When the session is completed, the session password is no more useful. For 

every single login procedure, users input dissimilar password. 

2 .  LITERATURE SURVEY 

[1] In Dec 2009 author H. Gao proposed graphical password scheme using color login. In this 

color login uses background color which decrease login time. Possibility of accidental login is 

high and password is too short. The system developed by Sobrado is improved by combining 

text with images or colors to generate session passwords for authentication. Session passwords 

can be used only once and every time a new password is generated. The advantages of this 

system is that it reduces the login time, session passwords are also generated to improve 

security. The disadvantage of this system is that it the possibility of accidental login is high and 

password is too short. 

[2] In this paper M. Sreelatha proposed Hybrid Textual Authentication Scheme. This scheme 

uses colors and user has to rate the colors in registration phase. During login phase four pairs 

of colors and 8*8 matrix will be displayed. As the color rating given by the user, the password 

will generate. First color shows row number and second shows column number of the grid. The 

drawback of this system is intersecting element is the first letter of the password. The user has 

to memorize the rating and order of the colors. So it becomes very hectic to user. The benefit 

of this system is that it is flexible and simple to use.  

[3] A hybrid graphical password based method is advised, which is a mixture of recognition 

and recall based methods having many advantages as compare to existing systems and more 

suitable for the user. In this system the user draws the selected object which is then stored in 

the database with the specific username. Objects may be symbols, characters, auto shapes, 

simple daily seen objects etc. Then the user draws pre-selected objects as his password on a 
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touch sensitive screen with a mouse. Then the system performs preprocessing. Then after stroke 

merging, the system constructs the hierarchy then the next step is sketch simplification, then 

the three types of features are extracted from the sketch drawn by the user. The last step is 

called hierarchical matching. The plus point of this system is it’s a combination of recognition 

and recall based technique, hence provides flexibility. This system performs some complex 

actions like pre-processing, stroke merging. So it can be a weakness of this system.  

[5] Authors proposed a system in which password scheme uses colors and text for generating 

session password. They have introduced a session password scheme in which the passwords 

are used only once for each session and when session is completed the password is no longer 

in use. In this system two session password schemes pair-based textual authentication scheme 

and color code-based authentication scheme are introduced In the pair based textual 

authentication scheme the user submits his password during the registration. The password 

should contain number of characters. When the user enters login an interface containing of a 

grid is showed during the login phase. The grid is of size 6 x 6 and it contains of alphabets and 

numbers. These are randomly placed on the grid and the interface changes every time. 

Depending upon the password which is submitted during the registration phase, user has to 

enter the password. Users have to consider his password in terms of pairs. In the color code 

based scheme, the user has to get his password with the help of colors. During registration 

phase, user should fill up all his information and also rate colors. The merit of this system is it 

provides much better security. Demerit of the system is sometimes users may consider wrong 

password as they are supposed to consider the password in terms of pair. 

[6] Authors proposed a scheme which mainly focuses on shoulder surfing. In this system, they 

proposed a new clickbased color password scheme called Color Click Points (CCP). It can be 

viewed as a combination of Pass-Points, Pass faces, and Story. A password consists of one 

click-point per Color for a sequence of Colors. The next Color displayed is built on the previous 

click-point. In this proposed scheme, we propose an improved text-based shoulder surfing 

resistant graphical password scheme by using colors. In the proposed scheme, the user can 

easily and efficiently login system. 

[7] Recent research has explored advanced authentication techniques integrated with graphical 

systems. Li et al. (2018) proposed a hybrid authentication method combining graphical 

passwords with biometric authentication to enhance security without compromising usability. 

Their study showcased promising results in improving the resilience of graphical systems 

against various attacks. 
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[8] Studies by Li and Li (2021) provided an overview of emerging threats targeting graphical 

password systems, including advanced phishing techniques and machine learning-based 

attacks. Moreover, ongoing research by Wang et al. (2022) focused on leveraging machine 

learning algorithms to enhance the robustness of graphical authentication against evolving 

cyber threats. 

3 . SYSTEM DESIGN 

3.1 Graphical password authentication design 

The system design for “Graphical password authentication system” Each of these components 

forms a crucial part of the system's architecture and functionality, contributing to a seamless 

user experience and efficient system operation. 

  

 

Fig 3.1 - Graphical password authentication design 

 

User Management: 

The system involves the management of user-related actions such as registration, login, and 

logout. This includes authentication processes and user session management. 

Image and Pattern Selection: 

This section pertains to the functionality where users can select images and patterns, possibly 

for profile customization or other features within the system. 

Registration Process: 



Volume 14, Issue 01, Jan 2024 ISSN 2457-0362 Page 72 

 

 
 

This outlines the steps and processes involved in user registration, including validation, storing 

user details in the database, and confirming successful registration. 

Login Mechanism: 

Details the login process, including user authentication, session establishment, and redirection 

to the homepage upon successful authentication. 

Database Architecture: 

The system relies on a database structure to store user information, images, patterns, and any 

other relevant data. This includes considerations for data storage, retrieval, and management. 

Homepage Design and Functionality: 

Describes the layout, features, and functionalities available on the homepage once a user 

successfully logs in. It may include personalized content, navigation options, and interactive 

elements. 

Logout Functionality: 

Explains the steps taken when a user initiates logout, such as clearing session data, logging out 

from the system, and redirecting to a designated page or login screen.Graphical password 

authentication systems (GPAS) offer a promising alternative to traditional text-based password 

authentication, employing images instead of characters to verify a user's identity. This approach 

aims to address the limitations of text-based passwords, which are vulnerable to guessing 

attacks, shoulder surfing, and memorability issues. 

One of the primary advantages of GPAS lies in its enhanced security. Unlike text-based 

passwords, which can be easily guessed or stolen, images provide a larger and more complex 

information space, making it significantly more difficult for an attacker to crack a user's 

password. Additionally, GPAS are less susceptible to shoulder surfing, as users do not need to 

enter their passwords in plain text. 

3.2 UML DIAGRAMS 

A Unified Modeling Language (UML) diagram is a visual representation of a system or 

software application. It can be used to model the structure, behavior, and interactions of a 

system. UML diagrams are used to improve communication, reduce errors, and increase 

productivity. They are also supported by many software development tools, which makes it 

easy to create and share them with others. Some of the benefits of using UML diagrams include 

improved communication, reduced errors, increased productivity. 

UML diagrams are a standardized way of representing the structure, behavior, and interactions 

of a software system or other complex system. They are created using a set of graphical 
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symbols and notations, and they can be used to communicate design ideas, document 

requirements, and generate code. 

Overall,UML diagrams are a valuable tool for software engineers and system analysts. They 

can be used to improve communication, reduce errors, increase productivity, and improve 

understanding ofcomplexsystem 

3.2.1 CLASS DIAGRAM 

 

 

fig 3.2.1- Class Diagram 

In software engineering, a class diagram in the Unified Modeling Language (UML) is a type 

of static structure diagram that describes the structure of a system by showing the system's 

classes, their attributes, operations (or methods), and the relationships among the classes. It 

explains which class contains which information.  

 

3.2.2 USECASE DIAGRAM 

 

            

   fig 4.2.2-Usecase Diagram 

A use case diagram in the Unified Modeling Language (UML) is a type of behavioral diagram 

defined by and created from a Use-case analysis. Its purpose is to present a graphical overview 
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of the functionality provided by a system in terms of actors, their goals (represented as use 

cases), and any dependencies between those use cases. 

4 . OUTPUT SCREEN 

4.1 Homepage -  

 

  

  SS 4.1- Homepage 

 

4.2 Registration –  

 

 

SS 4.2.1 – Registration 
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                SS 4.2.2 - Registration Pattern 

4.3 Login –  

 

                                                       SS 4.3.1 – Login 

 

                                                        SS 4.3.2 - Login Pattern 
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4.4 Dashboard -  

 

SS 4.4.1 --Dashboard 

5 .  CONCLUSION 

In the realm of digital security, user authentication stands as the guardian of one's digital assets 

and privacy. However, traditional authentication methods involving textual passwords or PINs 

often fall prey to shoulder surfing attacks, particularly in public settings. The vulnerability 

arises from the need to physically input these passwords, leaving them susceptible to exposure 

through visual interception or recording devices. To address this critical vulnerability, our 

proposal introduces a novel approach - a Graphical Password Authentication System 

leveraging image patterns instead of traditional alphanumeric codes. By harnessing a color 

schema, our system offers a visually intuitive and robust alternative to conventional textual 

passwords, mitigating the risks associated with shoulder surfing attacks.This graphical 

authentication paradigm not only enhances security but also provides users with a more user-
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friendly and secure means of accessing their digital assets, ensuring confidentiality and 

safeguarding against unauthorized access. 

 

6 . FUTURE ENHANCEMENTS 

• Multi-Factor Authentication (MFA): 

  Implement a multi-factor authentication approach that combines graphical passwords 

with other authentication factors like SMS codes, email verification, or hardware tokens to 

enhance security..  

 • Machine Learning and Behavioral Analysis:  

Utilize machine learning algorithms to analyze user behavior and patterns when 

creating graphical passwords. This can help detect anomalies or suspicious activities, adding 

an additional layer of security 
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