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ABSTRACT 

Cognitive computing over big data brings more development opportunities for enterprises and organizations in 

industrial informatics, and can make better decisions for them when they face data security challenges. To satisfy 

the requirement of real-time data storage in industrial Internet of things (IoT), the remote unconstrained storage 

cloud is usually used to store the generated big data. However, the characteristic of semi-trust of the cloud service 

provider (CSP) determines that the data owners will worry about whether the data stored in cloud computing has 

been corrupted. In this paper, a secure storage auditing is proposed, which supports efficient key updates and can 

be well used in cognitive industrial IoT environment. Moreover, the proposed basic auditing can be extended to 

support batch auditing that is suitable for multiple end devices to audit their data blocks simultaneously in practice. 

In addition, a hybrid data dynamics method is proposed, which employs a hash table to store the data blocks and 

uses a linked list to locate the operated data block. Compared with previous methods, the data block location time 

in the proposed data dynamics can be reduced by 40%. The security analysis results demonstrate that the proposed 

scheme can be proved to be correct, and is secure under CDH and DL assumptions. 

INTRODUCTION 

The emergence of cognitive computing in the realm of big data has revolutionized industrial informatics, 

presenting new opportunities for enterprises and organizations to harness vast amounts of data for insightful 

decision-making. Cognitive computing systems, characterized by their ability to simulate human thought 

processes, are integral in processing and analyzing big data, leading to actionable insights that drive business 

strategies. In the context of the Industrial Internet of Things (IIoT), this capability becomes paramount as it enables 

real-time data analysis and decision-making, thereby optimizing industrial operations and enhancing efficiency. 

The IIoT environment is marked by the interconnectedness of various industrial devices and systems, generating 

massive amounts of data that need to be stored, processed, and analyzed. Given the volume and velocity of data 

generated, traditional storage solutions are often inadequate, leading to the adoption of remote cloud storage 

solutions. Cloud storage offers scalability, flexibility, and cost-effectiveness, making it an ideal choice for 

managing big data in industrial settings. However, despite its advantages, cloud storage also presents significant 

challenges, particularly concerning data security and integrity. 

One of the primary concerns with cloud storage is the semi-trusted nature of cloud service providers (CSPs). 

While CSPs offer robust infrastructure and services, they cannot always be fully trusted to maintain the 

confidentiality and integrity of the data. This semi-trust characteristic raises apprehensions among data owners 

regarding potential data corruption, unauthorized access, and data breaches. Ensuring the security and integrity of 

data stored in the cloud is thus a critical issue that needs to be addressed to fully realize the benefits of cloud 

computing in industrial IoT. In response to these challenges, this paper proposes a secure storage auditing 

mechanism designed specifically for the cognitive industrial IoT environment. The proposed solution aims to 

ensure data integrity and security through efficient key updates and supports batch auditing for multiple end 

devices. The batch auditing capability is particularly beneficial in industrial settings where numerous devices 

generate data simultaneously, necessitating an efficient and scalable auditing solution. 

Furthermore, the proposed system introduces a hybrid data dynamics method that enhances the efficiency of data 

block operations. By employing a hash table to store data blocks and a linked list to locate operated data blocks, 
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the proposed method significantly reduces data block location time compared to previous approaches. This 

improvement is crucial in ensuring that the auditing process does not become a bottleneck in the overall data 

management workflow. The security analysis of the proposed scheme demonstrates its robustness and correctness, 

providing assurance that it can withstand various security threats. The scheme's security is grounded on the 

Computational Diffie-Hellman (CDH) and Discrete Logarithm (DL) assumptions, which are well-established in 

cryptographic literature. 

LITERATURE SURVEY 

The concept of cloud storage auditing has been extensively explored in the literature, with numerous studies 

proposing various mechanisms to ensure data integrity and security. Early works in this domain primarily focused 

on the development of protocols that allow data owners to verify the integrity of their data stored in the cloud 

without retrieving the entire dataset. These protocols, often referred to as Provable Data Possession (PDP) and 

Proof of Retrievability (PoR), laid the foundation for subsequent advancements in cloud storage auditing. Ateniese 

et al. (2007) introduced the concept of PDP, which allows a client to verify the integrity of their data stored in an 

untrusted server. The protocol involves generating probabilistic proofs of possession by sampling random sets of 

blocks from the server, significantly reducing the communication overhead. Juels and Kaliski (2007) proposed 

the PoR model, which extends the PDP concept by ensuring that the server not only possesses the data but can 

also recover the entire dataset. 

Subsequent research has focused on enhancing the efficiency and security of these protocols. Wang et al. (2010) 

proposed a dynamic PDP scheme that supports updates to the stored data, addressing the limitation of static data 

in earlier PDP models. This scheme employs a Merkle Hash Tree (MHT) structure to support efficient dynamic 

operations while ensuring data integrity. In the context of batch auditing, several studies have proposed methods 

to enable the simultaneous auditing of multiple data blocks or files. Wang et al. (2013) introduced a privacy-

preserving public auditing scheme for shared data in the cloud, allowing multiple users to audit the data without 

compromising privacy. This scheme uses a homomorphic authenticator and random masking to ensure that the 

TPA does not learn any information about the data content during the auditing process.  

The integration of secure key management with storage auditing has also been a topic of significant interest. Yuan 

and Yu (2013) proposed a public auditing scheme with efficient key updates, addressing the challenge of key 

management in dynamic cloud storage environments. This scheme employs a key rotation mechanism to ensure 

forward and backward security, making it suitable for long-term data storage. In recent years, the focus has shifted 

towards developing more efficient and scalable auditing solutions that cater to the specific needs of industrial IoT 

environments. Liu et al. (2018) proposed a lightweight and secure storage auditing scheme for IIoT, which utilizes 

a hash tree structure and batch verification to enhance efficiency. This scheme is designed to handle the high data 

generation rate and resource constraints typical in IIoT scenarios. The proposed scheme in this paper builds on 

these existing works by introducing a secure storage auditing mechanism with efficient key updates and batch 

auditing capabilities tailored for cognitive industrial IoT environments. The hybrid data dynamics method 

employed in the proposed scheme addresses the inefficiencies in data block location, further enhancing the overall 

performance of the auditing process. 

PROPOSED SYSTEM 

The proposed secure storage auditing system is designed to address the unique challenges of the cognitive 

industrial IoT environment. It aims to ensure the integrity and security of data stored in the cloud through efficient 

auditing mechanisms and key management strategies. The system incorporates a key rotation mechanism that 

ensures the security of encryption keys over time. This mechanism supports forward and backward security, 

preventing potential threats arising from key exposure. By regularly updating encryption keys, the system 

mitigates the risk of unauthorized access and ensures that past data remains secure even if a current key is 

compromised. 

To cater to the high data generation rate in industrial IoT environments, the proposed system supports batch 

auditing. This feature allows multiple data blocks from different end devices to be audited simultaneously, 

significantly reducing the computational and communication overhead. Batch auditing leverages homomorphic 

authenticators and random masking techniques to ensure that the privacy of the data is maintained during the 

auditing process. The proposed system employs a hybrid data dynamics method to optimize data block operations. 

A hash table is used to store the data blocks, providing a fast and efficient way to manage the data. A linked list 

is used to locate the operated data blocks, reducing the time required for data block location by 40% compared to 

traditional methods. This hybrid approach ensures that the auditing process does not hinder the overall data 

management workflow. 
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The security of the proposed system is grounded on the Computational Diffie-Hellman (CDH) and Discrete 

Logarithm (DL) assumptions. These assumptions are well-established in cryptographic literature and provide a 

robust foundation for ensuring the correctness and security of the auditing process. The system includes 

mechanisms for generating and verifying proofs of data possession, ensuring that data integrity is maintained even 

in the presence of malicious adversaries. The system is designed to seamlessly integrate with cognitive computing 

frameworks used in industrial IoT environments. This integration enables real-time data analysis and decision-

making, enhancing the overall efficiency and effectiveness of industrial operations. By leveraging cognitive 

computing capabilities, the proposed system can identify potential security threats and anomalies in the data, 

providing an additional layer of security. 

METHDOLOGY 

The system initialization phase involves setting up the cryptographic parameters, generating the initial encryption 

keys, and configuring the hash table and linked list structures for data storage. This phase also includes the 

integration of the system with the cognitive computing framework used in the industrial IoT environment. During 

the data storage and encryption phase, data generated by the IoT devices is encrypted using the current encryption 

keys and stored in the cloud. The encrypted data blocks are indexed and stored in the hash table, while the linked 

list structure is used to keep track of the locations of the operated data blocks. This organization ensures efficient 

data management and retrieval during the auditing process. The system regularly updates the encryption keys 

using a key rotation mechanism. This process involves generating new keys and re-encrypting the data blocks 

with the new keys. The key rotation mechanism ensures that the security of the data is maintained over time, 

preventing potential threats arising from key exposure. 

The batch auditing process involves generating and verifying proofs of data possession for multiple data blocks 

simultaneously. The system uses homomorphic authenticators and random masking techniques to ensure the 

privacy and integrity of the data during the auditing process. The batch auditing process is designed to be efficient 

and scalable, catering to the high data generation rate in industrial IoT environments. The hybrid data dynamics 

method is employed to manage data block operations. The hash table provides a fast and efficient way to store 

and retrieve data blocks, while the linked list structure ensures quick location of operated data blocks. This method 

reduces the time required for data block location by 40%, enhancing the overall performance of the auditing 

process. 

The security verification phase involves validating the correctness and security of the auditing process using the 

CDH and DL assumptions. The system generates and verifies proofs of data possession, ensuring that data 

integrity is maintained even in the presence of malicious adversaries. This phase also includes monitoring the 

system for potential security threats and anomalies, leveraging the cognitive computing capabilities integrated 

into the system. 

RESULTS AND DISCUSSIONS 

The proposed secure storage auditing system was evaluated in a cognitive industrial IoT environment to assess its 

performance and security. The evaluation focused on several key metrics, including data block location time, 

auditing efficiency, and security robustness. The hybrid data dynamics method demonstrated a significant 

reduction in data block location time, with a 40% improvement compared to traditional methods. This reduction 

is attributed to the efficient organization of data blocks using the hash table and linked list structures. The 

improvement in data block location time ensures that the auditing process does not become a bottleneck in the 

overall data management workflow. 

The batch auditing process was found to be highly efficient, capable of auditing multiple data blocks 

simultaneously with minimal computational and communication overhead. The use of homomorphic 

authenticators and random masking techniques ensured that the privacy and integrity of the data were maintained 

during the auditing process. The batch auditing capability is particularly beneficial in industrial IoT environments, 

where numerous devices generate data simultaneously. 
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Fig 1: Results screenshot 1 

 

Fig 2: Results screenshot 2 
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Fig 3: Results screenshot 3 

 

Fig 4: Results screenshot 4 
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Fig 5: Results screenshot 5 

 

Fig 6: Results screenshot 6 
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Fig 7: Results screenshot 7 

 

Fig 8: Results screenshot 8 
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Fig 9: Results screenshot 9 

 

Fig 10: Results screenshot 10 



Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 951 

 

 
 

 

Fig 11: Results screenshot 11 

 

Fig 12: Results screenshot 12 
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Fig 13: Results screenshot 13 

 

Fig 14: Results screenshot 14 
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Fig 15: Results screenshot 15 

 

Fig 16: Results screenshot 16 

The security analysis of the proposed system demonstrated its robustness against various security threats. The 

system's security is grounded on the CDH and DL assumptions, providing a strong foundation for ensuring the 

correctness and security of the auditing process. The key rotation mechanism further enhances the security by 

preventing potential threats arising from key exposure. overall, the proposed secure storage auditing system offers 

a comprehensive solution for ensuring the integrity and security of data stored in the cloud in cognitive industrial 

IoT environments. The efficient key management, batch auditing capability, and hybrid data dynamics method 

enhance the overall performance and scalability of the system. The integration with cognitive computing 

frameworks further strengthens the system's security, making it a suitable choice for industrial IoT applications. 

CONCLUSION 



Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 954 

 

 
 

In this paper, we propose a secure storage auditing scheme with efficient key updates for cognitive industrial IoT 

environment. Moreover, the proposed auditing in this paper can be extended to support batch auditing, which 

highly improves the efficiency of multiple users data auditing. Note that the data index in this paper is composed 

of a hash table and a liked index list, which reduces the time cost of the data dynamics by 40% compared with 

previous schemes. In addition, the security analysis shows that the proposed scheme is proved to be correct and 

secure. The performance analysis indicates that the proposed scheme can be performed with low computational 

cost, which is suitable for the lightweight end devices in cognitive industrial IoT. 
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