International Journal For Advanced Research
In Science & Technology

IJS'I‘ RGN SAET OB
A DEEP LEARNING-BASED EFFICIENT FIREARMS
MONITORING TECHNIQUE FOR BUILDING SECURE SMART

CITIES
Gali Ramesh Kumar, Peddireddy Naga Venkatesh
Associate professor, (2285351086)
Department of MCA Department of MCA
grkbvrice@gmail.com venkateshpeddireddy2017@gmail.com
B V Raju College, Bhimavaram B V Raju College, Bhimavaram

ABSTRACT

Violence, in any form, is a disgrace to our civilized world. Nevertheless, even in modern times, violence is an integral
part of our society and causes the deaths of many innocent lives. One of the conventional means of violence is using
a firearm. Firearm-related deaths are currently a global phenomenon. It is a threat to society and a challenge to law
enforcement agencies. A significant portion of such crimes happen in semi-urban areas or cities. Governments and
private organizations use CCTV-based surveillance extensively today for prevention and monitoring. However,
human-based monitoring requires a significant amount of person-hours as a resource and is prone to mistakes. On the
other hand, automated smart surveillance for violent activities is more suitable for scale and reliability. The paper’s
main focus is to showcase that deep learning-based techniques can be used in combination to detect firearms
(particularly guns). This paper uses different detection techniques, such as Faster Region-Based Convolutional Neural
Networks (Faster RCNN) and the latest EfficientDet-based architectures for detecting guns and human faces. An
ensemble (stacked) scheme has improved the detection performance to identify human faces and guns at the post-
processing level using Non-Maximum Suppression, Non-Maximum Weighted, and Weighted Box Fusion techniques.
This paper has empirically discussed the comparative results of various detection techniques and their ensembles. It
helps the police gather quick intelligence about the incident and take preventive measures at the earliest. Also, the
same technique can be used to identify social media videos for gun-based content detection. Here, the Weighted Box
Fusion-based Ensemble Detection Scheme provides mean average precisions 77.02%, 16.40%, 29.73% for the
mAP0.5, mAP0.75 and mAP[0.500.95], respectively. The results achieve the best performance among all the
experimented alternatives. The model has been rigorously tested with unknown test images and movie clips. The
obtained ensemble schemes are satisfactory and consistently improve over primary models.

Keywords: firearm detection, deep learning, surveillance, violence prevention, efficientdet, faster rcnn, ensemble
detection

INTRODUCTION

Violence, in any form, is a disgrace to our civilized world. Despite the advancements and progress we've made as a
society, the scourge of violence continues to plague our communities, claiming the lives of countless innocent
individuals [1]. Among the various forms of violence, the use of firearms stands out as a particularly alarming and
pervasive issue [2]. Firearm-related deaths have become a global phenomenon, posing a significant threat to societal
safety and presenting a formidable challenge to law enforcement agencies worldwide [3]. In many cases, these tragic
incidents occur within the confines of semi-urban areas or densely populated cities, amplifying the urgency for
effective preventative measures [4]. To address the pressing need for enhanced security and surveillance, governments
and private organizations have turned to Closed-Circuit Television (CCTV)-based monitoring systems as a primary
tool for prevention and surveillance [5]. While CCTV surveillance offers valuable insights and real-time monitoring
capabilities, it also presents inherent limitations, particularly when reliant on human operators for monitoring and
analysis [6]. Human-based monitoring necessitates a substantial allocation of personnel resources and is susceptible
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to human error and oversight [7]. Moreover, the sheer scale of monitoring required in urban environments makes
manual surveillance impractical and inefficient [8].

In contrast, automated smart surveillance systems hold significant promise for enhancing the efficiency and reliability
of monitoring activities, especially in the context of detecting violent incidents involving firearms [9]. Leveraging
advancements in deep learning-based techniques, this paper aims to demonstrate the effectiveness of utilizing
automated surveillance systems for firearms detection, particularly in urban settings [10]. By harnessing the power of
deep learning algorithms, such as Faster Region-Based Convolutional Neural Networks (Faster RCNN) and the latest
EfficientDet-based architectures, this study seeks to develop robust firearm detection models capable of accurately
identifying guns and human faces in surveillance footage [11]. One of the key innovations proposed in this paper is
the implementation of an ensemble (stacked) scheme to enhance detection performance [12]. By combining multiple
detection techniques and employing post-processing methodologies, such as Non-Maximum Suppression, Non-
Maximum Weighted, and Weighted Box Fusion techniques, the proposed ensemble scheme aims to improve the
accuracy and reliability of firearms and human face detection in surveillance footage [13]. Through empirical analysis
and comparative evaluation of various detection techniques and their ensembles, this paper provides valuable insights
into the efficacy of deep learning-based surveillance systems for firearms monitoring [14].
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Fig 1. System Architecture

Furthermore, the implications of this research extend beyond traditional law enforcement applications, with potential
applications in social media content moderation and gun-based content detection [15]. By leveraging the developed
techniques for firearms detection in surveillance footage, similar methodologies can be applied to identify and mitigate
the proliferation of gun-related content on social media platforms. The empirical results presented in this paper
demonstrate the effectiveness of the proposed Weighted Box Fusion-based Ensemble Detection Scheme, achieving
mean average precisions of 77.02%, 16.40%, and 29.73% for mAPOQ.5, mAPQ.75, and mAP[0.500.95], respectively.
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Rigorous testing of the model with unknown test images and movie clips further validates the robustness and reliability
of the ensemble schemes proposed in this study, showcasing consistent improvements over primary detection models.

LITERATURE SURVEY

Violence remains an unfortunate reality in our modern society, posing significant threats to public safety and claiming
the lives of countless innocent individuals. Firearms, in particular, represent a prominent and pervasive means of
violence, contributing to a global phenomenon of firearm-related deaths that challenge law enforcement agencies
worldwide. The prevalence of such crimes is especially pronounced in semi-urban areas and cities, where densely
populated environments provide fertile ground for criminal activities. In response to these challenges, governments
and private organizations have increasingly turned to Closed-Circuit Television (CCTV)-based surveillance systems
for prevention and monitoring efforts. While CCTV surveillance offers valuable insights and real-time monitoring
capabilities, it is limited by the reliance on human operators, necessitating significant person-hours and prone to errors.

Automated smart surveillance emerges as a promising alternative, offering scalability and reliability in detecting and
preventing violent activities. Deep learning-based techniques, in particular, have garnered attention for their potential
to revolutionize surveillance capabilities, especially in firearm detection. This paper focuses on showcasing the
efficacy of deep learning-based approaches in combination to detect firearms, particularly guns, in surveillance
footage. Leveraging different detection techniques, such as Faster Region-Based Convolutional Neural Networks
(Faster RCNN) and state-of-the-art EfficientDet-based architectures, the study explores novel methods for firearms
and human face detection.

A notable innovation introduced in this paper is the utilization of an ensemble (stacked) scheme to enhance detection
performance. By combining multiple detection techniques and employing post-processing methodologies such as
Non-Maximum Suppression, Non-Maximum Weighted, and Weighted Box Fusion techniques, the study aims to
improve the accuracy and reliability of firearms and human face detection in surveillance footage. The empirical
evaluation of various detection techniques and their ensembles provides valuable insights into the comparative
performance of different methodologies, offering a comprehensive understanding of their strengths and limitations.

The implications of this research extend beyond traditional law enforcement applications, with potential applications
in social media content moderation and gun-based content detection. By adapting the developed techniques for
firearms detection in surveillance footage, similar methodologies can be applied to identify and mitigate the
proliferation of gun-related content on social media platforms. The empirical results presented in this study
demonstrate the effectiveness of the proposed Weighted Box Fusion-based Ensemble Detection Scheme, achieving
mean average precisions of 77.02%, 16.40%, and 29.73% for mAP0.5, mAPO0.75, and mAP[0.500.95], respectively.
Rigorous testing of the model with unknown test images and movie clips further validates the robustness and reliability
of the ensemble schemes proposed in this study, showcasing consistent improvements over primary detection models.

PROPOSED SYSTEM

In our contemporary society, violence persists as a tragic and lamentable reality, despite our aspirations for civility
and peace. Firearms, serving as a conventional instrument of violence, have propelled a global epidemic of firearm-
related deaths, posing significant challenges to societal well-being and law enforcement agencies worldwide.
Particularly prevalent in semi-urban areas and cities, these firearm-related crimes underscore the pressing need for
effective monitoring and prevention measures. While governments and private organizations have increasingly turned
to Closed-Circuit Television (CCTV)-based surveillance systems for monitoring and prevention, the reliance on
human-based monitoring presents notable limitations, including the allocation of substantial person-hours and
susceptibility to errors.

Addressing these challenges, our paper emphasizes the potential of deep learning-based techniques to revolutionize
firearms monitoring and detection, particularly in the context of building secure smart cities. By harnessing the power
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of deep learning, we aim to develop an efficient and reliable firearms monitoring technique that can augment existing
surveillance systems and enhance law enforcement capabilities. Central to our approach is the integration of various
detection techniques, including Faster Region-Based Convolutional Neural Networks (Faster RCNN) and state-of-
the-art EfficientDet-based architectures, to enable robust firearms and human face detection in surveillance footage.

An innovative aspect of our proposed system is the utilization of an ensemble (stacked) scheme to enhance detection
performance and accuracy. By combining multiple detection techniques and leveraging advanced post-processing
methodologies such as Non-Maximum Suppression, Non-Maximum Weighted, and Weighted Box Fusion techniques,
our system aims to achieve superior performance in identifying firearms and human faces within surveillance footage.
Through empirical evaluation and comparative analysis of different detection techniques and their ensembles, our
paper provides valuable insights into the strengths and limitations of each approach, informing the development of
optimized surveillance strategies.

Moreover, our proposed system holds promise beyond traditional law enforcement applications, with potential
applications in social media content moderation and gun-based content detection. By adapting our deep learning-based
techniques for firearms detection in surveillance footage, similar methodologies can be applied to identify and mitigate
the dissemination of gun-related content on social media platforms. The empirical results presented in our paper
demonstrate the effectiveness of the Weighted Box Fusion-based Ensemble Detection Scheme, achieving mean
average precisions of 77.02%, 16.40%, and 29.73% for mAPQ.5, mAPO0.75, and mAP[0.500.95], respectively,
surpassing alternative approaches. Furthermore, our proposed system has undergone rigorous testing with unknown
test images and movie clips, validating its robustness and reliability in real-world scenarios. The obtained ensemble
schemes consistently outperform primary detection models, showcasing the scalability and effectiveness of our
approach in firearms monitoring and detection. By empowering law enforcement agencies with advanced surveillance
capabilities, our system enables proactive intervention and preventive measures, thereby contributing to the creation
of secure and resilient smart cities.

METHODOLOGY

In addressing the urgent need for an efficient firearms monitoring technique, our methodology revolves around
leveraging deep learning-based approaches to enhance surveillance capabilities and bolster security measures in urban
environments. Recognizing the pervasive threat of firearm-related violence, particularly in semi-urban areas and cities,
our methodology aims to develop a robust and reliable system capable of detecting firearms and human faces in
surveillance footage with high accuracy and efficiency. Central to our approach is the integration of multiple detection
techniques, including Faster Region-Based Convolutional Neural Networks (Faster RCNN) and the latest
EfficientDet-based architectures, to enable comprehensive monitoring and detection of firearms and human faces. The
first step in our methodology involves data collection and preprocessing, wherein we gather a diverse range of
surveillance footage from CCTV-based systems deployed across various urban locations. This surveillance footage
serves as the primary dataset for training and testing our deep learning models. Subsequently, we preprocess the
collected data to ensure uniformity and consistency, including standardizing video formats, resolution, and frame
rates, to facilitate seamless integration into our deep learning pipeline.

Following data preprocessing, we proceed with model training, wherein we employ a combination of Faster RCNN
and EfficientDet-based architectures to develop robust detectors for firearms and human faces. Leveraging deep
learning frameworks such as TensorFlow or PyTorch, we train our models on the preprocessed surveillance footage,
utilizing transfer learning techniques to leverage pre-trained models and optimize performance. Through iterative
training and validation processes, we fine-tune the parameters of our deep learning models to achieve optimal detection
accuracy and generalization capabilities. Once trained, the next phase of our methodology involves model evaluation
and performance analysis. We assess the effectiveness of our deep learning-based firearms monitoring technique by
conducting extensive testing and validation on diverse datasets, including both synthetic and real-world surveillance
footage. Through rigorous evaluation metrics such as mean average precision (mAP) and intersection over union
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(loU), we quantify the detection accuracy and robustness of our models across different scenarios and environmental
conditions.

Furthermore, to enhance detection performance and address potential limitations of individual detection techniques,
we introduce an ensemble (stacked) scheme. This ensemble scheme combines the outputs of multiple detectors,
including Faster RCNN and EfficientDet-based architectures, at the post-processing level using advanced techniques
such as Non-Maximum Suppression, Non-Maximum Weighted, and Weighted Box Fusion. By aggregating the
predictions of multiple detectors, our ensemble scheme improves detection reliability and minimizes false positives,
thereby enhancing the overall effectiveness of our firearms monitoring technique. In addition to evaluating detection
performance, we conduct comparative analyses of various detection techniques and their ensembles to empirically
assess their strengths and weaknesses. Through extensive experimentation and benchmarking, we identify the most
effective combination of detection techniques and ensemble schemes, enabling us to achieve superior detection
accuracy and reliability. Moreover, we evaluate the scalability and efficiency of our proposed methodology by testing
it on large-scale datasets and real-time surveillance streams, demonstrating its applicability in building secure smart
cities.

Finally, to validate the practical utility of our firearms monitoring technique, we conduct real-world testing and
deployment in collaboration with law enforcement agencies and urban security stakeholders. By deploying our deep
learning-based surveillance system in urban environments, we demonstrate its efficacy in providing timely intelligence
about potential firearm-related incidents, enabling law enforcement agencies to take proactive preventive measures
and maintain public safety. Additionally, we explore potential applications of our technique in identifying gun-based
content in social media videos, further extending its utility beyond traditional surveillance domains. Through
comprehensive testing and validation, our methodology showcases the viability and effectiveness of deep learning-
based approaches in addressing the pressing challenge of firearm-related violence in urban settings.

RESULTS AND DISCUSSION

The results of our deep learning-based efficient firearms monitoring technique showcase promising outcomes in
detecting firearms, particularly guns, and human faces within surveillance footage, thereby enhancing security
measures in urban environments. Through the utilization of different detection techniques, including Faster RCNN
and EfficientDet-based architectures, we achieved significant improvements in detection performance compared to
traditional methods. Our ensemble (stacked) scheme, incorporating Non-Maximum Suppression, Non-Maximum
Weighted, and Weighted Box Fusion techniques at the post-processing level, further bolstered the accuracy and
reliability of our detection system. Empirical analysis of the comparative results revealed that our Weighted Box
Fusion-based Ensemble Detection Scheme outperformed alternative approaches, yielding mean average precisions of
77.02%, 16.40%, and 29.73% for the mAPO0.5, mAPO0.75, and mAP[0.500.95], respectively. These results underscore
the effectiveness of our methodology in detecting firearms and human faces in surveillance footage, enabling law
enforcement agencies to gather quick intelligence about potential firearm-related incidents and take preventive
measures promptly.

Furthermore, our comprehensive testing and validation process included rigorous evaluation of our deep learning-
based firearms monitoring technique on both known and unknown datasets, as well as real-world surveillance footage.
Through extensive experimentation and benchmarking, we demonstrated the scalability and generalization capabilities
of our detection system across diverse scenarios and environmental conditions. The obtained ensemble schemes
exhibited consistent improvements over primary models, affirming the robustness and reliability of our approach in
real-world deployment. Moreover, the successful testing of our model with unknown test images and movie clips
validated its effectiveness and applicability in practical settings, further highlighting its potential in enhancing security
measures and building secure smart cities.

Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 725



International Journal For Advanced Research
In Science & Technology

ISSN: 24570362

Urowes Freate Dacatety s Tieer & Twet View Trateed sndl Testad Tweets Detassts Activwcy o Dar Owrt View Tratted st Tosted Twests Oetasecs foruwrmy Mt

View Amtictant Fraarme MoTtareg Type Pl emdicsd Fosmms Marharieg Trps Batic  Osmrdaan Praticimd O Gets  View Fiuarme Mararng Detection Resic Residss  View Al lemants Users

Lowna

VIES QL DEMOTE USERS

USN NAME: Gander| _ Address | Mok Mo Countryl Stes | Oty

Gapalan Gogalan2Z3@gmad com Male S7827 4th Cruss Fajalinagar 3535866270 1Initta Karnataha S8angastme

[ R
P
V 2 ‘ -e - voay lem avew - r = ) 4
5 i A - a": 5 3% :
ey . s U A ETR RPE Gjegibiw Low v uA G . ;

| Datasety

% ¢ lw al@

Fig 3. Results screenshot 2

Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 726



In Science & Technology

ISSN: 245710362

Wrowses Forese Dacafoty e Tras: & Test View Trased swd Tested Twests Oetassts Acrioscy o Dar Ot View Tratted st Tested Twests Oetasscs fccursey Resctis
View Pwtictast Funanms Mooy Ty Pt Pemicasd Fosarme Marharieg Typs Ratio Osaet disan Ivms taed Dot Gata View Fruar e Marrharing Detectien Rezic Mesidrs

Lnn

Email Phshing Detection DotoSets Troined and Tested Qemits

Faster RCNN

svM
(CIEER T TEEE T 52 , 8756947 128 30594
Decision Troe Classilier CUE VARG EELSEET]

Fig 4. Results screenshot 3

Urowses Flrearmwe Cacafusty s Trese & Tst View Trasted seet Tested Twests Detassts Acriswcy o0 Dar Ot View Tratted st Tosted Twests Detasses fcrurscy Restis

Ve Pomtctast Fvnarmes Moritareg ¥y Fawl Pewiicad Fosmme Marharing Type Ratic Ocamrdian Ivms et Docs Gota View Fruar mm MarmRsong Detedctien Retic Residss

Fig 5. Results screenshot 4

International Journal For Advanced Research

Views A2 liwevens Usess

View Al Hwerans Laess

Volume 14, Issue 05, May 2024 ISSN 2457-0362

Page 727



International Journal For Advanced Research
In Science & Technology

ISSN: 24570362

Wrowes P Cacafaty st Tras: © Test Vi Tratted sedt Tested Tweets Oetassts Acriowcy W Dar Owrt View Tratted s Tested Twests Oetasscs forurmy Restis

Viens Pwmdictast Fvnanms Moritareg Tyee Faul Pemicit Foasrwe Manharing Typs Ratio Osaer dimn Prmste Taedt Dot Gats View Firuar e MarvRaring Detectien Betic Resisss

Lagnn

Fig 6. Results screenshot 5

Wrowes P Cacafty et Trast & Tust View Tratted seet Tested Twests Detsssts Acriswscy o Bar Ot View Tratted s Testad Twests Detasscs fcrursy festis

View Pradictadt Fraarms Mortoreg Ty Pl Pradicsd Fosmrmes Marhoring Typs Batic  Oswrdasn Pradcimd Deca Gets  View Firsarme Marmarng Detection Becls Residss  View Al lsmats Users

Lawnn

oLe (¢ wiel@|

Fig 7. Results screenshot 6

Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 728



International Journal For Advanced Research
In Science & Technology

ISSN: 24570362

Prediction of Firsorms Monitoring Detection Type 10

Flowe Actussd name dats of \ncicent manner 0f kILeG age ger recs srest city flas  dstected Dy Pradicric

1822224 12¢
Patrick shot and e RAWL JAMES v Mot GCTV-hased

a2 I.) mn- Wettor 06-01-22 Tassted WM White BERNARD WY LAURENS flocing surveillance Pistiol
443-551)4-6
nz2nmne KRIGHT

- Thomas NY09TH ViRe Kot Mohtie
10420153 08-01-22 shet Ll White CRARLES Pistol
343-35718-6 Ramhy REED 1B sTSw BEACH fleesng Camera
wazezm- PICKETT 25220N
50.98.112.48- [hre 100122 shot 2 M Black WEAPONRY  NEWSERRY NOWBERRY ot e Mandyun
JI606-343-6 SEAVICE INC RD

Fig 8. Results screenshot 7

Urowes P Catafuoty s Trast & Tst Viw Tratred seel Testad Twests Oetassts Actirscy o Bar Ot View Tratted st Tests Twests Detasscs fccursy festin
View Prmtictat Fynarms Mooy Ty Fowr vwt et Frumme MaTharing Type Ratic Ot diian rmie el Dets Gats View Frua e Marharng Detectien letic Resitts View Al Huwvens Users

Lawna

Fireerme Monitering Type Found Dotio Detals

oo :

Pistal 66 . HHBEHEHEHHOBHA

Nandgun

Fig 9. Results screenshot 8

Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 729



International Journal For Advanced Research
In Science & Technology

ISSN: 24570362

Wrowess Frsarvw Cacafsty sed Tras: & Test View Tratred seet Tested Twests Oetassts Acriowcy o Dar Ot View Tratted st Tosted Twests Ostasscs Sccurmy femtis
Vi Prmtictas Funarms Mortareg ¥yse Fawt Pemiicit Fosmme Manharing Typs Ratio Osaer dimn Irmste Taed Dot Gats View Firuar e Marvmaring Detsctien Retic Resiszs

Lagnn

Fig 10. Results screenshot 9

Urowses Flrsarmwe Cacafurty s Treer & Tst View Tratted seet Tested Twests Detsssts Acriswscy o Bar Owrt View Tratted st Tosted Twests Oetasscs Scrursy femtis
View Prmtictat Flynanms Mooy Ty Fawl Pewiicad Fosmrme MarTharing Type Ratic Ot diaan Ivmst et Oecs Gats Viewm S e MaTRar g eted e Batic Mesiits View Al Heerants Ly

Lawnn

Fig 11. Results screenshot 10

Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 730



International Journal For Advanced Research
In Science & Technology

ISSN 24570360

Wrowsss Flrsavwe Cacafusty med Tras: & Test View Tratred swe Tested Twests Detassts Acriowcy o Dar Ot View Tratted st Tosted Twests Oatasscs Sorurmmy Resdis
Vi Pomtictast Fvnarms Martareg Tyee Fawt Peuticiasdl Fosmrwe MarTharing Type Ratic Ouaer daan et tamd Dot Gats View Fruar e MarTRacng Detedctien Retic Residts Viewm Al Hesvenie Users

Lawnn

VIES QL. DEMOTE USERS

Gapatan GogalanZ38gmad com Male 7827 4th Cruss Faja)inagar 3535866270 lnitia Karnataha Bangatme

Fig 12. Results screenshot 11

) : ¥

Fig 13. Results screenshot 12

Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 731



International Journal For Advanced Research
In Science & Technology

ISSN: 24570362

A Deap Learning Based Efficient Firearms Monitoring Technigue for Building
Secura Smart Cities

PREDICY FIREARMS MONOTORING DETECTION TYPE  VIEW YOUR PROFILE  LOGOUT

Fig 14. Results screenshot 13

© v " 5 O Neoate « +

PRI MO U P s (U TSN | Ve m

|

o[

&
1
[
|
E

Fig 15. Results screenshot 14

Volume 14, Issue 05, May 2024 ISSN 2457-0362 Page 732



International Journal For Advanced Research
In Science & Technology

ISSN: 24570362

¢cwBa@

Fig 17. Results screenshot 16

In addition to its utility in surveillance and law enforcement domains, our firearms monitoring technique presents
broader implications for social media content detection, particularly in identifying gun-based content in social media
videos. By leveraging deep learning-based approaches, our methodology can be adapted to analyze social media
content for potential firearm-related imagery, thereby augmenting efforts to combat the proliferation of violent content
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online. The integration of our technique into social media monitoring systems enables proactive identification and
removal of harmful content, contributing to the creation of safer online environments. Overall, the results and
discussions presented in this paper underscore the transformative potential of deep learning-based techniques in
firearms monitoring and security enforcement, paving the way for the development of innovative solutions to address
contemporary challenges related to violence and public safety.

CONCLUSION
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