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Abstract 

In the dynamic realm of attendance management, the convergence of Internet of 

Things (IoT) and facial recognition technologies drives a paradigm shift. This paper 

introduces an IoT-based smart attendance system, utilizing facial recognition on mobile 

devices for precise and efficient tracking. Traditional methods, prone to inefficiencies like 

manual processes and buddy-punching, are overcome through the system's integration with 

smartphones and IoT. The automated and technologically advanced approach not only ensures 

accuracy but also streamlines the process, eliminating time delays. Leveraging the ubiquity of 

smartphones enhances accessibility, while IoT connectivity enables real-time data processing 

and adaptability. Our paper envisages the proposed system which represents a transformative 

leap, offering a reliable, efficient, and scalable solution to traditional attendance management 

challenges in today's interconnected world. 
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1. Introduction 

Conventional attendance systems are often characterized by time-consuming 

processes, unreliability, and susceptibility to errors. This study delves into the concept of an 

IoT-based smart attendance system employing Facial Recognition through smartphones, 

examining its potential advantages and addressing key implementation considerations [1] [2]. 

The proposed system would utilize smartphones as the primary device for attendance marking, 

employing Facial Recognition technology to scan and authenticate users. Through internet 

connectivity, the system would facilitate real-time data transmission and analysis [3]. 

 

The smart attendance system outlined here presents numerous potential benefits, 

including heightened accuracy and reliability, decreased time and costs, access to real-time 

data and insights, improved accessibility, and enhanced security [4]. An IoT-based smart 

attendance system incorporating Facial Recognition with smartphones emerges as a promising 

remedy for the limitations of traditional attendance systems. This system not only improves 
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accuracy, efficiency, and accessibility but also provides valuable real-time data for enhanced 

management and decision-making. By thoughtfully addressing privacy concerns, technical 

prerequisites, and security considerations, this innovative system stands poised to 

revolutionize attendance management across various settings. 

 

2. Internet of Things (IoT) 

The Internet of Things (IoT) is a burgeoning concept facilitating communication 

between electronic devices and sensors through the internet, bringing advancements to 

different facets of our daily lives. By harnessing the capabilities of smart devices and the 

internet, IoT provides inventive solutions across various global industries [5]. As IoT expands, 

it integrates intelligent systems, devices, and sensors, achieving progress in storage, sensing, 

and processing through quantum and nanotechnology. Widespread IoT adoption transforms 

daily routines, introducing innovations like Smart Home Systems (SHS) and Smart Health 

Sensing systems (SHSS) for health monitoring and energy management. IoT also aids the 

well-being of the elderly and disabled with cost-effective devices. In transportation, IoT 

utilizes sensors and pre-installed devices to improve efficiency and reduce traffic congestion. 

The potential of IoT is vast, promising technological advancements and an improved quality 

of life for humanity. IoT broadens internet connectivity beyond typical devices, including a 

diverse array of traditionally non-internet-enabled physical devices and everyday objects. 

 

The integration of IoT with face recognition involves utilizing (IoT technology to 

enhance face recognition systems. This connection allows for improved functionality, real-

time data processing, and increased accessibility in face recognition applications. The synergy 

between IoT and face recognition contributes to advancements in security, attendance 

tracking, and various other fields by enabling smart, connected devices to work seamlessly 

with facial recognition technologies. 

 

3. Facial Recognition 

 Facial recognition, a potent tool within the domain of computer vision, has 

demonstrated notable advancements in recent years. Its capability to identify individuals based 

on distinctive facial features has led to its integration across various sectors, including 

security, access control, and now, smart attendance systems. The core principle of facial 

recognition involves the extraction and analysis of unique facial features, encompassing facial 

geometry, landmarks (eyes, nose, mouth), and subtle wrinkles. Cameras capture these 

features, converting them into mathematical representations. Algorithms then compare these 

representations with a pre-registered database of known individuals, achieving remarkable 

accuracy in identifying matches. Early facial recognition systems relied on basic techniques 

like template matching, yielding limited success. However, the advent of machine learning, 

particularly deep learning, has revolutionized the field. Convolutional Neural Networks 

(CNNs), trained on extensive datasets of labeled images, have learned to identify intricate 
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facial patterns with unparalleled precision. This evolution has given rise to robust systems 

capable of functioning in challenging environments, even in real-time. 

 

In the context of smart attendance, facial recognition emerges as a compelling solution 

to streamline time-consuming and error-prone manual procedures. By harnessing 

smartphones, this technology offers a convenient and portable platform for attendance 

recording. Users can simply open the designated application, scan their faces, and the system 

automatically verifies their identities and records their attendance. This eliminates the need for 

physical attendance sheets or cards, saving valuable time and resources for both individuals 

and institutions [6]. 

 

Facial recognition technology is revolutionizing attendance management by leveraging 

the convenience of smartphones. It accurately identifies individuals, eliminates proxy 

attendance, and saves time compared to traditional methods. Smartphones provide a readily 

available platform for facial recognition, making it scalable and adaptable to various 

environments. Real-time verification and attendance recording streamline the process, while 

data analysis offers valuable insights. However, ensuring data security, user consent, and 

transparency are crucial considerations. Despite challenges such as lighting and facial 

occlusion, advancements in algorithms and integration with wearables offer promising 

solutions. Facial recognition, coupled with smartphones, undeniably presents a potent and 

convenient solution for smart attendance systems, poised for further innovation in the future. 

 

4. Existing System 

Existing attendance systems, ranging from conventional paper registers to fingerprint 

scanners and mobile location tracking, face challenges related to accuracy, real-time data 

acquisition, accessibility, and security. These constraints impede efficient monitoring and 

analysis. In response to these challenges, an inventive solution arises: an IoT-based smart 

attendance system incorporating facial recognition technology seamlessly integrated into 

smartphones. 

 

5. Proposed Method 

 Utilizing Teachable Machine technology and MIT App Inventor, the system develops 

a mobile app for capturing and recognizing faces. The app transmits recognized face data to an 

IoT cloud platform, where the person's identity is verified and the attendance record is 

updated. The camera captures facial images, the face detection block identifies faces, and the 

face normalization block aligns them to a standard format. Facial features are then extracted 

by the feature extraction block, stored in the face database, and compared using the feature 

matching block. The ID validation block confirms the person's identity, and the attendance 

record is updated with their ID.  
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The system initiates when users open the mobile app, capture a selfie, and detect and 

normalize the face. Extracting facial features, the app compares them with the stored features 

in the face database. If a match occurs, the app validates the person's identity, sending their ID 

to the IoT cloud platform, updating the attendance record. 

 

Compared to traditional attendance systems, this system offers user convenience 

through smartphone usage, ensuring accuracy and security with facial recognition. Moreover, 

seamless integration with other IoT systems, such as access control and security systems, 

enhances its versatility [7]. Figure 1 shows the block diagram of proposed method. 

 

 

 

 

 

 
 

 

 

 

Figure 1: Block diagram of the proposed method 

 

6. Software Employed 

Utilizing Teachable Machine, a web-based tool developed by Google AI, a custom 

image classification model was generated without the need for coding. This tool proves 

invaluable for beginners and non-programmers by enabling the training of machine learning 

models through a code-free approach [8]. 

 

The initial step involves researchers providing the necessary samples, specifically in 

the form of student face images. These images serve as material for the detection 

classification, subsequently imported into the Teachable Machine service. Following this, the 

classification process, along with training and evaluating the output results, is tested. The 

typical steps in creating an ML classification model include classification, training, and 

evaluation (detection process) [10]. It is crucial to organize this process from left to right, 

demonstrating the cause-and-effect relationship and the sequential steps for new users. 

 

To construct a model, users begin by selecting whether the model should classify 

images, sounds, or poses as input. Subsequently, users create the desired classes for the model 



Volume 13, Issue 12, Dec 2023 ISSN 2457-0362 Page 145 

 

 
 

to learn for classification. In this study, image classification from a webcam is utilized, with 

each student contributing their image to the respective classes in the Teachable Machine. 

Multiple classes can be established for numerous students, allowing their faces to be trained 

and detected later. Teachable Machine utilizes Tensorflow.js, a JavaScript library for machine 

learning, to train and execute the training results in a web browser. Throughout this training 

process, machine learning systems like Convolutional Neural Networks (CNNs) are applied in 

Google Teachable Machine (GTM) [11]. 

 

 

 

 

 

 

 
 

 

Figure 2: Teachable Machine User Interface 

 

 

 

Figure 3: Teachable Machine for the Image Recognition stage. 

 

After the training phase, the subsequent step involves evaluation (detection), wherein 

testing can be conducted using sample images or a webcam. The system then presents the 

results in percentage form, indicating accuracy [12]. Figure 3 shows Teachable Machine for the 

Image Recognition stage. 

 

6. Results and Discussion 

The incorporation of Facial Recognition (FR) and smartphones into smart attendance 

systems has ushered in a wealth of promising outcomes, transforming the conventional 

approach to attendance management. This inventive solution has yielded significant 
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advantages in diverse sectors, spanning educational institutions, workplaces, and event 

management. In contrast to conventional methods, FR-driven attendance systems demonstrate 

markedly heightened accuracy, eliminating the need for manual registration and reducing 

potential errors. The system autonomously verifies individual identities, enhancing efficiency, 

especially with the widespread availability of cameras and processing power in smartphones 

for swift attendance recording. 

 

An eminent advantage of FR-based systems lies in their ability to eradicate proxy 

attendance and time theft, ensuring that individuals physically present themselves for 

verification. This curtails fraudulent activities, ensuring accurate representation of attendance 

data and fostering accountability, fairness, and resource management for organizations. 

Smartphones, ubiquitous devices, offer unparalleled convenience, obviating the need for ID 

cards or codes. Users effortlessly open the App; scan their faces, and record attendance, 

particularly beneficial for large organizations or individuals with diverse schedules. Figure 4 

shown Main Menu of the software employed. 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 4: Main Menu 

  

FR-based attendance systems provide real-time data and insights, enabling improved 

decision-making, attendance pattern tracking, issue identification, and schedule optimization. 

This data-driven approach promotes transparency, accountability, and better resource 

allocation. The automation of attendance recording significantly reduces administrative 

burdens, allowing staff to focus on critical tasks and leading to increased productivity and cost 

savings for organizations. The scalability and adaptability of FR-based systems make them 

suitable for diverse environments and user sizes, ensuring relevance and effectiveness as user 

bases expand. 



Volume 13, Issue 12, Dec 2023 ISSN 2457-0362 Page 147 

 

 
 

 

 

 

 

 

 

 

 
 

 

Figure 5: Connected Google Sheet to MIT App Inventor 

 

  Integration with existing systems facilitates a smooth transition and enhances 

the value proposition of FR-based attendance systems. Seamless data transfer to payroll, 

student information systems, or other platforms streamlines administrative processes, 

maximizing efficiency. While the initial results are overwhelmingly positive, ongoing research 

focuses on improving algorithm accuracy, particularly in challenging conditions. Ethical 

considerations around data privacy and facial bias necessitate continuous development of 

robust safeguards. Despite challenges, the future of FR-based smart attendance systems 

appears promising, with potential to revolutionize attendance management across sectors, 

boosting efficiency, accuracy, and convenience. Figure 5 demonstrates the connected Google 

Sheet to MIT App Inventor. To promote user engagement and participation tracking, a mobile 

application was developed using MIT App Inventor. This application facilitated user activity 

recording, with collected data automatically stored and organized in Google Sheets for further 

analysis [13]. 

 

7. Conclusion 

        Face recognition systems, a part of facial image processing; have gained significance 

in recent research. A Face recognition-based attendance system aims to reduce errors in 

traditional methods. The goal is to create an automated and useful system for organizations 

like institutes. The proposed algorithm can detect multiple faces, and the system shows 

acceptable performance. Experimental results reveal the method is sensitive to face 

background and head orientations, but changes in illumination or small details like glasses 

don't pose significant challenges. The main objective is to address issues in the time-

consuming conventional method, reducing proxy attendance and paper wastage. This work 

focuses on overcoming challenges, marking attendance using a smartphone's camera. 
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