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Abstract— This research provides a resilient energy-based target localization approach in 

wireless sensor networks (WSNs) in the presence of Byzantine attacked sensors. Byzantine 

assaults will cause sensors to relay misleading information to the fusion centre and upset the 

target localization mechanism. Therefore, a strong energy-based target localization mechanism is 

required to fight the Byzantine assaults and a solution is provided in this study. The strategy 

given in this research presupposes that the fusion centre has the precise information regarding the 

proportion of Byzantine sensors and the assault likelihood. If the fusion centre does not know the 

Byzantine attack information, a Byzantine sensor identification technique may be employed to 

detect Byzantine sensors. Outcomes revealed the resilient energy-based target localization 

approach could deliver higher performance results than the energy-based target localizatin 

method, which did not account Byzantine attacked sensors. Moreover, simulation studies 

indicated that the Byzantine sensor identificaiton technique could detect most Byzantine attacked 

sensors. 

Index Terms—Byzantine sensors, Cramer-Rao lower bound, maximum likelihood estimation, 

reputation value.  

I. INTRODUCTION 

Wireless sensor networks (WSNs) have long 

struggled with target localisation [1–11]. 

This approach uses sensors to collect energy 

from the target, which is then sent to the 

fusion centre in the form of analogue or 

quantized data [8].] Based on the data 

collected by sensors, the fusion centre 

calculates the location of the target. Several 

issues may arise in the use of the energy-

based approach of target localisation. 

Energy-based target localization has a 

number of issues, including Byzantine 

assaults in which hackers control certain 

sensors and provide false information to the 

fusion centre. For example, a Byzantine 

assault is a threat from an outside invader, 

but a sensor error is often caused by an issue 

with the sensor itself. For example, all 
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sensors are susceptible to sensor failure yet 

only certain WSN sensors may be hijacked 

by hackers. [12] was the first publication to 

address the issue of widespread detection 

byzantine attacks. There is a quantized data 

approach to target localisation in the context 

of byzantine assaults [4]. Probability of a 

sensor being a Byzantine sensor is based on 

the use of different thresholds for Byzantine 

sensors vs non-Byzantine sensors. Byzantine 

sensors in our method flip decisions with 

probability, Byzantine sensors and Non-

Byzantine sensors use the same threshold, 

and the fusion centre knows which sensors 

are Byzantine and which sensors are Non-

Byzantine. This makes our robust energy-

based target localization method superior to 

the method in [4]. A distributed detection 

technique was proposed in [13] for 

identifying Byzantine-attacked sensors. In 

this method, the fusion centre determines 

whether or not the target is present after 

each time step based on data from the 

sensors. Finally, each sensor has a reputation 

value depending on the number of times its 

judgments diverge from the final 

conclusions. Each time a time step is 

completed, the reputation value is 

incremented by one. A sensor is deemed 

Byzantine if its reputation value exceeds a 

certain threshold after T time steps. Trust 

management, the weighted sequential 

probability ratio test, and the outlier factor 

approach are just a few of the methods that 

have been proposed to find Byzantine 

sensors. The energy-based target localisation 

mechanism in WSNs, on the other hand, 

lacks a means for detecting Byzantine 

assaults. For the energy-based target 

localization approach, a methodology to 

detect Byzantine sensors will be described. 

The Byzantine identification system for 

distributed detection is comparable to this 

approach. The fusion centre first calculates 

the target position based on the sensor's 

decision vector. A fire probability and a 

nonfire probability for each sensor are then 

calculated using the predicted target 

position. The reputation value is determined 

using the likelihood of fire and the 

probability of non-fire. Every time step, the 

reputation value for each sensor is updated. 

Reputation ratings of less than T steps are 

considered byzantine assaulted sensors after 

a specific number of time intervals (T). An 

energy-based target localization strategy that 

uses the Byzantine assault model as a key 

component is the paper's primary 

contribution. In spite of our technique's 

similarity to that of [4], our method differs 
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from that of [4] because our method requires 

that the fusion centre recognises the 

difference between Byzantine and Non-

Byzantine sensors. Cramer-Rao lower bound 

(CRLB) is also computed for this approach 

in order to verify its accuracy. A reputation-

based approach to identifying Byzantine 

sensors is also described. Resilient energy-

based detection of targets outperformed 

energy-based detection of targets that didn't 

take into account Byzantine assaults in 

simulation findings. In addition, the findings 

of the Byzantine sensor identification 

system will be discussed in this session as 

well. 

II. A SCHEME TO IDENTIFY 

BYZANTINE ATTACKED SENSORS 

Byzantine sensors will have a negative 

impact on localization accuracy. It doesn't 

matter whether the fusion centre knows 

exactly which sensor is a Byzantine-

assaulted sensor and how likely it is that the 

sensor will be attacked. Byzantine assault 

sensors must be identified in order to 

prevent further damage. The complete stages 

of a technique to identify Byzantine-

attacked sensors are provided here. 

III. RESULTS AND ANALYSIS 

Resilient energy-based target localization 

results were compared to those of the CRLB 

approach for RMS errors (Figure 3). Errors 

in the RMS were close to the CRLB's 

(Figure 3). As the proportion of Byzantine 

sensors climbed, so did the RMS errors, 

which is no surprise (Figure 3). While attack 

probability was altered, RMS errors were 

similarly near to CRLB when RMS errors 

were varied (Figure 4). As the likelihood of 

an assault grew, so did the number of RMS 

errors (Figure 4). Fig. 5 shows the Byzantine 

sensor identification findings. Under Section 

IV, we can observe that the technique can 

detect most Byzantine sensors by comparing 

Figure 1 to Figure 5. 
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Figure 3: RMS estimation errors and the CRLB as functions of the percentage of Byzantine 

sensors 

 

Figure 4: RMS estimation errors and the CRLB as functions of the attack probability 
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Figure 5: Results of the Byzantine sensor identificaiton scheme 

VI. CONCLUSION 

Energy-based target localisation was shown 

in this study. This method's RMS errors 

were near to the CRLB, according to the 

results of the simulations. An additional 

Byzantine sensor identification approach 

was also described in this article. Byzantine 

sensors might be identified using this 

method in simulations. It is possible for the 

fusion centre to increase its localization 

performance by including information about 

Byzantine sensors and assault probabilities 

into the energy-based target localization 

algorithm. Fusion centres may utilise the 

Byzantine sensor identification technique to 

delete Byzantine sensors if they don't have 

this information. 
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