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ABSTRACT: 

Social media network is one of the important parts of human life based on the recent 

technologies and developments in terms of computer science area. This environment has 

become a famous platform for sharing information and news on any topics and daily 

reports, which is the main era for collecting data and data transmission. There are various 

advantages of this environment, but in another point of view there are lots of fake news 

and information that mislead the reader and user for the information needed. Lack of 

trust-able information and real news of social media information is one of the huge 

problems of this system. To overcome this problem, we have proposed an integrated 

system for various aspects of blockchain and natural language processing (NLP) to apply 

machine learning techniques to detect fake news and better predict fake user accounts and 

posts. The Reinforcement Learning technique is applied for this process. To improve this 

platform in terms of security, the decentralized blockchain framework applied, which 

provides the outline of digital contents authority proof. More specifically, the concept of 

this system is developing a secure platform to predict and identify fake news in social 

media networks.  

 Keywords: Block chain, NLP, fake news.    

1. INTRODUCTION: 

Variety of shared information is the realistic part 

of social media. From 2017, fake news has 

become a very considerable topic until now, 

which 365% frequently used online [1]. 

Struggling with fake news becomes an unsolved 

problem in social networks in the data and 

information consumption application layer and  

 

becomes a serious and challenging issue in 

information advancement that appears in 

diplomatic, economic, and political sectors. The 

fake information revelation point to the 

unnecessary process in the network resources. 

Moreover, it contains the content totality and 

validity based on the available service [2]. 



 

Volume:13, Issue11,Nov 2023                              ISSN:2457-0362 Page 46 
 

Therefore, the wrong information sharing 

relevance the Quality of Trust (QoT) to apply on 

the news distribution [3]. 

Machine learning text classification improves the 

level of security that is needed in social media 

daily-based networking. Expressing feelings or 

sharing an opinion through the social networking 

portal from the non-government organization’s 

survey contains many fake accounts and 

information circulating the portal based on a 

suitable channel. In this case, the harmful and 

unwanted accounts need to pass from the network 

to give more space to the data center and manage 

the mess and political problems in the network. 

Another related area for information extraction is 

propaganda which is special for political purposes 

[4]–[6]. The fake news forging language is very 

crafty in terms of predesignate to arouse and 

aggravate the emotion of users for spreading fake 

information [7]–[9]. Fake news detection is the 

capability of contents analysis based on truth in 

the shared information [10]–[12]. Along with the 

number of noisy and unstructured data, growth of 

the number of users, and news, there is a need for 

an automatic solution for extraction of fake news 

[13]–[15]. These terms become limited based on 

the recent developments in machine learning, 

deep learning, and artificial intelligence. Proofing 

the digital contents authorship is one of the 

mandatory steps for information sharing. To do 

this, blockchain is a suitable and promising 

framework that is the decentralized and secure 

platform to improve fake information extraction. 

A blockchain system continuously increases the 

number of blocks which each block has the 

previous block cryptographic hash, timestamp 

and transactions information [16]. The data 

integrity is guaranty with the blockchain and all 

the transnational information store in it. This 

aspect of blockchain makes it a famous platform 

in this approach 

As a case study, we collected the social media 

contents from Facebook and Twitter, which are 

famous information sharing platforms with 

thousands of users that upload millions of daily 

news and posts on various topics. This research 

aims to authorize fake users and information 

using the blockchain, NLP, and machine learning 

techniques. More specifically, the proposed 

system is the preventative approach based on the 

integrated techniques for the concept of fake data 

extraction combining with gamification 

components. Reinforcement learning is the 

learning-based algorithm that improves the 

system quality based on the provided 

information. If the information is wrong, the 

system prevents using similar information as 

before to reduce the fake and wrong information 

rating. The main contribution of this paper is 

threefold:  

Designing the fake news prevention system 

instead of a detection system and applying the 

Natural Language Processing (NLP) for the 

detailed text analysis based on the shared 

contents. 

 • Applying the proof of authority protocol and 

designing financial roots. This process is the 

strong aspect of this system to find fake user 

information and accounts.  

• Applying the Reinforcement Learning technique 

for predicting the learning rate of the system and 

extracting fake accounts. Finding the relationship 

between contents, extracting the similar meaning 

and structure of the shared information to avoid 

sharing fake news. 
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Figure 1 shows the overview of the proposed 

approach in fake news detection based on the 

integrated method. The applied blockchain 

system is permission network that every 

participants are supposed to register and required 

authentication to make them qualified to join to 

blockchain network. In permission blockchain 

only authenticate users have allowance of joining 

to network which this process is the responsibility 

of user identification manager. This process also 

required the authentication certificate and 

enrollment for the valid participants. The aim of 

the proposed system is to store the news data in 

the distributed ledger which is reliable and secure 

platform. 

2. EXICITING SYSTEM: 

Variety of shared information is the realistic 

part of social media. From 2017, fake news 

has become a very considerable topic until 

now, which 365% frequently used online [1]. 

Struggling with fake news becomes an 

unsolved problem in social networks in the 

data and information consumption application 

layer and becomes a serious and challenging 

issue in information advancement that 

appears in diplomatic, economic, and political 

sectors. The fake information revelation point 

to the unnecessary process in the network 

resources. Moreover, it contains the content 

totality and validity based on the available 

service [2]. Therefore, the wrong information 

sharing relevance the Quality of Trust (QoT) 

to apply on the news distribution [3]. 

PROPOSED SYSTEM: 

The Overview Of The Proposed Approach In 

Fake News Detection Based On The 

Integrated Method. The Applied Blockchain 

System Is Permissioned Network That Every 

Participants Are Supposed To Register And 

Required Authentication To Make Them 

Qualified To Join To Blockchain Network. In 

Permissioned Blockchain Only Authenticate 

Users Have Allowance Of Joining To 

Network Which This Process Is The 

Responsibility Of User Identification 

Manager. This Process Also Required The 

Authentication Certificate And Enrollment 

For The Valid Participants. The Aim Of The 

Proposed System Is To Store The News Data 

In The Distributed Ledger Which Is Reliable 

And Secure Platform. 

 

3. METHODOLOGY 

Upload credit crad dataset : use this module to get 

Upload credit crad dataset 

Normalize & dataset split : use this button to get 

on Normalize & dataset split. 

Train auto encoder & decoder model  : to encode 

and decode use this button to get Train auto 

encoder & decoder model   

Extract encoder & decoder prediction : to extract  

encoder & decoder use this module to get  Extract 

encoder & decoder prediction. 

MAE histogram on fraud transaction: use this 

button to get MAE histogram on fraud transaction 
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To implement this project author has used BUZZ 

NEWS and many more dataset but we are using 

BUZZ news dataset only and below is the dataset 

screen shots 

 

In above screen first row contains dataset column 

names and remaining rows contains dataset 

values and by using above dataset we will train 

Reinforcement algorithm. 

To store or access data from Blockchain we need 

to develop SMART CONTRACT which will 

contains functions to STORE and READ data and 

below is the SMART CONTRACT for Fake 

News application. 

 

In above screen we have define smart contract 

functions to store USER & NEWS details and we 

need to deploy this contract in Blockchain server 

and for deployment we need to follow below 

steps 

1) First go inside ‘hello-

eth/node_modules/.bin’ folder and then 

double click on ‘runBlockchain.bat’ file to 

get below screen 

 

In above screen Blockchain generated Private 

keys and default account address and now type 

command as ‘truffle migrate’ and then press enter 

key to deploy contract and get below output 

 

In above screen in white colour text we can see 

Blockchain Fake News contract deployed and we 

got contract address also and this address we need 

to specify this address in python program to 

access above contract to store and read data from 

Blockchain. 
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In above screen read red colour comments to 

know about how to call Blockchain function to 

store and read data using Python program. 

Now after deployment double click on 

‘Start_IPFS.bat’ file to start IPFS server to store 

image of application and to get below screen 

 

In above screen IPFS server started and now 

double click on ‘runServer.bat’ file to start 

python server and get below output 

 

In above screen python server started and now 

open browser and enter URL as 

‘http://127.0.0.1:8000/index.html’ and press enter 

key to get below home page. 

 

In above screen click on ‘New User Signup Here’ 

link to get below signup screen 

 

In above screen user is entering signup details 

and then click on ‘Submit’ button to get below 

output 

 

In above screen in red colour text we can see user 

details saved in Blockchain and now click on 

‘User Login Here’ to get below login screen 
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In above screen user is login and after login will 

get below screen 

 

In above screen user can click on ‘Load Buzz 

Feed Dataset’ button to load dataset and get 

below output 

 

In above screen dataset loaded and we can see 

number of Fake and Real NEWS graph and in 

above graph x-axis represents NEWS TYPE and 

y-axis contains count of that news type and now 

close above graph to get below output 

 

In above screen we can see News loaded from 

dataset and now click on ‘Train Reinforcement 

Learning’ link to train Reinforcement algorithm 

and get below output 

 

In above screen we have trained dataset with 

existing Random Forest and propose 

Reinforcement algorithm and then we got RMSE, 

MAE, reward and penalty for both algorithms. 

Existing Random forest do not have support for 

REWARD and Penalty and we can see Propose 

reinforcement got less RMSE and MAE compare 

to existing algorithm. The lower the RMSE and 

MAE the better is the algorithm. Now algorithm 

model is trained and ready and now click on 

‘Publish News in Blockchain’ link to publish 

news and then Reinforcement will classify 

weather news is Fake or Real. 
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In above screen I entered some NEWS and then 

uploading picture and then click on ‘Open’ and 

‘Submit’ button to detect news as Fake or Real 

and then store in Blockchain and will get below 

output 

 

In above screen we can see News is stored in 

Blockchain and we got hashcode of news storage 

and Transaction storage DELAY and now click 

on ‘View News’ link to view LIST of all news 

published by all users 

 

In above screen we can see names of USERS 

who publish news and then we can see detection 

output as FAKE or REAL. Similarly you can 

upload and test other news. 

CONCLUSION 

Fake news sharing is one of the popular research 

problems in recent technology based on lack of 

security and trust in terms of the truth of shared 

news in social media. In this article, we have 

presented the combination of blockchain and 

machine learning techniques to provide solutions 

and design a trust-based architecture toward 

shared news online. We have applied the 

reinforcement learning technique, a learningbased 

algorithm, to make a strong decision-making 

architecture and combine it with blockchain 

framework, smart contract, and customized 

consensus algorithm, which is well fit for the 

Proof-of-Authority protocol. Social media plays a 

key role in this process. The shared information 

platform contains fake news, and its a beneficial 

challenge to enhance and investigate the Proof-

of-Authority protocol and user validation. 
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