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ABSTRACT

In this study, we evaluate the inherent characteristics of digital medical records (EMRS) in actual
electronic health (eHealth) systems. We discovered that (1) many people would produce a large
number of duplicate EMRs and (2) cross-client duplicate EMRs would be created repeatedly just in
case the people got in touch with doctors in the same department. The first secure encrypted EMRs
deduplication system for cloud-assisted eHealth systems is what we then suggest (HealthDep).
Along with the findings from our evaluation, HealthDep enables the cloud web server to
successfully deduplicate EMRs and reduce storage costs by more than 65% while maintaining the
confidentiality of EMRSs. Protection analysis demonstrates that HealthDep is more secure than the
systems developed by Marforio et al. (NDSS 2014) and Bellare et al (USENIX Protection 2013).
Implementing the algorithm and evaluating its efficacy demonstrates HealthDep's high viability.

INTRODUCTION

The integration of cloud computing and Web of Things (1oT) technologies in a variety of
markets has already demonstrated great potential for enhancing the quality of services in various
industry systems [1], [2], [3], [4]. The use of cloud-assisted digital health (eHealth) technologies is
one of the most obvious indicators [5], [6]. In comparison to conventional paper-based systems,
such systems provide a more effective, less prone to error, and also more reliable means to
handling electronic medical records (EMRs) for both healthcare practitioners and patients. In
particular, cloud-assisted eHealth systems not only enable medical institutions to contract out
EMRs to the storage space server and gain access to them flexibly without sustaining significant
storage and maintain costs in practise [7], but also greatly aid in the judgement and also dispute
resolution in medical malpractice cases. [8]

In order to comply with various governmental rules or hospital requirements on EMRs
archiving, the storage server frequently needs to keep the outsourced EMRs, such as prescriptions,
for an extended period of time. EMR storage costs are steadily rising in real life as the amount of
EMRs produced by eHealth systems grows. Deduplication, in which the storage space web server
examines duplicate EMRs as well as deletes the repetitive ones, actually allows for a significant

reduction in storage costs. For instance, as shown in Fig. 1(a) and 1(b), both 2 patients must use
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"Aspirin Enteric-coated Tablets,” "Metoprolol Tartrate Tablets,” and "Nifedipine Sustained-release
Tablets" with the exact same use and dosage. One client has been identified with heart disease and
also steady angina pectoris, while the other has been identified with high blood pressure. Table |
displays the cost reductions associated with deduplicating prescriptions from an actual eHealth
system. These prescriptions were randomly chosen from a pool of 10,000 written by doctors in the
Division of Cardiology between 2013 and 2017. The results show that, for 500 prescriptions, the
storage costs can be reduced by more than 66%. Yet, from the perspective of data owners, which
includes clients as well as medical institutions, the content of EMRs shouldn't be released for
security reasons. This calls for the web content of the EMRs to be protected against access by
anyone without the EMRs in terms of privacy. This is achievable with standard file encryption, but
deduplication is difficult due to its randomness (i.e., different people produce different ciphertexts
for the exact same message).

A cryptographic technique called message-locked file encryption (MLE) enables encrypted
data deduplication since the key required for both encryption and decryption is derived from the
data itself [9]. But EMRs are already low and getting worse. For instance, [10] contains a listing of
the majority of known antibiotics; the listing contains just about 100 items. In reality, opponents
can quickly mention the majority of EMR options, and this problem is made worse by the fact that
an enemy has access to enough contextual information (such as clients' indicators). Hence, brute-
force ciphertext recovery is possible for outsourced EMRs secured by MLE. The first encrypted
data deduplication strategy with resistance against brute-force attacks, specifically DupLESS, was
just recently suggested by Bellare et al. [11]. A dedicated key server is provided in DupLESS to
assist users in creating MLE secrets. Each client submits an unconcerned request to the key web
server for the MLE type in order to get a message-derived secret from the server without
disclosing any information about his or her data to it. Both encrypted EMR deduplication and
EMR privacy security can be achieved by integrating DupLESS with cloud-assisted eHealth
systems, but there are two issues with this mechanism:

1) DupLESS along with some upcoming ideas [12], [13] contain a strong supposition: the
production of MLE keys requires a completely trusted entity (e.g., the crucial web server in [13],
and the dealership in [12], and is therefore vulnerable to brute-force assaults when the trusted
entity is compromised;

2) Examining replicating EMRSs necessitates that the storage space web server scan the whole

EMR data source and examine each EMR field one at a time due to the sizeable number of EMR
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fields. Therefore, utilising current methods to check for duplicate EMRs causes a significant delay
and a backlog of applications.
STRATEGY FOR SERVICE CONTINUITY
Analytics, apps, databases, storage, servers, and networking may all be part of a cloud service.
Services are frequently provided as needed, therefore capacity may be easily increased. Although
the cloud has several drawbacks, it also has the following benefits:
Provide handling and storage resources where your company needs them by using load
harmonisation.
solely for the services you actually use; quickly goes up or down.
eliminates costs associated with equipment that you must maintain and protect.
reduces your electrical costs because you don't need to run web servers' cooling systems or air
conditioners to keep them cold.
® reduces the stationary company-owned information facility's latency via global information
centre networks.
® Decentralized storage improves availability, since if one facility breaks down, there should be
another one available.
helps reduce vulnerabilities, improve performance, and decrease company expenditures.
® Read our post on the best methods for cloud collaboration to learn more about the benefits of
the cloud.
® How a cloud-based solution supports business relationships.
For businesses that depend on data and purchases and cannot afford downtime, the cloud is an
essential component of service continuity. Cloud-based solutions ensure constant accessibility
and provide prompt, reliable continuity support.
Benefits of the cloud for connecting organisations.
For continued organisation, the cloud delivers rapid and error-free data recovery. When you are
unable to access your main offices, the cloud offers a secure, convenient option. Regular
business can continue in home offices, satellite workplaces, or recovery websites.
@® Information transfer from servers or tape drives located on-site to medical hardware in the past
frequently took hours. If the primary web servers fail, the on-premise solution could cause a

delay for the entire company.
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® SaaS and cloud services often have more redundancy and resilience against failures than a
single business can afford to build and maintain. Prior to the emergence of cloud computing in
the early 2000s, extensive distant work and online commerce were not viable.
® Below is a summary of how a cloud computer maintains a business connection:.
offers regular backups and relatively simple failover (devices that presumes the job when key
systems fall short).
lessens downtime.
provides better network and information security management.
Scalable to meet the needs of your business; for example, preserve critical data on-premise
while backing up the rest to the cloud.
reduces the impact of attacks that disrupt service (DoS).
eliminates the need to keep an expensive physical mirror website of your facilities and the
demand to stand up.
eliminates the requirement for software on two websites to be in sync.
Maybe reduces the amount of time needed for recovery to only a few minutes.
Eliminates the desire to take a trip to a remote website in potentially challenging or hazardous
scenarios.
® Cloud services for connecting organisations focus on SaaS for smaller businesses. Small
businesses should nonetheless evaluate a provider's end-to-end configuration and also appraise
strength and weaknesses as they would for their very own features.
® Companies operating in regulated industries need to remember that they are always responsible
for doing their part to ensure availability and protection. Also, it is simpler to put in continuity
buffers when you first create and implement an IT or interactions environment than it is in an
advanced system. It is time to think about service continuity if you are starting a business.
Consider these issues when looking for cloud computing suppliers for business continuity:
Backups: Is the supplier responsible for backing up your information, or are you? How do they
support their claims?
Continuity:
Making information sharing between programmed seamless makes work much simpler. "Some on-
premises work is not being moved by organisations. They want everything on the cloud so they

don't have to worry about where their employees work "says Michael Fraser, Refactr's chief
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executive officer and chief architect. Yet, businesses must consider the impact of how their users
would attach when doing so. .

Compatibility: Take vendor-neutral tools and programme into consideration. Find treatments that
work well with both your hardware and software platforms.

Expense: Small businesses' top concerns, especially in a situation, are cost and cash money
protection. We don't choose gadgets with a price premium for capabilities and functionalities we
aren't yet ready to utilise, says Bombacino. Can you get a service for free that produces the same
quality of results as a paid version? Where it makes sense, we try to use best-in-class products if
they have variations that are in accordance with the needs of small businesses.

Information Removal: Is your information retrievable if you switch carriers? What happens
to your data once a cloud company shuts down, too? Selecting a seller who either won't allow you
take to your information or can't offer a way to erase it is a bad idea. "If the answer is no, and there
IS no way to get your information out of it in any way, shape, or form, you must decide if that is
okay with you. However, that may be acceptable for many businesses, "Fraser says.

Information Ownership: A few free systems reserve the right to your contributions. Identify the
data's owner before you add it to a cloud resource.

Data Partition: See precisely how a provider divides and also safeguards your data. Moreover, find
out who has access to it and how users are verified.

Distributed Platform: Ensure that you can connect your entire system. Users must, for instance,
be able to access internal cloud services just from within a corporate network, protected by
firewall software. Because of this, you might need to provide remote workers with a VPN setup.
Functionality: Does the instrument perform the desired task in the desired way?

Avoid having a recovery information centre onsite at your original site or close by. If you need to
create a backup website, place it between 30 and 100 miles away from the main cloud provider
region.

Gaining access remotely: Several cloud-based tools enable remote working by default. You'll
want to make sure the apps are reliable and adaptable enough to serve a distributed workforce that
utilises a variety of tools, including mobile.

Safety and security are still not the florist's and baker' top priorities, according to Brelsford.
"Because they do not awaken with thoughts of safety and security, the platform must be secure.

Can | hold a private talk with you through a cooperative tool and be aware that you are not
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listening, for instance?" Ask the vendor specifically how they are getting ready to handle a hack or
breach, at the very least.

SLA (Service Level Agreement): Do the timeline and return-to-service guarantees offered by the
supplier meet your needs? What happens next if your agreement expires, too?

Support: A cloud company could not be in the same time zone as you or even be based in the
same country. Find out if assistance is offered during your working hours. Inquire if there is access
to private discussion boards and a reliable online support system.

Usability: According to Bombacino, "Not everyone in a company has the same level of tech
awareness, so we choose items that anybody can find pretty quickly. If people are unable or
unwilling to use technology, it is a huge waste of money to purchase it.

Supplier Standing: If a supplier abruptly closes shop, you could lose all of your data. Do some
research to find out a company's history with regard to security and the quantity and quality of
fixes and upgrades it offers. Consider the company's age, stability, and sizable consumer base.
Brelsford recalls, "For instance, nobody has ever been fired for buying an IBM product.

Supplier Business Continuity: You also need a service continuity plan for your cloud providers.
Know how they plan to protect your data in the event of a catastrophe or other emergency. Learn
about their backup and restoration processes as well as how they evaluate recovery strategies.

Literature Survey

The proposed method makes use of date deduplication techniques, which are crucial in
cloud storage systems because they enable storage space web servers to delete duplicate data and
store only one copy of it, hence reducing storage costs. [30], [31] Douceur et al. [32] proposed
convergent security (CE), which requires that the information be secured by applying a symmetrical
encryption, in which the encryption key is the hash of the data. CE is intended to facilitate
encrypted data deduplication. After the work of Douceur et al., scientists proposed a number of CE
variations [33], [34], [35].

CE and its variants were first described by Bellare et al. [9] as message-locked file
encryption (MLE). An MLE system is essentially a symmetrical encryption scheme in which the
encryption/decryption secret is derived from the data itself. As a result, a deduplication strategy

based on MLE cannot defend against brute-force dictionary attacks. [36]

The DupLESS was first proposed by Bellare et al. [11], and it introduces a dedicated
important web server to create MLE tricks for users (i.e., hash values safeguarded under the crucial
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server's key). Customers interact with the crucial server using an unconcerned approach, which
safeguards the server's data information and ensures that clients who possess the same data will
receive the same MLE secret. Web server aided deduplication, which was introduced in [20], [12],
and [13], has been attractive enough to find widespread use and has the potential to withstand brute-
force attacks. Unfortunately, these systems demand that a wholly trusted entity generate MLE key
requirements; as a result, the trusted entity (for example, the crucial web server in DupLESS and
the dealership in [12]) becomes the single point of failure. [37] provides a more comprehensive

analysis of safe and secure information deduplication.

PROPOSED Method

The first effective and secure encrypted EMRs deduplication solution for cloud-assisted e-
Health and wellness systems is proposed in the proposed system, which is known as HealthDep. To
assist in generating MLE secrets, HealthDep presents a number of specialised key servers. These
crucial web servers communicate a secret in a distributed manner, and the MLE key is formed by
the EMR itself and the secret together with an oblivious protocol. This provides a stronger security
assurance than current methods, ensuring that the privacy of outsourced EMRs cannot be violated
by brute-force attackers when one or more crucial servers are compromised [11], [12], [13].

We also look at the clinical data that is present in real eHealth systems. The analysis's most
important finding is that while patients who sought guidance from doctors in different divisions
would generate few duplicate EMRs, those who spoke with medical experts in the exact same
department would produce several duplicate EMRs. As a result, the storage space web server can
quickly decide whether to carry out duplicate scrutinising when provided the EMRs of two
different people, significantly increasing the effectiveness of identifying duplicate EMRs.
Additionally, because the majority of people are already equipped with smart devices, current
cloud-assisted eHealth systems consistently assume that people only have mobile devices and that
deploying a smartphone on the individual side is beneficial. To manage the people's work on their
smartphones, HealthDep makes use of system-wide Trusted Execution Atmospheres (TEEs) [14],
such as ARM TrustZone [15]. In particular, the job's compensation is as agreed.

The system assesses the inherent quality of EMRs using actual eHealth systems. The findings show
that () EMRs have low entropy by nature and (b) many cross-patient replicate EMRs would be
produced if clients sought consultation from the same department.

The proposed method, called HealthDep, offers the first efficient and safe encrypted EMR

deduplication for eHealth systems, allowing users to save MLE type in the secure storage area of
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their TEES on smart devices. Because to its resilience to bruteforce attacks in the event that one or
more important servers are compromised, HealthDep offers a stronger safety and security warranty
compared to existing plans [11], [13]. We also used security analysis to demonstrate that
HealthDep is secure from stronger adversaries (compared to [16] that can also control mobile
network communications).

We also carry out a thorough performance evaluation, which reveals the high efficiency of
HealthDep in terms of MLE tricks' generation. The system executes the formula running in the
patient smartphone on the Open Virtualization's SierraVisor and also SierraTEE [17],
demonstrating the usefulness of HealthDep and also revealing that HealthDep can be easily

deployed.
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Fig : Architecture
IMPLEMENTATION
Patient:

In order to provide hassle-free and trustworthy information access to the relevant search physicians,
a client outsources her records to the cloud server. The person secures the original files under a gain
access to policy using attribute-based security to protect the data privacy. She also develops certain
key phrases for each and every document that is contracted out in order to improve search results.
Then, using the secure KNN plan's undiscovered secret technique, the corresponding index is
constructed in accordance with the keywords. The individual then sends the encrypted data, along
with the necessary indexes, to the cloud web server, along with the secret code, which is then sent
to the search specialists.

Cloud server: A cloud server is a middleman that stores encrypted documents and user-submitted

matching indexes before providing authorised search experts with information access and search
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services. According to specific methods, the cloud web server would undoubtedly deliver a group
of matching records when a search engine sends a request to it.
Medical: A licensed doctor can obtain the secret key from the patient, and this secret can then be
used to create trapdoors. She will build a set of search keywords when she has to look through the
outsourced documents stored on the cloud web server. The doctor then uses the sneaky technique to
create a trapdoor and sends it to the cloud web server in accordance with the keyword selected.
Next, she retrieves the corresponding paper collection from the cloud server and uses the ABE key
she obtained from the trusted authority to decrepit them. The doctor can use the same method to
contract out clinical records to the cloud server after receiving the patient's health information. We
only consider one-way communication in our designs to keep things simple.

CONCLUSION

For cloud-assisted eHealth systems, notably HealthDep, we have actually provided the first

secure and efficient encrypted EMR deduplication plan in this work. HealthDep uses its employees'’
smartphones to protect delegation and MLE secrets, so it can withstand brute-force attacks without
experiencing the single point of failure problem. We have examined EMRs in real eHealth systems
and found that patients who consult with doctors in the same department would produce many
duplicate EMRs, while patients who consult with doctors in different divisions would produce few
duplicate EMRs. This information has been incorporated into HealthDep to increase the efficiency
with which the storage web server examines duplicate EMRs. We submitted an application to
demonstrate HealthDep's utility and carried out a detailed efficiency comparison of HealthDep and
the already used systems, which has truly demonstrated that HealthDep offers a strong security
guarantee with a high level of efficacy.
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