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Abstract:
Increased use of cloud services, a growth in the number of online application users, changes in
network architecture that connects devices running mobile operating systems, and continually
expanding network technologies all provide new cyber security challenges. As a result, network
security methods, sensors, and protection schemes must change to accommodate the needs and issues
of users in order to counter emerging threats. Because growing application layer cyber attacks are
recognised as top risks and the key problem for network and cyber security, we will focus on
countering them in this essay. The article's main contribution is the suggestion of a machine learning
approach for modelling normal application behaviour and detecting cyber assaults. Patterns (in the
form of Perl Compatible Regular Expressions (PCRE) regular expressions) are obtained utilising a
graph-based segmentation technique and dynamic programming to create the model. The model is
based on data gathered from client-generated HTTP requests to a web server. On the CSIC 2010 HTTP
Dataset, we tested our technique and found it to be effective.

1.INTRODUCTION 2.1 R. Christopher, “Port scanning

The number of security incidents reported
around the world has recently risen. The number
of attacks has increased dramatically in
comparison to prior years, according to national
CERTs (for example, CERT Poland [1]).
According to the report [1,] there were 1082
incidents in 2012, an increase of about 80%
over the previous year, owing primarily to
malware and phishing.

The rise in occurrences is directly tied to the
growing number of mobile device users, who
make up the population of connect-from-
anywhere terminals and routinely test the
traditional network security boundaries. The so-
called BYOD (bring your own device [4]) trend
also exposes many businesses' traditional
security to novel and emerging dangers. Many
modern malwares, such as ZITMO (Zeus In The
Mobile), are focused on obtaining information
on users, their personal data, and gaining access
to remote services such as banks and web
services, rather than on the mobile device itself.
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techniques and the defense against them,”
SANS Institute, 2001.

Port Scanning is one of the most popular
techniques attackers use to discover services
that they can exploit to break into systems. All
systems that are connected to a LAN or the
Internet via a modem run services that listen to
well-known and not so well-known ports. By
port scanning, the attacker can find the
following information about the targeted
systems: what services are running, what users
own those services, whether anonymous logins
are supported, and whether certain network
services require authentication. Port scanning is
accomplished by sending a message to each
port, one at a time. The kind of response
received indicates whether the port is used and
can be probed for further weaknesses. Port
scanners are important to network security
technicians because they can reveal possible
security vulnerabilities on the targeted system.
Just as port scans can be ran against your
systems, port scans can be detected and the
amount of information about open services can
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be limited utilizing the proper tools. Every
publicly available system has ports that are open
and available for use. The object is to limit the
exposure of open ports to authorized users and
to deny access to the closed ports.

2.2 S. Staniford, J. A. Hoagland, and J. M.
McAlerney, “Practical automated detection
of stealthy portscans,” Journal of Computer
Security, vol. 10, no. 1-2, pp. 105-136, 2002.

Portscanning is a common activity of
considerable importance. It is often used by
computer attackers to characterize hosts or
networks which they are considering hostile
activity against. Thus it is useful for system
administrators and other network defenders to
detect portscans as possible preliminaries to a
more serious attack. It is also widely used by
network defenders to understand and find
vulnerabilities in their own networks. Thus it is
of considerable interest to attackers to determine
whether or not the defenders of a network are
portscanning it regularly. However, defenders
will not usually wish to hide their portscanning,
while attackers will. For definiteness, in the
remainder of this paper, we will speak of the
attackers scanning the network, and the
defenders trying to detect the scan. There are
several legal/ethical debates about portscanning
which break out regularly on Internet mailing
lists and newsgroups.

23 M. C. Raja and M. M. A. Rabbani,
“Combined analysis of support vector
machine and principle component analysis
for ids,” in IEEE International Conference
on Communication and Electronics Systems,
2016, pp. 1-5.

Compared to the past security of networked
systems has become a critical universal issue
that influences individuals, enterprises and
governments. The rate of attacks against
networked systems has increased
melodramatically, and the strategies used by the
attackers are continuing to evolve. For example,
the privacy of important information, security of
stored data platforms, availability of knowledge
etc. Depending on these problems, cyber
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terrorism is one of the most important issues in
today’s world. Cyber terror, which caused a lot
of problems to individuals and institutions, has
reached a level that could threaten public and
country security by various groups such as
criminal organizations, professional persons and
cyber activists. Intrusion detection is one of the
solutions against these attacks. A free and
effective approach for designing Intrusion
Detection Systems (IDS) is Machine Learning.
In this study, deep learning and support vector
machine (SVM) algorithms were used to detect
port scan attempts based on the new
CICIDS2017 dataset Introduction Network
Intrusion Detection System (IDS) is a software-
based application or a hardware device that is
used to identify malicious behavior in the
network [1,2].

3.PROPOSED SYSTEM

In this paper author is describing concept to
detect attack perform on Web Applications
using Graph-based approach and Estimating
dissimilarities  between two components
Needleman—Wunsch algorithm.

In graph based approach a graph will form using
vertex (circle in graph) and edges are the line
connection between two vertexes. Vertex will
contains http request data which is coming from
client to server, this http data will contains
normal or attack data and by analyzing such
data we can detect whether request is normal or
attack.

All requests which are normal will have
similarity and will be goes into same group by
adding edges between those two similar http
request and attacker will modify request data to
perform some malicious behaviour and there
will be not much similarity left (due to request
data modification) which can indicate us that
this request contains attack.

We can check similarity between two request
data using Needleman—Wunsch algorithm.

3.1 DATASET DESCRIPTION

To implement this project author is using CSIC
dataset and below is the dataset example

GET http://localhost:8080/tiendal/index.jsp
HTTP/1.1
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User-Agent: Mozilla/5.0 (compatible;
Konqueror/3.5; Linux) KHTML/3.5.8 (like
Gecko)

Pragma: no-cache

Cache-control: no-cache

Accept:
text/xml,application/xml,application/xhtml+x
ml,text/html;q=0.9,text/plain;q=0.8,image/pn
g,*/*;9=0.5

Accept-Encoding: x-gzip, x-deflate, gzip,
deflate

Accept-Charset: utf-8, utf-8;q=0.5, *;9=0.5
Accept-Language: en

Host: localhost:8080

Cookie:
JSESSIONID=1F767F17239C9B670A39E9B
10C3825F4Connection: close

Above is the normal request data in bold format
and from above dataset just we need to look for
http data (GET
http://localhost:8080/tiendal/index.jsp
HTTP/1.1) and we extract only http data from
above dataset using REGULAR EXPRESSION
concept. Below is request data which contains
SQL Injection Attack

GET
http://localhost:8080/tiendal/publico/anadir.j
sp?id=2&nombre=Jam%F3n+Ib%E9rico&p
recio=85&cantidad=%627%3B+DROP+TAB
LE+usuarios%3B+SELECT+*+FROM-+dato
s+tWHERE+nombre+LIKE+%27%25&B1=
A%Fladir+al+carrito HTTP/1.1

User-Agent: Mozilla/5.0 (compatible;
Konqueror/3.5; Linux) KHTML/3.5.8 (like
Gecko)

4. RESULTS AND DISCUSSIONS
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Pragma: no-cache

Cache-control: no-cache

Accept:
text/xml,application/xml,application/xhtml+x
ml,text/html;q=0.9,text/plain;g=0.8,image/pn
9,*/*;9=0.5

Accept-Encoding: x-gzip, Xx-deflate, gzip,
deflate

Accept-Charset: utf-8, utf-8;q=0.5, *;9=0.5
Accept-Language: en

Host: localhost:8080

Cookie:
JSESSIONID=B92A8B48B9008CD29F622A9
94E0F650D

Connection: close

In above http request data we can see attacker is
performing SQL Injection attack
http://localhost:8080/tiendal/publico/anadir.j
sp?id=2&nombre=Jam%F3n+I1b%E9rico&p
recio=85&cantidad=%27%3B+DROP+TAB
LE+usuarios%3B+SELECT+*+FROM-+dato
stWHERE+nombre+L IKE+%27%25&B1=
A%Fladir+al+carrito HTTP/1.1

For clarity you can see above request data in
underline text attacker is trying to execute SQL
Drop query. All normal requests may not
contain that drop query due to which
dissimilarity will occur to detect it as attack.
CSIC dataset comes in training and test data,
training dataset contains all normal possible
request data which can check with test (newly
arrived request) data to detect it as normal or
attack.
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Fig 4.1: ‘Upload Train Dataset’ button to upload normal training data
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Training Samples Vs TP Rate

8080/tiendal/index.isp
080/tiendal/publico/anadir.jsp?id=-3&nombre=Vino+Riojasprecio=100icantidad=555B1-A%Fladir+al+carrito
http://localhost:8080/tiendal/publico/anadir.jsp
http://localhost:8080/tiendal/publico/autenticar. jsp?modo=entrarslogin=choongépwd=dlse3cisF3nsremenber—off&B1=Entrar
http://localhost:8080/tiendal/publico/autenticar.jsp

080/tiendal/publico/caracteristicas. jsp?id=2
080/tiendal/publico/caracteristicas.isp
080/tiendal/publico/carrito.jsp
080/tiendal/publico/entrar.jsp?errorMsg=Credenciales+incorrectas
:8080/ciendal/publice/entrar. jap
080/tiendal/publico/miembros.sp
nttp://localnost:8080/ciendal/publico/pagar. jsp?modo=insertariprecio=26728B1=Pasar+por+caja
nttp://localnost:8080/ciendal/publico/pagar.jsp
nttp://localnost:8080/ciendal/publico/productos.jsp
http://localhost:8080/tiendal/publico/registre. jep?modo=registroslogin=cenipagsword=40asEenonbre=Nurittapellidos=Ferrandez+CabatFlascemail=tarpey¥40bw
ds.nesdni=176215925&direccion=Calle+Clavel+30+1133FBicinudad=Tronch3F3nicp=17463&provincia=C3ELlceressntc=1527409541807001sB1=Registrar
nttp://localnost:8080/ciendal/publico/registro.jsp
nttp://localnost:E080/ciendal/publico/vaciar. jsp?B2=Vaciariearrito
http://localhost:8080/ciendal/publico/vaciar. jsp
http://localhost:8080/ciendal/global/creditos. jsp
http://localhost:8080/ciendal/global/menum. jsp
http://localhost:8080/ciendal/global/titulo.jsp

http://localhos
http://localhos

http: 080/tiendal/global/estilos.css
http: :8080/ciendal/mienbros/imagenss/castro. ipg
http: 080/tiendal/miembros/imagenes/ogono. ipg

http://localhost:8080/tiendal/mienbros/imagenes/zarauz. jpg
http://localhost:8080/tiendal/miembros/index.jsp
http://localhost:8080/tiendal/miembros/editar.jsp?modo=registro&log:
9283698Ysdireccion=Calle+Palencia+S32FN+&ciuda,
http://localhost:8080/tiendal/miembros/editar.isp

de_laspassword—rodersF: mbre=Franklintapellidos=Canellagemail=pockaj-bushmant
5320&provincia—Madridantc=4789967077221120881-Registrar

Fig 4.2 After uploading we can see only http request URL data is extracted using regular
expression from training data and this will apply on test data to get result. Now upload test data
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[atte://localnost: 8080/ Tiendal/publico/anadiz, JSp?id=] IRSESTL! =t dada=%27 T T
[ERE+nombre+LIXE+:278255B1-AtFladir+al+carrite

Inttp://localnosc:8080/tiendal/publico/anadir. jsp2id=; o o=100&cantidad=: 1=RiFladir+alicarrite

ncep: 20/tiendal/publico/anadir.isp

ncop: G/tiendal/publico/anadir.jsp?id=2%2Fsnombre=Jam$F3n+Ib%ESricosprecio=85&scantidad=49sB1-AsFladir+al+carrico

Incep: o/tiendal/publice/anadizr.jsp

htep: 80/asf-logo-wide.gif~

ntep:

2080/ctiendal/publico/autenticar.spimodo=entraralogin=bobi4033C5CRIiprE3Ealert28Parost2033Cs2Fscr IPTE3E .parosprony . orgepwd=84m3ri1568
remember=on&Sl=Entrar

Inttp://localnos G/tiendal/publico/autenticar.isp
[ntep: //localnosc:8080/ciendal/publico/autenticar. jop 1 F%2F1Ac%2CIArsremember—on&Bl-Entrar

Fig 4.3 Above are some test request data, now click on ‘Run Needleman-Wunsch Dissimilarites’
button to check similarity between train and test request data

[ Machine Learning Technigues Applied To Detect Cyber Attacks On Web Applications - 8
Upload Train Dataset
Upload Test Dataset
Run Needleman-Wunsch Dissimilarites
Training Samples Vs TP Rate
61.53846153846154 hocp://localhost:8080/ciendal/publico/anadir.jsp?id=2énombre=JamtF3n+IbtESricospracio=85scantidad=227235+DROF+TABLE+usuariost38+5ELE
CT+*+FROM+datos+WHERE+nombre+LIKE+£27:25:51=AtFladir+al+carrito contains attack signatures

100.0 htcp://localhosc:8080/ciendal/publico/anadir.jsp?id=3enombre=Vino+Riojacprecio=100sccantidad=55sB1=A%Fladir+al+carrito doss not contains attack s
ignatures

100.0 nttp://lecalnost:S8080/tiendal/publice/anadir.jep dees not contains attack signatures

96.03174603174604 nctop://localnosc:8080/tiendal/publico/anadir . jep?id=232Fsnombre=JantFin+IbsEoricosprecio=854cantidad=49sB1=AFladir+al+carrito does
not contains attack signatures

100.0 htep://localhost:B8080/tiendal/publico/anadir.jsp does not contains attack signatures

62.22222222222222 nttp://localnost:8080/asf-logo-wide.gif~ contains attack signatures

080/tiendal/publico/autentica
ntrar contains attack signature

59.195402298850574 http://localh 2modo=entrar&login=bob%4033CSCRiPt33Ealert328Paros229%3C32FSCrIPT33E . par:

100.0 http://localhost:8080/tiendal/publico/autenticar.jsp does not contains attack signatures

82.11382113821138 http://localhost:8080/tiendal/publico/autenticar.jsp rarslogin=gri
contains attack signatures

F22F1Ac32CIAréremenber—onsBl=Entrar does not

Fig 4.4 In above screen in selected text u can see first contains similarity score between train
request data and test request data and then request data is displaying and then showing whether
its normal or contains attack signatures.
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Fig 4.5 In above graph x-axis contains total train dataset size and true positive detection rate and

y-axis contains length

5.CONCLUSION

The method for application layer attack
detection based on machine learning was
proposed in this paper. Patterns (in the form of
PCRE regular expressions) are obtained
utilising a graph-based segmentation technique
and dynamic programming to create the model.
Modeling the true behaviour of programmes and
detecting cyber assaults are both done with
regular expressions. We also presented findings
that demonstrate the efficacy of the proposed
approach, which may be utilised to detect
application layer attacks. Experiments on
CSIC'10 reveal that the proposed approach can
obtain a detection ratio of 94.46 percent while
maintaining a low error rate.
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