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ABSTRACT 

Social networking sites engage millions of users around the world. The users' interactions with 

these social sites, such as Twitter and Facebook have a tremendous impact and occasionally 

undesirable repercussions for daily life. The prominent social networking sites have turned into a 

target platform for the spammers to disperse a huge amount of irrelevant and deleterious 

information. Twitter, for example, has become one of the most extravagantly used platforms of 

all times and therefore allows an unreasonable amount of spam. Fake users send undesired 

tweets to users to promote services or websites that not only affect legitimate users but also 

disrupt resource consumption. Moreover, the possibility of expanding invalid information to 

users through fake identities has increased that results in the unrolling of harmful content. 

Recently, the detection of spammers and identification of fake users on Twitter has become a 

common area of research in contemporary online social Networks (OSNs). In this paper, we 

perform a review of techniques used for detecting spammers on Twitter. Moreover, a taxonomy 

of the Twitter spam detection approaches is presented that classifies the techniques based on 

their ability to detect: (i) fake content, (ii) spam based on URL, (iii) spam in trending topics, and 

(iv) fake users. The presented techniques are also compared based on various features, such as 

user features, content features, graph features, structure features, and time features. We are 

hopeful that the presented study will be a useful resource for researchers to find the highlights of 

recent developments in Twitter spam detection on a single platform. 

 

Introduction  

Twitter spam has become a critical problem 

nowadays. Recent works focus on applying 

machine learning techniques for Twitter 

spam detection, which make use of the 

statistical features of tweets. In our labeled 

tweets data set, however, we observe that 

the statistical properties of spam tweets vary 

over time, and thus, the performance of 

existing machine learning-based classifiers 

decreases. This issue is referred to as 

“Twitter Spam Drift”. In order to tackle this 

problem, we first carry out a deep analysis  

 

 

on the statistical features of one million 

spam tweets and one million non-spam 

tweets, and then propose a novel Lfun 

scheme. The proposed scheme can discover 

“changed” spam tweets from unlabeled 

tweets and incorporate them into classifier's 

training process. A number of experiments 

are performed to evaluate the proposed 

scheme. The results show that our proposed 

Lfun scheme can significantly improve the 

spam detection accuracy in real-world 

scenarios.Information quality in social 
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media is an increasingly important issue, but 

web-scale data hinders experts' ability to 

assess and correct much of the inaccurate 

content, or "fake news," present in these 

platforms. This paper develops a method for 

automating fake news detection on Twitter 

by learning to predict accuracy assessments 

in two credibility-focused Twitter datasets: 

CREDBANK, a crowdsourced dataset of 

accuracy assessments for events in Twitter, 

and PHEME, a dataset of potential rumors in 

Twitter and journalistic assessments of their 

accuracies. We apply this method to Twitter 

content sourced from Buzz Feed’s fake news 

dataset and show models trained against 

crowdsourced workers outperform models 

based on journalists' assessment and models 

trained on a pooled dataset of both 

crowdsourced workers and journalists. All 

three datasets, aligned into a uniform format, 

are also publicly available. A feature 

analysis then identifies features that are most 

predictive for crowdsourced and journalistic 

accuracy assessments, results of which are 

consistent with prior work. We close with a 

discussion contrasting accuracy and 

credibility and why models of non-experts 

outperform models of journalists for fake 

news detection in Twitter.The popularity of 

Twitter attracts more and more spammers. 

Spammers send unwanted tweets to Twitter 

users to promote websites or services, which 

are harmful to normal users. In order to stop 

spammers, researchers have proposed a 

number of mechanisms. The focus of recent 

works is on the application of machine 

learning techniques into Twitter spam 

detection. However, tweets are retrieved in a 

streaming way, and Twitter provides the 

Streaming API for developers and 

researchers to access public tweets in real 

time. There lacks a performance evaluation 

of existing machine learning-based 

streaming spam detection methods. In this 

paper, we bridged the gap by carrying out a 

performance evaluation, which was from 

three different aspects of data, feature, and 

model. A big ground-truth of over 600 

million public tweets was created by using a 

commercial URL-based security tool. For 

real-time spam detection, we further 

extracted 12 lightweight features for tweet 

representation. Spam detection was then 

transformed to a binary classification 

problem in the feature space and can be 

solved by conventional machine learning 

algorithms. We evaluated the impact of 

different factors to the spam detection 

performance, which included spam to non-

spam ratio, feature discretization, training 

data size, data sampling, time-related data, 

and machine learning algorithms. The 

results show the streaming spam tweet 

detection is still a big challenge and a robust 

detection technique should take into account 

the three aspects of data, feature, and model. 

Results: 

 
Datasets Trained 



 

Volume 11, Issue 07, Jul 2021                        ISSN 2581 – 4575 Page 42 

 

 

 
Fake Users in Twitter Graph 

 
Legitimate User in Twitter Pie Graph 

Conclusion  

In this paper, we performed a review of 

techniques usedfor detecting spammers on 

Twitter. In addition, we also presenteda 

taxonomy of Twitter spam detection 

approaches and categorized them as fake 

content detection, URL based spam 

detection, spam detection in trending topics, 

and fake user detection techniques. We also 

compared the presentedtechniques based on 

several features, such as user features, 

content features, graph features, structure 

features, and time features. Moreover, the 

techniques were also compared in terms of 

their specified goals and datasets used. It is 

anticipated that the presented review will 

help researchers find the information on 

state-of-the-art Twitter spam 

detectiontechniques in a consolidated form. 

Despite the development of efficient and 

effectiveapproaches for the spam detection 

and fake user identification on Twitter [34], 

there are still certain open areas that require 

considerable attention by the researchers. 

The issues are briefly highlighted as 

under:False news identification on social 

media networks is an issue that needs to be 

explored because of the serious 

repercussions of such news at individual as 

well as collective level [25]. Another 

associated topic that is worth investigating is 

the identification of rumor sources on social 

media. Although a few studies based on 

statistical methods have already been 

conducted to detect the sources of rumors, 

more sophisticated approaches, e.g., social 

networkbasedapproaches, can be applied 

because of their proveneffectiveness. 
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