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Abstract— Email which contains suspicious links or malicious files is one of the considerable threats in digital world
nowadays. Existing approaches of phishing emails detection are unceasingly being renovated nonetheless the outcomes are
not impressive. In our proposed work, the structure of the email is scrutinized and then fed on a recurrent convolution
neural network (RCNN). After that RCNN model start processing email header and body of the email for detecting the
suspicious or malicious files. If the suspicious links, file extensions are detected then it will automatically transferred to the
spam folder. The classification of the spam and non-spam email is done by using the neural network classifier. The
phishing emails contains the suspicious links when user click on the link the redirection take place. This way the phishing

emails attack take place and due to which financial as well as social loss take place.
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I. INTRODUCTION

The instantaneous expansion of digital world has vastly
transformed online user™s involvement instead security
threats are also increasing with rapid rate such as different
type of novel attacks will take place every day. The current
situation signifies that novel attacks will not cause damage
only to victims systems rather than that also emphases to
steal victims money [1][2]. Along with different type of
attacks, phishing email attack is obvious one and it is also
illegal action that using social networking technology and
platforms for gathering target™s identity data as well as
account information. The phishing email will be identified
using some concept such as email filtering[3][4]. Email

filtering such as the blacklisting mechanism, visual
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similarity, heuristic and machine learning methods. These
method used only for detecting the phishing email at some
extent. They are helpful but fails for the emails which
contain the suspicious IP based urls and non-matching urls.

The emails which have the urls containing the IP address are
more harmful because if the user click on that it will redirect
to some other web page which are asking the confidential
data from users which causes financial as well as the identity
loss take place [5]. Some of the techniques are proposed
using machine learning model in which the different
classifiers are used for the classification of the emails on the
basis of some extracted features. Some features which are

used for classifications are disparities between the href,
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presence of links “click” ,“here" and “click here’, presence of
JavaScript code, number of dots in domain name, html codes.
Other features are number of links, number of linked to
domain, urls containing IP address and from body match
domain check and also the update, confirm, verify account,
restrict, suspend. In paper [6] method is proposed in which
based on the concept of bag of words. In these techniques, all
words are extracted from the email and the frequency of the
particular words is taken as the features for doing the
classification of spam email. The APWG provided the data
according to which the number of phishing emails is
increased from 87390 in 2019 to 266342 in 2020. And the
type of phishing email which are totally different kind are
approximately 100000 from December 2020 [7][8]. Increase
in momentum of phishing email attack shows that loss in the
developed countries like Australia, UK and United State are

approximately 600 million dollars per year.

The phishing email threat is increasing rapidly due to which
awareness about phishing email is more important for user.
They should not open the suspicious links present in emails
and do not share confidential data to anyone. With the
awareness, the accurate method is also required for detection
of phishing emails and preventing method which avoid and
stop loss occurs due to phishing emails [9][10].Remaining of
the paper describe as follows : section Il involves the related
work, section Il involves the method and material, section
IV contains result and discussion and section V contains

conclusion.

Il. RELATED WORK

The Phishing email is one the subset of the spam attack and
the detection of this attack is totally depends upon the
classifier used for the classification in the model. The feature
which are extracted and used for the training and testing
model is important. In paper [12] method proposed in which

10 features are used for representing the phishing email after
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that with the help of the random forest in place of classifier for
creating number of decision tree [6]. The decision tree helps to
detect the emails as a phishing emails if the same feature
found in any email. The accuracy of this model is close to
96% with false negative rate of 4% and false positive rate of
0.1%. Another technique is proposed which is based on the
concept of multi-layer classifier in which one of the three tier
classifier technique is deployed for detecting phishing emails
[11]. In this, if first two tier classifier does not do good
classification then third tier classifier classification taken for
making decision that the particular email belongs to phishing
email or to legitimate emails. The average accuracy of this
model is more than 96% but this consumes more time as well
as more memory[12][13]. One approach of phishing email is
based on clustering method. This method totally depends on
the sharing method between the supervised classification
algorithm and unsupervised clustering method [14]. After that
training of model with consensus clustering take place with
the help of this technique the classification take place easily
with improved accuracy then the k-means classification
algorithm. One framework of phishing email detection is
deployed which uses the concept of the fuzzy logic [15][16].
In this, 21 features are extracted at the stage of the pre-
processing and then at next stage the feature reduction take
place .the features are remains are used for making the basis
rule that these features are used to categorize the email either
as a legitimate email or phishing email, the accuracy of this
model is approx. 97%[17][8]. One of the model is proposed
which uses the concept of the logistic regression as a classifier
with the help of which the classification of email take place
i.e. the email is either legitimate or non- legitimate. The model
is trained using the noisy dataset and with 10 features used in
which URLs and disparities of href are included. The accuracy
of the model is 95% with false positive rate of 0.03% [18][19].
The Phishing email detection model is proposed in which the
support vector machine is used for the classification. The

KDDCup99 dataset is used for training and testing the model.
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The model achieve the accuracy up to 87%[7][20].Other
proposed model is uses the various features which are
extracted from the URLSs present in the emails. The URLs are
scrutinized and compare with the legal form of urls if anything
found as a suspicious then that email directly transferred to
spam folder[7][8].

Table.1 Phishing email detection techniques

References| Classifiers Used Accuracy
[21] Random Forest 0.956
[22] SVM + )48 0.937
[5] Support Vector Machine | 0.795
[4] Random forest 0.899
and Decision
Tree
[15] C5.0 0.957
[2] Bayes Net 0.9711
[23] Naive Bayes ,SVM and | 0.981
Logistic Regression,
Our Region Based 0.979
methodology | Convolutional
Neural
Networks

I1l. METHOD AND MATERIALS
The proposed method involves the various stages for

detecting the email; either it is spam email or non-spam email.
The first stage is input data set and at the stage of html parsing
the parsing of the html documents takes place. The next stage
involves the feature extraction. At this stage the features are

extraction take place where some features are extracted with
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the help of which further analysis and comparison take place
with the extracted feature of the particular email. The model is
trained with balanced as well as unbalanced data set due to
which the probability of the feature recognition is closer to
value one which signifies the result become more accurate.
After features are extracted the convolution neural network
computation of features take place on the basis of which the
classification of email take place i.e. the decision are made
either the email is spam or non-spam email. The particular
email header and body of the email is analyzed at character as
well as at word level, if at any stage the email is matched with
the features of the spam email either it is with suspicious links
or suspicious extensions the immediately it will detected as a
spam email and transferred to spam folder. If the spam
features of email is not matched with particular email then it
will non-spam email and transferred to the legitimate email.
The model is trained with balanced as well as unbalanced data
set due to which the probability of the feature recognition is
closer to value one which signifies the result become more
accurate. The output of this stage is transferred to neural
network classifier in this the R-CNN is used as a classifier. In
R-CNN the email is inputted and split into different segments.
Each segment then used for the extraction of features which
are relevant in nature. The particular email header and body of
the email is analyzed at character as well as at word level ,if at
any stage the email is matched with the features of the spam
email either it is with suspicious links or suspicious extensions
the immediately it will detected as a spam email and
transferred to spam folder. If the spam features of email are
not matched with particular email then it will legitimate email

and transferred to the legitimate email folder.
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Fig.1 Model of Phishing email detection

IV. RESULT AND DISCUSSION

The testing set made from the dataset into the propositioned
model assimilate and add a series of pointers, for evaluating
functioning of model pointers are operated precisely. Assume
True Negative is a way for indicating the number of authentic
email that has been categorized as genuine. Similarly, False
Positive is a method of expressing the number of genuine
emails that are misclassified as illegal, False Negative is a
method of expressing the number of phishing emails that are
misclassified as legal, and True Positive is a method of
expressing the number of non-legitimate emails that are
misclassified as phishing email.

The outcome is compared to the output obtained by using
the entire email. In contrast to the identical non-appropriate
classified email, the revealing output using simply the email
body and email header. However, the issue is that when the
entire email is used for processing, the CNN model makes an
inaccurate prediction. The email mean that the email having
the body and header. The result is dictated by the body of
email because body of the email generally contains suspicious
contents and files if processing the complete email take place.
The email's header is filled with phishing emails that have

been verified as phishing emails, yet the email's body is
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contradictory. Because the final output of the email is the
email body, the CNN model is not suitable for accurately
detecting phishing emails. The believe in those emails that the
CNN model missed and that those emails are highly disguised
phished email in which the email body has a huge amount of
content with genuine emails body i.e. the header of email still
has differences) .The situation in question is one in which the
body of the email has a low weight and the header of the email
has a high weight, resulting in a more accurate detection of
phishing emails. The model is accurately recognized the
misclassified emails when using mechanism of the attention
within the email header and the body of the email for giving
different weightage dynamically, according to different

number of experiments, the attention mechanism assigns the

email header a superior weight than the email body.

Fig.2 New emails downloading list

Fig.3 Non-Legitimate emails moving into spam
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Fig.4 Malicious file Extensions
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Fig.6 Predicted probability Vs emails

V. Conclusion
The phishing email detection is a process in which the
suspicious links, malicious files or image are detected in a
particular email which is threat the users confidential data as
well as financial threat also. In the model the concept of R-
CNN is used with the help of which model does the
comparison on word level and character level of the particular
email. When the comparison takes place at character level as

well as at word level the noise present in the output is
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minimal. The data set used for training and testing the model
are unbalanced in nature due to which the experiment done
closer to the real world scenario and model become more
accurate. The result obtained from the model by using the
concept of the R-CNN is more promising result. With the help
of model the phishing email detection will be done by using
only the body of email, the header of the email is either

present or not the result will same.
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