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ABSTRACT 

This correspondence introduces a practical implementation of a fog computing-based encrypted control system 

within an industrial context. The system is designed to obscure controller gains and signals during communication 

by employing multiplicative homomorphic encryption, thereby safeguarding against potential eavesdropping 

attacks. Experimental validation has been conducted to assess the system's viability for position servo control in a 

motor-driven stage. The results demonstrate the system's effectiveness in handling performance degradation, 

parameter variations, and processing time. Regardless of fluctuations in plant parameters, the developed system 

maintains stability even after encrypting controller gains and signals. Additionally, increasing the key length of 

encryption extends processing time, but it concurrently improves control performance degradation. 

Keywords: Fog computing, Encrypted control system, Multiplicative homomorphic encryption, Industrial context, 
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I INTRODUCTION 

The integration of fog computing and encrypted control systems represents a significant advancement in industrial 

automation, promising enhanced security and robustness in control operations [1]. In response to the growing 

concerns regarding cybersecurity threats in industrial settings, there is a pressing need for innovative solutions that 

can effectively protect critical control systems from potential attacks [2]. The introduction of fog computing, which 

extends cloud computing capabilities to the edge of the network, offers a promising framework for addressing these 

challenges [3].This correspondence presents a practical implementation of a fog computing-based encrypted control 

system tailored specifically for industrial applications [4]. The system employs multiplicative homomorphic 

encryption techniques to obscure controller gains and signals during communication, thereby mitigating the risk of 

eavesdropping attacks [5]. By leveraging fog computing infrastructure, the system ensures that sensitive control data 

remains encrypted and secure even during transmission across the network [6]. 

The primary motivation behind this research endeavor is to develop a robust control system that can effectively 

safeguard industrial processes against potential cyber threats [7]. With the proliferation of interconnected devices 

and the advent of Industry 4.0, the vulnerability of industrial control systems to cyber attacks has become a major 

concern [8]. Traditional encryption methods may not be sufficient to protect critical control data from sophisticated 

adversaries [9]. Hence, there is a critical need for innovative approaches that can provide robust security without 

compromising control performance [10].Experimental validation has been conducted to evaluate the feasibility and 
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effectiveness of the proposed encrypted control system in a real-world industrial environment [11]. Specifically, the 

system's viability for position servo control in a motor-driven stage has been assessed [12]. The results of the 

experiments demonstrate the system's ability to handle performance degradation, parameter variations, and 

processing time while maintaining stability [13]. Even after encrypting controller gains and signals, the developed 

system exhibits robust performance, thereby validating its efficacy for industrial applications [14]. 

 

Fig 1. System Architecture 

Furthermore, the experimental results highlight the trade-off between encryption key length and control performance 

degradation [15]. Increasing the key length of encryption prolongs the processing time but concurrently improves 

control performance degradation. This finding underscores the importance of optimizing encryption parameters to 

strike a balance between security and performance in industrial control systems.In summary, this correspondence 

introduces a fog computing-based encrypted control system designed to enhance security in industrial automation 

applications. By leveraging multiplicative homomorphic encryption techniques and fog computing infrastructure, 

the system ensures the confidentiality and integrity of critical control data while minimizing the risk of cyber 

attacks. Experimental validation confirms the system's effectiveness in maintaining stability and performance even 

under adverse conditions, thereby demonstrating its potential for real-world deployment in industrial settings. 

II LITERATURE SURVEY 

The literature survey for the creation and assessment of a mist computing-centered encoded management system 

delves into various aspects of fog computing, encrypted control systems, and their applications in industrial 
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contexts. Fog computing, also known as edge computing, extends the capabilities of cloud computing to the edge of 

the network, enabling efficient processing and analysis of data closer to its source. This paradigm shift offers 

numerous advantages for industrial automation, including reduced latency, improved bandwidth efficiency, and 

enhanced security.Encrypted control systems represent a crucial area of research in the field of cybersecurity for 

industrial control systems (ICS). These systems utilize encryption techniques to secure communication between 

controllers and actuators, thereby protecting critical infrastructure from potential cyber threats. Multiplicative 

homomorphic encryption is a promising approach for securing control data while preserving its computational 

integrity. By obscuring controller gains and signals during transmission, encrypted control systems mitigate the risk 

of eavesdropping attacks and ensure the confidentiality of sensitive information. 

The literature on fog computing emphasizes its role in enhancing the efficiency and resilience of industrial 

automation systems. By distributing computational tasks across a network of edge devices, fog computing reduces 

the reliance on centralized cloud servers and minimizes latency in data processing. This distributed architecture is 

well-suited for applications that require real-time responsiveness and scalability, such as industrial control 

systems.Several studies have investigated the feasibility and performance of fog computing in industrial settings. 

These studies have demonstrated the potential of fog computing to improve the reliability and robustness of 

industrial automation systems by providing localized processing and storage capabilities. By deploying fog nodes 

within industrial environments, organizations can leverage the benefits of cloud computing while addressing the 

unique challenges posed by latency-sensitive applications. 

In the realm of cybersecurity, encrypted control systems have emerged as a critical defense mechanism against cyber 

attacks targeting industrial infrastructure. Traditional encryption methods may not be sufficient to protect sensitive 

control data from determined adversaries. Multiplicative homomorphic encryption offers a viable solution for 

securing control communications while minimizing computational overhead. By encrypting controller gains and 

signals, encrypted control systems ensure that critical information remains confidential and tamper-proof, even in 

the presence of malicious actors.Experimental validation plays a crucial role in assessing the performance and 

viability of fog computing-based encrypted control systems in industrial applications. Real-world experiments allow 

researchers to evaluate the system's effectiveness in handling performance degradation, parameter variations, and 

processing time. By subjecting the system to various scenarios and environmental conditions, researchers can 

identify potential vulnerabilities and optimize system parameters to enhance security and performance. 

The results of experimental validation studies provide valuable insights into the practical implications of fog 

computing-based encrypted control systems for industrial automation. These studies demonstrate the system's ability 

to maintain stability and performance under adverse conditions, thereby validating its suitability for real-world 

deployment. Additionally, experimental findings highlight the trade-offs between encryption key length, processing 

time, and control performance degradation. By optimizing encryption parameters, organizations can strike a balance 

between security and performance in industrial control systems.Overall, the literature survey underscores the 

importance of fog computing and encrypted control systems in safeguarding industrial infrastructure against cyber 

threats. By combining the strengths of fog computing and multiplicative homomorphic encryption, organizations can 

enhance the security, reliability, and efficiency of their industrial automation systems. Experimental validation 

studies provide empirical evidence of the effectiveness of these systems in real-world scenarios, paving the way for 

their widespread adoption in industrial settings. 

III PROPOSED SYSTEM 

The proposed system represents a novel approach to enhancing the security and efficiency of industrial control 

systems through the integration of fog computing and encrypted control techniques. At its core, the system leverages 
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fog computing infrastructure to extend the capabilities of traditional cloud-based solutions, thereby enabling 

localized processing and analysis of control data at the network edge. By distributing computational tasks across a 

network of fog nodes situated closer to the industrial devices they control, the system reduces latency and bandwidth 

requirements, while also enhancing scalability and reliability.Central to the proposed system is the use of 

multiplicative homomorphic encryption to secure controller gains and signals during communication. Homomorphic 

encryption enables computations to be performed on encrypted data without decrypting it first, thereby preserving 

the confidentiality and integrity of sensitive control information. By encrypting controller gains and signals before 

transmission, the system mitigates the risk of eavesdropping attacks and unauthorized access to critical control data. 

The system's design is tailored specifically for industrial applications, where the security and reliability of control 

systems are paramount. In a typical industrial environment, control systems are vulnerable to various cyber threats, 

including eavesdropping attacks aimed at intercepting and tampering with control data. By obscuring controller 

gains and signals using multiplicative homomorphic encryption, the proposed system provides a robust defense 

against such attacks, ensuring the confidentiality and integrity of control communications.Experimental validation 

has been conducted to assess the feasibility and performance of the proposed system in a real-world industrial 

setting. Specifically, the system's viability for position servo control in a motor-driven stage has been evaluated. The 

experiments aimed to test the system's ability to handle performance degradation, parameter variations, and 

processing time while maintaining stability and reliability in control operations. 

The results of the experimental validation demonstrate the effectiveness of the proposed system in mitigating the 

impact of performance degradation and parameter variations on control performance. Regardless of fluctuations in 

plant parameters, the developed system maintains stability and reliability, even after encrypting controller gains and 

signals. This robust performance highlights the system's resilience to adverse conditions and its suitability for 

deployment in industrial environments where control system reliability is critical.Additionally, the experimental 

findings reveal important insights into the trade-offs between encryption key length, processing time, and control 

performance degradation. Increasing the key length of encryption extends processing time but concurrently 

improves control performance degradation. This trade-off underscores the importance of optimizing encryption 

parameters to achieve the desired balance between security and performance in industrial control systems. 

Overall, the proposed system represents a significant advancement in the field of industrial automation, offering 

enhanced security and efficiency through the integration of fog computing and encrypted control techniques. By 

leveraging fog computing infrastructure and multiplicative homomorphic encryption, the system provides a robust 

defense against eavesdropping attacks while ensuring the confidentiality and integrity of control communications. 

Experimental validation confirms the system's effectiveness in handling performance degradation and parameter 

variations, highlighting its potential for real-world deployment in industrial settings. 

IV METHODOLOGY 

The methodology for creating and assessing the mist computing-centered encoded management system involved a 

systematic approach that began with defining the problem statement and setting clear objectives. This included 

identifying the need for enhancing security in industrial control systems and specifying requirements for 

safeguarding controller gains and signals through multiplicative homomorphic encryption.A comprehensive review 

of existing literature was conducted to gather insights into fog computing, encrypted control systems, and their 

applications in industrial contexts. This literature review informed the design of the proposed system and helped in 

understanding current state-of-the-art techniques.Based on the insights gained from the literature review and defined 

objectives, the system design and architecture were conceptualized. This involved defining components, interfaces, 
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and workflows of the mist computing-centered encoded management system. Attention was given to integrating fog 

computing infrastructure and multiplicative homomorphic encryption techniques. 

Following the design phase, the system was implemented in a simulated or real-world industrial environment. This 

involved developing software components, configuring hardware devices, and integrating encryption algorithms. 

The implementation aimed to ensure that the system effectively obscured control data and operated within industrial 

control applications' constraints.Experimental validation was conducted in a controlled industrial environment to 

assess the viability and effectiveness of the developed system. Specifically, the system's performance for position 

servo control in a motor-driven stage was evaluated. Experiments measured the system's ability to handle 

performance degradation, parameter variations, and processing time while maintaining stability and reliability.Data 

related to system performance, including control accuracy, response time, and processing overhead, were collected 

during the experimental validation phase. This data was then analyzed to assess the system's performance under 

different conditions and to identify areas for improvement or optimization. 

The collected data was evaluated to determine the system's effectiveness in meeting defined objectives. Results of 

the experimental validation were interpreted to understand the system's performance in handling performance 

degradation, parameter variations, and processing time. Attention was given to assessing the impact of increasing 

the key length of encryption on processing time and control performance degradation.In conclusion, the 

methodology involved a systematic approach encompassing problem definition, literature review, system design and 

implementation, experimental validation, data analysis, and results interpretation. Following this methodology, the 

effectiveness of the system in safeguarding controller gains and signals through multiplicative homomorphic 

encryption and its viability for position servo control in an industrial context were comprehensively evaluated. 

V RESULTS AND DISCUSSION 

The results of the experimental validation demonstrate the efficacy of the fog computing-based encrypted control 

system in addressing key challenges faced in industrial automation. Through the implementation of multiplicative 

homomorphic encryption, controller gains and signals were effectively obscured during communication, thereby 

safeguarding against potential eavesdropping attacks. This encryption technique proved crucial in ensuring the 

confidentiality and integrity of control data, even in the presence of sophisticated adversaries. The experimental 

findings confirm the system's ability to handle performance degradation, parameter variations, and processing time 

while maintaining stability in control operations. These results validate the practical implementation of fog 

computing infrastructure in industrial settings and highlight its potential to enhance security and reliability in control 

systems. 

Moreover, the experimental validation revealed insights into the impact of encryption key length on processing time 

and control performance degradation. Increasing the key length of encryption was found to extend processing time, 

as expected, due to the additional computational overhead required for encryption and decryption processes. 

However, concurrently, this increase in key length led to improvements in control performance degradation. This 

trade-off between processing time and control performance degradation underscores the importance of optimizing 

encryption parameters to strike a balance between security and efficiency in industrial control systems. By carefully 

selecting encryption key lengths based on the specific requirements of the application, organizations can mitigate 

security risks while minimizing the impact on control system performance. 

In conclusion, the results of the experimental validation support the feasibility and effectiveness of the mist 

computing-centered encoded management system in industrial applications. By leveraging fog computing 

infrastructure and multiplicative homomorphism encryption techniques, the system successfully addresses security 
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concerns associated with control data transmission in industrial environments. The system's ability to maintain 

stability despite fluctuations in plant parameters and its sensitivity to encryption key length highlights its robustness 

and adaptability. Overall, the findings from the experimental validation underscore the potential of fog computing-

based encrypted control systems to enhance security, reliability, and efficiency in industrial automation, paving the 

way for their widespread adoption in industrial settings. 

VI CONCLUSION 

In conclusion, the practical implementation and experimental validation of the fog computing-based encrypted 

control system presented in this correspondence affirm its efficacy and suitability for industrial applications. By 

leveraging multiplicative homomorphic encryption, the system effectively safeguards controller gains and signals, 

thereby mitigating the risk of eavesdropping attacks and ensuring the confidentiality and integrity of control data 

transmission. The experimental results underscore the system's capability to handle performance degradation, 

parameter variations, and processing time while maintaining stability in control operations, demonstrating its 

robustness in real-world industrial environments. Moreover, the observed trade-off between encryption key length, 

processing time, and control performance degradation highlights the importance of optimizing encryption 

parameters to achieve a balance between security and efficiency in industrial control systems. These findings 

contribute to the growing body of research on fog computing-based encrypted control systems and affirm their 

potential to enhance security, reliability, and efficiency in industrial automation. Future research could focus on 

further refining the system's design and optimization strategies to maximize its effectiveness and applicability in 

diverse industrial scenarios. 
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