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Abstract: In this initiative, we focus on safeguarding
our ever-growing network of smart devices. With the
rise of IoT in homes, healthcare, and more, ensuring
the security of these interconnected gadgets is crucial.
As technology advances, so do the risks. We delve into
the realm of malware attacks, studying notorious
instances like the Mirai botnet. By understanding these
threats, we aim to develop effective countermeasures.
This project has a dual objective. Firstly, we're
developing robust security systems tailored for IoT
devices. Secondly, we're creating a classification
system to identify the specific type of malware
targeting these devices, offering a more precise
defense. And we are using machine learning and deep
learning. OUR goal is to equip computers with the
ability to learn and adapt autonomously, reducing
dependence on constant human intervention for
security updates. And we are Introducing the

innovative multitask LSTM-based model

a
sophisticated solution that not only detects potential
threats to IoT devices but also identifies the exact
nature of the threat. It's a cutting-edge protector
against evolving cyber-attacks. Including the project,
CNN and CNN+LSTM models enhance feature
IoT malware detection.

extraction for robust

Additionally, a Flask framework with SQLite
facilitates user signup, signin, and testing, ensuring a
user-friendly interface for efficient interaction and

evaluation of advanced deep learning models.

“Index terms - Multitask deep learning, multimodal

learning, Cybersecurity, IoT malware detection,

malware identification, and heterogeneity traffic

analysis”.

1. INTRODUCTION

Internet of Things (IoT) is transforming the connected
world with automobiles, smart homes and cities,
manufacturing, healthcare systems, retail, space
applications, and cyber-physical systems because the
number of portable Internet-connected devices is
increasing continuously [1]. As a result, with the
introduction of new IoT devices, technical
advancement and the manufacturing simplicity of
these intelligent devices continue to improve.
Meanwhile, the creation of a slew of new security
considerations is required, according to the 2020 IoT
threat report [2]. The Mirai botnet, for example, is used
in the well-known cyberattacks on DVN, which
resulted in one of the most significant Distributed
Denial-of Service (DDoS) attacks ever recorded on the
Internet [3]. More importantly, the availability of the
Mirai source code accelerated the development of
powerful and sophisticated Mirai-like malware, such
as Satori [4], Hajime [5], and BrickerBot [6], to
mention a few. As a result, academics have sought to
investigate complex solutions to address the security
problem in recent years. However, the lack of
empirical data regarding current IoT malware and
understanding of the behavioral features of malware-
infected devices make the implementation of complex

solutions controversial in IoT. Various loT-specific
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honeypots have been set up to collect precise

information on existing [oT malware [7].

Based on the literature review conducted in this study,
we identified two distinct problems: IoT security
against malware attacks [8], [9] and classification of
IoT malware based on generated traffic [10]. The
primary goal is to protect devices from malware
attacks. However, due to the emergence of highly
sophisticated ransomware, devices cannot be fully
secured. It is more likely to target a particular type of
malware at a given moment. As a result, it may be
feasible to classify different malware types, shutting
down services on the targeted malware rather than the
entire system. We combined the objective of
adequately protecting the IoT device twofold from the
security and malware classification perspective. Thus,
we proposed a multitask classification model to

address both problems simultaneously.

Several Machine Learning (ML) approaches with flow
based [13], [14], and packet-based [15], [16] features
have been developed to identify [oT traffic accurately.
However, classifiers based on ML frequently need
domain expertise and time-consuming feature
extraction and assessment activities. As loT malware
evolves, such customized features may be ineffective
in detecting and classifying new malware families
[17]. Therefore, recent work proposes the utilization of
deep learning (DL)-based malware classification
algorithms to address the limitations of ML. These
studies propose the lowering of the cost of artificial
feature generation while learning features directly
from raw data without requiring extra feature
engineering [18], [19]. Despite the human-level
performance of DL, most state-of-the-art techniques
still learn static or dynamic features from a single

representation of the malware data, thereby restricting
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the learning process while disregarding the advantages
of employing different representations of the target
data. Therefore, advancing a plausible dataset is
crucial for building robust models and intrusion

detection tools to identify and probe cyber-attacks.

2. LITERATURE SURVEY

The Internet of Things (IoT) has become a hot topic in
the present tech-driven world. A strong framework of
cloud computing, backed up by a seamless blending of
sensors and actuators with the environment around us,
is making this “network of networks of autonomous
objects” a reality [1]. From smart wearables to smart
cities, from domestic life to industries, the IoT is
expanding itself to different areas. According to
Gartner Inc., the IoT will include 26 billion units
installed by 2020. Smart security solutions, smart
home automation, smart health care, smart wearables
etc. are in-trend applications of IoT, and by the near
future we expect to see its application to a city's
transportation system or smart power grids. [1] This
paper presents a brief overview on different trends of
the IoT and also discusses about the effects of the IoT
on our day-to-day life. It also discusses the importance
of cloud computing, autonomous control, artificial
intelligence in the context of the IoT. Lastly, it's
concluded with the need of synchronization of the
Internet, wireless sensors and actuators and distributed
computing for successfully enabling technologies for

the IoT.

Modern households are deploying Internet of Things
(IoT) devices at a fast pace. The heterogeneity of these
devices, which range from low-end sensors to smart
TVs, make securing home IoT particularly
challenging. To make matters worse, many consumer-

IoT devices are hard or impossible to secure because
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device manufacturers fail to adopt security best
practices (e.g., regular software patches). [8] In this
paper we propose a novel, cooperative system between
the home gateway and the Internet Service Provider
(ISP) to provide data driven security solutions for
detecting and isolating IoT security attacks. Our
approach is based on a combination of a large-scale
view from the ISP (using powerful machine learning
techniques on traffic traces), and the fine-grained view
of the per-device activity from the home (using edge
processing techniques) to provide efficient, yet

privacy-aware IoT security services [8,14,21].

With the advances in modern communication
technologies, the application scale of Internet of
Things (IoT) has evolved at an unprecedented level,
which on the other hand poses threats to the IoT
ecosystem. As the intrusions and malicious actions are
becoming more complex and unpredictable,
developing an effective anomaly detection system,
considering the distributed nature of IoT networks,
remains a challenge [9]. Moreover, the lack of
sufficiently large amount of data samples of IoT traffic
and data privacy pose further challenges in developing
a behavior-based anomaly detection system. To
address these issues, we present an unsupervised
hierarchical approach for anomaly detection through
cooperation between generative adversarial network
(GAN) and auto-encoder (AE) [9,28]. The problems of
data aggregation and privacy preservation are
addressed by reconstructing a sampling pool at a
centralized controller using a collection of generators
from the individual IoT networks. Then, a centralized
global AE is trained and passed to individual local
networks for anomaly detection after a final adaptation
with the local raw data from the IoT nodes. The
performance is evaluated using the UNSW Bot-IoT

dataset and the results demonstrate the effectiveness of
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our proposed approach which outperforms other

approaches.

Traffic characterization is one of the major challenges
in today’s security industry. The continuous evolution
and generation of new applications and services,
together with the expansion of encrypted
communications makes it a difficult task. [10] Virtual
Private Networks (VPNs) are an example of encrypted
communication service that is becoming popular, as
method for bypassing censorship as well as accessing
services that are geographically locked. In this paper,
we study the effectiveness of flow-based time-related
features to detect VPN traffic and to characterize
encrypted traffic into different categories, according to
the type of traffic e.g., browsing, streaming, etc. We
use two different well-known machine learning
techniques (C4.5 and KNN) to test the accuracy of our
features. Our results show high accuracy and
performance, confirming that time-related features are

good classifiers for encrypted traffic characterization.

The Internet of Things (IoT), in combination with
advancements in Big Data, communications and
networked systems, offers a positive impact across a
range of sectors including health, energy,
manufacturing and transport. By virtue of current
business models adopted by manufacturers and ICT
operators, [oT devices are deployed over various
networked infrastructures with minimal security,
opening up a range of new attack vectors. [11]
Conventional  rule-based  intrusion  detection
mechanisms used by network management solutions
rely on pre-defined attack signatures and hence are
unable to identify new attacks. In parallel, anomaly
detection solutions tend to suffer from high false
positive rates due to the limited statistical validation of

ground truth data, which is used for profiling normal
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network behavior. In this work we go beyond current
solutions and leverage the coupling of anomaly
detection and Cyber Threat Intelligence (CTI) with
parallel processing for the profiling and detection of
emerging cyber-attacks [39,41,49]. We demonstrate
the design, implementation, and evaluation of Citrus:
a novel intrusion detection framework which is adept
at tackling emerging threats through the collection and
labelling of live attack data by utilizing diverse
Internet vantage points in order to detect and classify
malicious behavior using graph-based metrics as well
as a range of machine learning (ML) algorithms.
Citrus considers the importance of ground truth data
validation and its flexible software architecture
enables both the real-time and offline profiling,
detection and classification of emerging cyber-attacks
under optimal computational costs. Thus, establishing
it as a viable and practical solution for next generation

network defense and resilience strategies.
3. METHODOLOGY
i) Proposed Work:

Leveraging the 10T-23 dataset, our project employs
Long Short-Term Memory (LSTM) networks. The
model intricately captures temporal patterns in IoT
data. Its architecture incorporates dual LSTM layers
for comprehensive feature extraction, followed by a
custom attention layer to emphasize critical aspects in
the temporal sequence. This structured approach
enhances the model's capacity for robust loT malware
detection and classification, making it adept at
handling diverse and evolving threats in the IoT
landscape [14,33,34]. And also included in the project
is, CNN and CNN-+LSTM models were incorporated
to complement the LSTM-based approach, enhancing

feature extraction for more comprehensive IoT

International Journal For Advanced Research
In Science & Technology

2457-0362

malware detection. Furthermore, a Flask framework
integrated with SQLite was developed, extending
functionality to user signup, signin, and testing. This
addition provides a user-friendly interface, facilitating
seamless interaction and evaluation of the advanced
deep learning models, thereby enhancing the project's

practical utility.
ii) System Architecture:

The project's system architecture begins with data
input, followed by preprocessing and a train-test split.
Three  distinct models—CNN, LSTM, and
CNN+LSTM—are trained to capture spatial and
temporal dependencies in IoT network traffic. The
models are then tested and evaluated for their
performance in identifying malicious traffic and
classifying IoT malware types [4,6]. The overarching
multitask approach ensures a comprehensive solution
to enhance IoT security by simultaneously addressing

various aspects of threat detection and classification.

| meut oaraser N My ¥
l Yahes > -]

A/ Wesilianaos { EQ
— =

=/ Detaset
Fiting 2
| SeT23 dutaved é v ‘.‘.‘:.:. *3 3

Multitess

v S
Mool

v s\,
Miked - @00 X T

Purformanes R S S
SOy [ |
l ™™
[ oumusmn |

Fig 1 Proposed architecture

iii) Dataset collection:

The project utilizes the [0oT-23 dataset, a

comprehensive collection of network traffic data
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specifically designed for IoT malware analysis. IoT-
23 encompasses diverse traffic scenarios, enabling the
LSTM,

CNN+LSTM models. Its richness ensures a realistic

training and evaluation of CNN, and

representation of IoT network behaviors, enhancing

the effectiveness of the proposed multitask

classification system.

Fig 2 I0T-23 dataset

iv) Data Processing:

Data processing involves transforming raw data into
valuable information for businesses. Generally, data
scientists process data, which includes collecting,
organizing, cleaning, verifying, analyzing, and
converting it into readable formats such as graphs or
documents. Data processing can be done using three
methods i.e., manual, mechanical, and electronic. The
aim is to increase the value of information and
facilitate decision-making. This enables businesses to
improve their operations and make timely strategic
decisions. Automated data processing solutions, such
as computer software programming, play a significant
role in this. It can help turn large amounts of data,
including big data, into meaningful insights for quality

management and decision-making.

v) Feature selection:
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Feature selection is the process of isolating the most
consistent, non-redundant, and relevant features to use
in model construction. Methodically reducing the size
of datasets is important as the size and variety of
datasets continue to grow. The main goal of feature
selection is to improve the performance of a predictive

model and reduce the computational cost of modeling.

Feature selection, one of the main components of
feature engineering, is the process of selecting the
most important features to input in machine learning
algorithms. Feature selection techniques are employed
to reduce the number of input variables by eliminating
redundant or irrelevant features and narrowing down
the set of features to those most relevant to the
machine learning model. The main benefits of
performing feature selection in advance, rather than
letting the machine learning model figure out which

features are most important.

vi) Algorithms:

Long Short-Term Memory (LSTM) networks, a
type of recurrent neural network (RNN), are employed
in this project for their ability to capture intricate
dependencies and temporal patterns within IoT
network traffic data. Unlike traditional RNNs, LSTMs
address the vanishing gradient problem, enabling the
modeling of long-range dependencies crucial for
understanding complex sequences. In the context of
intrusion detection, LSTMs prove effective in
recognizing nuanced patterns indicative of security
threats in the dynamic and evolving landscape of IoT
network communication. Their capacity to retain
information over extended sequences makes them
well-suited for capturing the sequential nature of

network traffic, providing a robust foundation for the
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development of an accurate and efficient intrusion

detection system.

Convolutional Neural Networks (CNNs) are deep
learning models designed for image recognition and
processing. In CNNs, convolutional layers apply
filters to input data, enabling the network to
automatically and adaptively learn hierarchical
representations. For this project, CNN is chosen due to
its effectiveness in capturing spatial dependencies
within IoT network traffic. The convolutional layers
can identify patterns in the traffic data, making CNN
well-suited for detecting anomalies and classifying
diverse IoT malware types, contributing to the overall

robustness and accuracy of the proposed multitask

classification model.

The CNN+LSTM model, a hybrid architecture,
combines Convolutional Neural Networks (CNN) and
Long Short-Term Memory (LSTM) networks. In this
project, CNN excels at capturing spatial dependencies
in IoT network traffic, while LSTM focuses on
understanding temporal patterns. The integration of
both models allows for a comprehensive analysis of
the data, leveraging CNN for feature extraction and
LSTM for sequence learning. This synergy proves
effective for the project's objective of IoT malware
detection and classification, as it enables the model to
capture both spatial and temporal nuances in the
intricate patterns of network traffic, enhancing the

accuracy and adaptability of the system.
4. EXPERIMENTAL RESULTS

Accuracy: The accuracy of a test is its ability to
differentiate the patient and healthy cases correctly. To

estimate the accuracy of a test, we should calculate the
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proportion of true positive and true negative in all

evaluated cases. Mathematically, this can be stated as:

TP + TN
TP + FP + TN + FN

Accuracy = D

Precision: Precision evaluates the fraction of correctly
classified instances or samples among the ones
classified as positives. Thus, the formula to calculate

the precision is given by:

True Positive

Precision = True Positive + False Positive @
Recall: Recall is a metric in machine learning that
measures the ability of a model to identify all relevant
instances of a particular class. It is the ratio of correctly
predicted positive observations to the total actual
positives, into a model's

providing insights

completeness in capturing instances of a given class.

TP

R -
ecall =I5 N

3

F1-Score: F1 score is a machine learning evaluation
metric that measures a model's accuracy. It combines
the precision and recall scores of a model. The
accuracy metric computes how many times a model
made a correct prediction across the entire dataset.

Recall X Precision
F1 Score = 2 *

Recall + Precision *100(D)
Table (1) evaluate the performance metrics—
Accuracy, precision, recall, F1 - Score—for each
algorithm. Across all metrics, the CNN consistently
outperforms all other algorithms. The tables also offer
a comparative analysis of the metrics for the other

algorithms.

Table.1 Performance Evaluation Table
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ML Model Accuracy | fl score | Recall Precision
Extension- CNN 0.985 0.986 0.985 0.987
Extension- CNN + LSTM 0.981 0.983 0.981 0.986
LSTM 0.954 0.133 0.071 1.000

Graph.1 Comparison Graph 1 Performance Evaluation Table

1.2

1
0.8
0.6
0.4
0.2

: =

Extension- CNN Extension- CNN + LSTM LSTM
M Accuracy mfl_score M Recall Precision

Accuracy is represented in blue, precision in yellow,
recall in grey and F1 - Score in orange in Graph (1).
In comparison to the other models, the CNN shows NEW ACCOUNT?
superior performance across all metrics, achieving the
highest values. The graphs above visually illustrate

these findings.
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5. CONCLUSION

The project successfully addressed the complexity of
SighUp IoT security, showcasing the efficacy of multitask
LSTM-based model in detecting evolving malware
threats. By incorporating dataset heterogeneity, the
models demonstrated adaptability to various IoT
Fig 5 Login page scenarios, ensuring robust intrusion detection across a
spectrum of devices and cyber-attacks. [52,53]
AAAAA Leveraging LSTM networks facilitated a leap forward
La_psT_scont 7 in analyzing time-series data, enhancing the model's
= _ o ability to grasp nuanced patterns in IoT network
traffic. Bridging the gap between theory and practice,
,"7 the project provided a tangible solution with user-
friendly Flask front-end, empowering users to interact
OUT_BYTES : with and assess the model's predictions. The
incorporation of Flask and SQLite facilitates a user-
friendly interface, making the model accessible to a
broader audience. The front-end design allows for user
testing, input validation, and seamless model
LOW_ DURATION_AMILLISECONDS predictions, enhancing practical usability. Other
models incorporating CNN and CNN+LSTM models
significantly bolstered IoT security. Both models
excelled, with CNN exhibiting a slight performance
Fig 6 User input edge. This nuanced advantage informed the strategic
deployment of the CNN model, underscoring its
efficacy in fortifying the system against diverse and

evolving [oT malware threats.

6. FUTURE SCOPE
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Future enhancements could involve refining the CNN,
LSTM, and CNN+LSTM models by incorporating
advanced deep learning architectures. This could
include exploring newer neural network structures or
optimization techniques to further enhance the
accuracy and adaptability of the models. Exploring the
integration of edge computing techniques implies
leveraging decentralized processing capabilities. This
can optimize real-time data processing and decision-
making, reducing latency and enhancing overall
system efficiency by distributing computational tasks
closer to the IoT devices [2]. Implementing dynamic
threat intelligence feeds involves continuously
updating the system with real-time information about
emerging loT malware threats. This ensures that the
system can adapt and respond promptly, providing
continuous protection against evolving security
challenges in the IoT landscape. [12] Adapting the
model to accommodate a broader range of IoT devices
and communication protocols aims to enhance its
versatility. By accommodating diverse IoT
ecosystems, the model can offer more robust security
measures, ensuring effective protection against a wide

array of potential threats in different [oT scenarios.
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